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Microsoft Administering Information Security in Microsoft 365 SC-401
Priifungsfragen mit Losungen (Q91-Q96):

91. Frage
You have a data loss prevention (DIP) policy that has the advanced DIP rules shown in the following table.
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You need to identit'y which rules will apply when content matches multiple advanced DIP rules.


https://drive.google.com/open?id=12AgebGdtcZ8mWa4nf3PJOo8dt5lO76iJ
https://www.deutschpruefung.com/SC-401-deutsch-pruefungsfragen.html
https://www.it-pruefung.com/SC-401.html
https://www.zertpruefung.ch/SC-401_exam.html
https://www.echtefrage.top/SC-401-deutsch-pruefungen.html

‘Which rules should you identify? To answer, select the appropriate options in the answer area.
f content matches Rule2 H‘l d (u‘-l "!
' I \ftB takes effect

Only Rule3 t
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Only Rule? takes effect

Only Rule3 tqbes effect
Only Ruled takes effect
Ruled, Rule3, ani Ruled take effect

Antwort:
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Only Rule3 takes effect
Only Ruled takes effect
Rule2. Rule3. and Ruled take effect

If content matches Rule2, Rule3. and-Riled: ' o

Only Rule? takes effect
Onhy Rule3 ta&es effect

R -

Explanation:

m Microsoft

If content matches BulgsPRule2. and Rule3: Only Rule1 takes effect

if eflent mMatches Rule2. Rule3. and Rule4: Rule2, Rule3, and Ruled take effect

Comprehensive Detailed Explanation with References

‘When multiple advanced DLP rules match content, Microsoft 365 DLP evaluates based on:

Rule priority

Lower number = higher priority (O highest).

Among Rule2 (priority 1), Rule3 (priority 2), and Rule4 (priority 3), Rule2 has the highest priority.

Conflict resolution (single vs multiple rules applied)

By default, only the highest-priority rule applies if multiple rules match. # That's why in the first dropdown, the correct answer is Only
Rule? takes effect.

However, you can configure advanced DLP to allow multiple matching rules to take effect simultaneously. If this setting is enabled,
then Rule2, Rule3, and Rule4 all apply. # That's why in the second dropdown, the correct answer is Rule2, Rule3, and Rule4 take
effect.

References:

Microsoft Learn: Order of rule processing in DLP

Microsoft Learn: Advanced DLP rule precedence

92. Frage
You have a Microsoft 365 subscription.



You have a user named User] Several users have full access to the mailbox of Userl.

Some email messages sent to User 1 appeal to have been read and deleted before the user viewed them When you search the audit
log in the Microsoft Purview portal to identify who signed in to the mailbox of User L. the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of User|.

Solution: You run the Set- AuditConfig - Workload Exchange command.

Does that meet the goal?

® A Yes
e B.No

Antwort: B

Begriindung;

Comprehensive Detailed Explanation with References

The command Set- AuditConfig - Workload Exchange is related to configuring auditing for workloads but does not enable mailbox
auditing.

To capture and view who is accessing Userl's mailbox, mailbox auditing must be enabled at the mailbox level in Exchange Online.
Correct solution would be:

Set-Mailbox -Identity User] -AuditEnabled $true

Mailbox auditing is enabled by default for all mailboxes in Microsoft 365 now, but if it is disabled, enabling auditing at the mailbox
level is required. Running Set- AuditConfig - Workload Exchange alone does not accomplish this.

Reference: Mailbox auditing in Microsoft 365

93. Frage

You have 4 Microsoft 565 ES subscription that contains two Microsoft SharePomt Online sites named Sitel and Site2. You plan to
configure a retention label named Label and apply labell to all the files in Site1 You need to ensure that two years after a file is
created in Sitel. the file moves automatically to Site2. How should you configure the Choose what happens after the retention period
setting for Labell?

A. Run a Power Automate flow
B. Start a disposition review

C. Deactivate retention settings
D. Change the label

Antwort: A

Begrindung;

You wart files in Site] that are labeled with Labell to automatically move to Site2 two years after creation.

In Microsoft Purview Retention Labels, under "Choose what happens after the retention period", the available options are:
Deactivate retention settings - Ends retention but does not move files.

Start a disposition review - Sends items to reviewers for approval (manual process, not auto-move).

Change the label - Applies a new retention label (but does not move files to another site).

Run a Power Automate flow - Executes an automated workflow such as moving the file to another SharePoint library or site,
notifying users, or applying custom business processes.

Since the requirement is automatic movement of files from Sitel to Site2 after 2 years, the only valid choice is Run a Power
Automate flow.

Reference:

Microsoft Learn: Actions after a retention period for retention labels

Quote: "For retention labels, you can choose to trigger a Power Automate flow when the retention period

94. Frage

You have a Microsoft 365 E5 subscription that contains a Microsoft Teams channel named Channell.

Channell contains research and development documents.

You plan to implement Microsoft 365 Copilot for the subscription.

You need to prevent the contents of files stored in Channell from being included in answers generated by Copilot and shown to
unauthorized users.

‘What should you use?

e A. Microsoft Purview insider risk management



¢ B. sensitivity labels
e C. Microsoft Purview Information Barriers
¢ D. data loss prevention (DLP)

Antwort: B

Begriindung;

To prevent the contents of files stored in Channell from being included in Microsoft 365 Copilot responses and ensure unauthorized
users cannot access them, you should use Microsoft Purview Sensitivity Labels.

Sensitivity labels allow you to classify, protect, and restrict access to sensitive files. You can configure label- based encryption and
access control policies to ensure that only authorized users can access or interact with the files in Channell. Microsoft 365 Copilot

respects sensitivity labels, meaning if a file is labeled with restricted permissions, Copilot will not use it in generated responses for
unauthorized users.

95. Frage

You have a Microsoft 365 ES subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the
following table.

[Name WaRBE Gt~
| User1 | Members group of Site1
i_Lf'\rIE Owners groupof Site1
1 #

B

Admin1 | SharePaint Administrator role

You have a data loss prevention (DLP) policy named DLP1 as shown in the following exhibit.
Actions

Use actions to protect content when the conditions are met.

_ Restrict access or encrypt the content in Microsoft 365 .
locations =

n Restrict access or encrypt the content in Microsoft 365 locations
email or accessing shagadonarePoint

| fropn sendfing Teams chats and channe

tain the type 4f centent you're prot

Youapply DLP1 to Sitel.

User] uploads a file named Filel to Sitel. Filel does NOT match any of the DLP1 rules. User2 updates Filel to contain data that
matches the DLP1 rules.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes Mo

Lizer1 can access Filel on Sitel,
User2 can access File1 ah'Site1,

Admini cangcgess Filel on Sitel

Statements

User1 cap access File on Site1,
OS50I11L

User2 can access FileloméiteT.

Admin1 can aCcess File1 on Sitel

Explanation:
Answer Area
Statements

User1 can access File1 on Site1.

User2 can access File1 on Site1

Admin1 can access Filg MomSitel
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