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What does the "starring" function do in the Cortex XSIAM alert view?
Response:

A. Tags alerts for SOC reporting

B. Automatically assigns playbooks

C. Marks alerts as critical for further review
D. Removes alerts from the queue

Answer: C

NEW QUESTION # 41
‘Which option allows continuous monitoring and triage of evolving threats?
Response:

A. Asset status logs

B. Live termmal execution

C. Attack Surface Threat Response Center
D. Threat intelligence API

Answer: C

NEW QUESTION # 42

A threat hunter discovers a true negative event froma zero-day exploit that is using privilege escalation to launch "Malware pdfexe".
Which XQL query will always show the correct user context used to launch

"Malware pdfexe'?

e A configcase sensitive = false | dataset = xdr data | filter event type = ENUM.PROCESS | filter
action process_image name = "Malware.pdf.exe" | fields causality actor effective username

¢ B. configcase sensitive = false | dataset = xdr_data | filter event_type = ENUM.PROCESS | filter
action_process _image name = "Malware.pdf.exe" | fields actor process username

e C. configcase sensitive = false | dataset = xdr_data | filter event_type = ENUM.PROCESS | filter
action_process image name = "Malware.pdfexe" | fields action process username

e D. config case sensitive = false | datamodel dataset = xdrdata | filter xdm.source.process.name = "Malware.
pdfexe" | fields xdm target.user.username

Answer: A

Explanation:

The correct answer isA- the query using the fieldcausality actor effective username.

When analyzing events where privilege escalation is used, it is essential to identify the original effective user that initiated the causality
chain, not merely the process's own running user (as provided by other fields). The
fieldcausality actor effective usernamespecifically provides the effective username context of the actor behind the entire chain of
actions that resulted in launching the suspicious executable.

Explanation of fields from Official Document:

* causality actor_effective username: This field indicates the original effective user who started the entire causality chain.

* actor process_usernameandaction process_username: These fields indicate the immediate process username, not necessarily
reflecting the correct original context when privilege escalation occurs.

Therefore, to always identify the correct user context in privilege escalation scenarios, optionAis the verified correct answer.

NEW QUESTION # 43
What is the main use of the Playground in Cortex XSIAM?
Response:

A. Test scripts and integrations in a safe environment
B. Build dashboards

C. Manage endpoint policies

D. Export reports to CSV



Answer: A

NEW QUESTION # 44

A security analyst is reviewing alerts and incidents associated with internal vulnerability scanning performed by the security
operations team.

‘Which built-in incident domain will be assigned to these alerts and incidents in Cortex XSIAM?

A. Hunting
B. Health
C.IT

D. Security
Answer: C

Explanation:

The correct answer isD - IT.

Alerts and incidents related to internal vulnerability scanning and other non-security operational events are categorized under thel T
domainin Cortex XSIAM. This allows teans to differentiate between security- related and IT operations-related alerts for better
incident management and prioritization.

"Incidents generated from internal IT operations, such as vulnerability scanning, are assigned to the IT domain, separating them from
security-focused domains." Document Reference: XSIAM Analyst ILT Lab Guide.pdf Page:Page 28 (Alerting and Detection
Processes section)

NEW QUESTION # 45
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