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Refer to the exhibits.
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A FortiGate cluster (CL-1) protects a data center hosting multiple web applications. A pair of FortiADC devices are already
configured for SSL decryption (FAD-1), and re-encryption (FAD-2). CL-1 must accept unencrypted traffic from FAD- 1, perform
application detection on the plain-text traffic, and forward the inspected traffic to FAD-2.

The SSL-Offload- App-Detect application list and SSL-Offload protocol options profile are applied to the firewall policy handling
the web application traffic on CL-1.

Given this scenario, which two configuration tasks must the administrator perform on CL-1? (Choose two.)
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To enable application detection on plain-text traffic that has been decrypted by FortiADC, the administrator must perform two
configuration tasks on CL-1:

* Enable SSL offloading in the firewall policy and select the SSL-Offload protocol options profile.

* Enable application control in the firewall policy and select the SSL-Offload- App-Detect application list.

References: https:/docs.fortinet.com/document/fortigate/6.4.0/cookbook/103438/application-detection- on-ssl-offloaded-traffic

H #65

Refer to the exhibits.

You nwst integrate a FortiMail and FortiSandbox Enhanced Cloud solution for a customer who is concerned about the e-mails being
delayed for too long,

According to the configuration shown in the exhibits, which would be an expected behavior?

e A Ifanattachment is sent to the FortiSandbox while the job queue is full, the e-mail might be delayed for up to 30 minutes,
then e-mail will be relayed to the mail server.

¢ B. FortiMail will not wait for results but only for attachments that have been already submitted to the FortiSandbox in the last
60 minutes.

¢ C. FortiMail will ignore the timeout value if content disarm and reconstruction (CDR) is enabled.

¢ D. FortiMail will relay valid e-mails to the mail server as soon as it is done with other local inspections.

IEf#: D
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Refer to the exhibits.

A customer has deployed a FortiGate with iBGP and eBGP routing enabled. HQ is receiving routes over eBGP from ISP 2;
however, only certain routes are showing up in the routing table- Assume that BGP is working perfectly and that the only possible
modifications to the routing table are solely due to the prefix list that is applied on HQ.

Given the exhibits, which two routes will be active in the routing table on the HQ firewall? (Choose two.)

A 172,620,64,27

B. 172.16.201.96/29
C. 172.16.204.128/25
D. 172.16.204.64/27

F
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A'is correct because 172.16.204.128/25 matches the prefix list entry 172.16.204.0/24 ge 25 le 25. C is correct because
172.16.204.64/27 matches the prefix list entry 172.16.204.0/24 ge 27 le 27. Reference:

https7/docs. fortinet.conYdocument/fortigate/7.4.0/administration-guide/978 793 /bgp

B #67
Refer to the exhibit.



What is happening in this scenario?

A. The user has not authenticated on their external browser.

B. The user status changed at FortiClient EMS to off-net.

C. The user is authenticating against a FortiGate Captive Portal.
C The user is authenticating against an IdP.

Ef#: A

HM #68
Review the Application Control log.

‘Which configuration caused the IPS engine to generate this log?

Ef#:
R -
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https:/docs.fortinet.com/document/fortigate/7.0.2/administration- guide/4 19589/ips-configuration-options
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