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¢ Detection Analysis: This domain covers analyzing and triaging detections in Falcon, including interpreting
=x 1 dashboards, endpoint detections, contextual data, process views, prevalence, IOCs, and implementing

hash management actions like blocking, allowlisting, and exclusions.

¢ Event Investigation: This domain covers analyzing Process and Host Tinelines, pivoting to Process
FH 2 Timeline or Process Explorer, and analyzing process relationships using Full Detection Details.

¢ ATT&CK Frameworks: This domain covers understanding the MITRE ATT&CK framework and
FH 3 applying its tactics and techniques within Falcon to provide context to detections.

¢ Search Tools: This domain covers utilizing User Search, IP Search, Hash Search, Host Search, and Bulk
A 4 Domain Search to gather intelligence during mvestigations.
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HEE #25
‘When examining a raw DNS request event, you see a field called ContextProcessld decimal. What is the purpose of that field?

A. Tt contains an internal value not useful for an investigation

B. It contains the TargetProcessld_decimal value for other related events

C. It contains the TargetProcessld _decimal value for the process that made the DNS request

D. It contains the ContextProcessld _decimal value for the parent process that made the DN'S request
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HEE #26
The primary purpose for running a Hash Search is to:

A. determine the origin of the detection

B. review the processes involved with a detection

C. review information surrounding a hash's related activity
D. determine any network connections
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AR #27
‘When an analyst is trying to pinpoint the exact moment an endpoint came online after being shut down for the weekend, which
timeline view is the best to use?

A. User Timeline

B. Host Timeline

C. Network Timeline
D. Process Timeline
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A2 #28
To ensure that a malicious file cannot be accidentally executed or accessed by other processes, how are quarantined files stored on
the local endpoints?

A. They are hidden within the Windows System32 directory.

B. They are renamed with a random 32-character extension.

C. They are stored in an encrypted format.

D. They are moved to a password-protected ZIP file on the desktop.
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EE #29
When looking at the details of a detection, there are two fields called Global Prevalence and Local Prevalence. Which answer best
defines Local Prevalence?

e A. Local prevalence is the frequency with which the hash of the triggering file is seen across the entire Internet

¢ B. Local Prevalence tells you how common the hash of the triggering file is within your environment (CID)

e C. Local prevalence is the frequency with which the hash of the triggering file is seen across all CrowdStrike customer
environments

e D. Local Prevalence is the Virus Total score for the hash of the triggering file
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