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NEW QUESTION # 146 
Which statement correctly describes RAID 10 (1+0) on FortiAnalyzer?

A. A configuration with four disks, each with 2 TB of capacity, provides a total space of 4 TB.
B It combines mirroring striping and distributed parity to provide performance and fault tolerance
B. A configuration with four disks, each with 2 TB of capacity, provides a total space of 2 TB.
C. It uses striping to provide performance and fault tolerance.

Answer: A

Explanation:
RAID 10 combines mirroring (RAID 1) and striping (RAID 0). In a RAID 10 setup with four disks, data is mirrored across two
pairs of disks, and those pairs are striped for performance. This results in improved performance and fault tolerance, but the total
usable storage is 50% of the total raw storage, meaning four 2 TB disks provide 4 TB of usable space.

NEW QUESTION # 147 
An administrator has configured the following settings:

What is the purpose of executing these commands?

A. To verify the integrity of the log files received.
B. To encrypt log transfer between FortiAnalyzer and other devices.
C. To create the secure channel used by the OFTP process.
D. To record the hash value and authentication code of log files.

Answer: D

Explanation:
The command set log-checksum md5-auth configures FortiAnalyzer to generate an MD5 hash for each log file, along with an
authentication code. This ensures that the integrity of the logs can be verified, confirming that the logs have not been tampered with.

NEW QUESTION # 148 
Which two statement are true regardless initial Logs sync and Log Data Sync for Ha on FortiAnalyzer?

A. With initial Logs Sync, when you add a unit to an HA cluster, the primary device synchronizes its logs with the backup
device.
B. By default, Log Data Sync is disabled on all backup devise.
C. Log Data Sync provides real-time log synchronization to all backup devices.
D. When Logs Data Sync is turned on, the backup device will reboot and then rebuilt the log database with the synchronized
logs.

Answer: A,D

NEW QUESTION # 149 
If a hard disk fails on a FortiAnalyzer that supports software RAID, what should you do to bring the FortiAnalyzer back to
functioning normally, without losing data?

A. Hot swap the disk
B. Take no action if the RAID level supports a failed disk
C. Replace the disk and rebuild the RAID manually
D. Shut down FortiAnalyzer and replace the disk

Answer: D



Explanation:
https://kb.fortinet.com/kb/documentLink.do?externalID=FD46446#:~:text=On%20FortiAnalyzer%
2FFortiManager%20devices%20that,to%20exchanging%20the%20hard%20disk.
If a hard disk on a FortiAnalyzer unit fails, it must be replaced. On FortiAnalyzer devices that support hardware RAID, the hard
disk can be replaced while the unit is still running - known as hot swapping. On FortiAnalyzer units with software RAID, the device
must be shutdown prior to exchanging the hard disk.
Reference: https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap-Hard-Disk-on- FortiAnalyzer/ta-
p/194997?externalID=FD41397#:~:text=If%20a%20hard%20disk%20on,process%
20known%20as%20hot%20swapping

NEW QUESTION # 150 
What is the purpose of a dataset query in FortiAnalyzer?

A. It retrieves log data from the database
B. It sorts log data into tables
C. It extracts the database schema
D. It injects log data into the database

Answer: A

Explanation:
Reference: https://docs2.fortinet.com/document/fortianalyzer/6.0.4/administration-guide/148744/creating- datasets
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