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Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q11-Q16):
NEW QUESTION # 11 
What are two effects of enabling auto-cache in a FortiAnalyzer report? (Choose two.)

A. FortiAnalyzer local cache is used to store generated reports.
B. The generation time for reports is decreased.
C. When new logs are received, the hard-cache data is updated automatically.
D. The size of newly generated reports is optimized to conserve disk space.

Answer: A,B

Explanation:
Enablingauto-cachein FortiAnalyzer reports is designed to improve the efficiency and speed of report generation by leveraging
cached data. Let's analyze each option to determine which effects are correct.
* Option A - The Generation Time for Reports is Decreased:
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* When auto-cache is enabled, FortiAnalyzer can use previously cached data instead of reprocessing all log data from scratch each
time a report is generated. This results in faster report generation times, especially for recurring reports that use similar datasets.
* Conclusion:Correct.
* Option B - Hard-Cache Data is Automatically Updated When New Logs are Received:
* Enabling auto-cache does not immediately update the cache with every new log received. Instead, the cache is updated when
reports are generated, based on the existing logs up to that point.
Therefore, auto-cache does not constantly refresh with each incoming log, which would be inefficient.
* Conclusion:Incorrect.
* Option C - FortiAnalyzer Local Cache is Used to Store Generated Reports:
* Auto-cache utilizes FortiAnalyzer's local cache to store data used in reports, reducing the need to retrieve and process logs
repeatedly. This cached data can be reused for subsequent report generation, enhancing performance.
* Conclusion:Correct.
* Option D - The Size of Newly Generated Reports is Optimized to Conserve Disk Space:
* Auto-cache does not directly impact the size of the report files themselves. It focuses on performance optimization through cached
data for faster access, but it does not compress or optimize the storage size of the generated report.
* Conclusion:Incorrect.
Conclusion:
* Correct Answer:A. The generation time for reports is decreasedandC. FortiAnalyzer local cache is used to store generated
reports.
* Enabling auto-cache helps reduce report generation time by using locally cached data and optimizes report processing, though it
does not impact report size or continuously update with each new log.
References:
* FortiAnalyzer 7.4.1 documentation on report caching, auto-cache functionality, and report generation optimizations.

NEW QUESTION # 12 
Exhibit.

A fortiAnalyzer analyst is customizing a SQL query to use in a report.
Which SQL query should the analyst run to get the expected results?

A. 



B. 

C. 

D. 

Answer: B

Explanation:
The requirement here is to construct a SQL query that retrieves logs with specific fields, namely "Source IP" and "Destination Port,"
for entries where the source IP address matches 10.0.1.10. The correct syntax is essential for selecting, filtering, ordering, and
grouping the results as shown in the expected outcome.
Analysis of the Options:
* Option A Explanation:
* SELECT srcip AS "Source IP", dstport AS "Destination Port": This syntax selects srcip and dstport, renaming them to "Source
IP" and "Destination Port" respectively in the output.
* FROM $log: Specifies the log table as the data source.
* WHERE $filter AND srcip = '10.0.1.10': This line filters logs to only include entries with srcip equal to 10.0.1.10.
* ORDER BY dstport DESC: Orders the results in descending order by dstport.
* GROUP BY srcip, dstport: Groups results by srcip and dstport, which is valid SQL syntax.
This option meets all the requirements to get the expected results accurately.
* Option B Explanation:
* WHERE $filter AND Source IP != '10.0.1.10': Uses != instead of =. This would exclude logs from the specified IP 10.0.1.10,
which is contrary to the expected result.
* Option C Explanation:
* The ORDER BY clause appears before the FROM clause, which is incorrect syntax. SQL requires the FROM clause to follow
the SELECT clause directly.
* Option D Explanation:
* The GROUP BY clause should follow the FROM clause. However, here, it's located after WHERE, making it syntactically
incorrect.
Conclusion:
* Correct answer: A. Option A
* This option aligns perfectly with standard SQL syntax and filters correctly for srcip = '10.0.1.10', while ordering and grouping as
required.
References:
FortiAnalyzer 7.4.1 SQL query capabilities and syntax for report customization.

NEW QUESTION # 13 
What happens when the IOC breach detection engine on FortiAnalyzer finds web logs that match a blocklisted IP address?

A. The endpoint is marked as Compromised and. optionally, can be put in quarantine.
B. A new Infected entry is added for the corresponding endpoint.
C. FortiAnalyzer flags the associated host for further analysis.
D. The detection engine classifies those logs as Suspicious

Answer: A



NEW QUESTION # 14 
Which two statements about playbook execution are true? (Choose two)

A. You can run the default debugging playbook to investigate playbook errors.
B. Even I the playbook status is Failed, individual tasks may have succeeded.
C. FortiAnalyzer will not commit changes made by a Failed playbook
D. The Playbook Monitor provides troubleshooting logs

Answer: C,D

NEW QUESTION # 15 
A play book contains five tasks in total. An administrator executed the playbook and four out of five tasks finished successfully, but
one task failed.
What will be the status of the playbook after its execution?

A. Running
B. Upstream_failed
C. Failed
D. Success

Answer: C

NEW QUESTION # 16
......
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