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Fortinet FCP_FAZ_AN-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Features and Concepts: This section of the exam measures the skills of Fortinet Security Analysts and
covers the fundamental concepts of FortiAnalyzer.

Topic 2

SOC Events and Incident Management: This domain targets Fortinet Network Analysts and focuses on
managing security operations center (SOC) events. Candidates will explain SOC features on
FortiAnalyzer, manage events and incidents, and understand the incident lifecycle to enhance incident
response capabilities.

Topic 3
Reports: This section evaluates the skills of Fortinet Security Analysts in managing reports within
FortiAnalyzer. Candidates will learn to create, troubleshoot, and optimize reports to ensure accurate data
presentation and insights for security analysis.

Topic 4
Logging: Candidates will learn about logging mechanisms, log analysis, and gathering log statistics to
effectively monitor security events and incidents.

Topic 5
Playbooks: This domain measures the skills of Fortinet Network Analysts in creating and managing
playbooks. Candidates will explain playbook components and develop workflows that automate responses
to security incidents, improving operational efficiency in SOC environments.

Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q39-Q44):
NEW QUESTION # 39 
Which two FortiAnalyzer features allow you to automatically build a dataset and chart based on a filtered search result? (Choose
two.)

A. Export to Report Chart (FortiView)
B. Custom View
C. Dataset Library
D. Chart Builder

Answer: A,D

NEW QUESTION # 40 
Which FortiAnalyzer feature allows you to use a proactive approach when managing your network security?

A. FortiView Monitor
B. Threat hunting
C. Outbreak alert services
D. Incidents dashboard

Answer: B

Explanation:
FortiAnalyzer offers several features for monitoring, alerting, and incident management, each serving different purposes. Let's
examine each option to determine which one best supports a proactive security approach.
Option A - FortiView Monitor:
FortiView is a visualization tool that provides real-time and historical insights into network traffic, threats, and logs. While it gives
visibility into network activity, it is generally more reactive than proactive, as it relies on existing log data and incidents.
Conclusion: Incorrect.
Option B - Outbreak Alert Services:
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Outbreak Alert Services in FortiAnalyzer notify administrators of emerging threats and outbreaks based on FortiGuard intelligence.
This is beneficial for awareness of potential threats but does not offer a hands-on, investigative approach. It's more of a notification
service rather than an active, proactive investigation tool.
Conclusion: Incorrect.
Option C - Incidents Dashboard:
The Incidents Dashboard provides a summary of incidents and current security statuses within the network. While it assists with
ongoing incident response, it is used to manage and track existing incidents rather than proactively identifying new threats.
Conclusion: Incorrect.
Option D - Threat Hunting:
Threat Hunting in FortiAnalyzer enables security analysts to actively search for hidden threats or malicious activities within the
network by leveraging historical data, analytics, and intelligence. This is a proactive approach as it allows analysts to seek out threats
before they escalate into incidents.
Conclusion: Correct.
Conclusion:
Correct Answe r : D. Threat hunting
Threat hunting is the most proactive feature among the options, as it involves actively searching for threats within the network rather
than reacting to already detected incidents.
Reference:
FortiAnalyzer 7.4.1 documentation on Threat Hunting and proactive security measures.

NEW QUESTION # 41 
A rogue administrator was accessing FortiAnalyzer without permission, and you are tasked to see what activity was performed by
that rogue administrator on FortiAnalyzer.
What can you do on FortiAnalyzer to accomplish this?

A. Click FortiView and generate a report for that administrator.
B. Click Task Monitor and view the tasks performed by that administrator.
C. Click Log View and generate a report for that administrator.
D. Click Fabric View and view the tasks performed by the rogue administrator.

Answer: B

NEW QUESTION # 42 
Exhibit.

What can you conclude about the output?

A. The output is ADOM specific
B. Both messages and logs are almost finished indexing.
C. The message rate being lower that the log rate is normal.
D. There are more traffic logs than event logs.

Answer: C

Explanation:
In this output, we see two diagnostic commands executed on a FortiAnalyzer device:
* diagnose fortilogd lograte: This command shows the rate at which logs are being processed by the FortiAnalyzer in terms of log
entries per second.
* diagnose fortilogd msgrate: This command displays the message rate, or the rate at which individual messages are being processed.
The values provided in the exhibit output show:
* Log rate (lograte): Consistently high, showing values such as 70.0, 132.1, and 133.3 logs per second over different time intervals.
* Message rate (msgrate): Lower values, around 1.4 to 1.6 messages per second.
Explanation:



* Interpretation of log rate vs. message rate: In FortiAnalyzer, the log rate typically refers to the rate of logs being stored or indexed,
while the message rate refers to individual messages within these logs.
Given that a single log entry can contain multiple messages, it's common to see a lower message rate relative to the log rate.
* Understanding normal operation: In this case, the message rate being lower than the log rate is expected and typical behavior. This
discrepancy can arise because each log entry may bundle multiple related messages, reducing the message rate relative to the log
rate.
Conclusion
* Correct Answer:A. The message rate being lower than the log rate is normal.
* This aligns with the normal operational behavior of FortiAnalyzer in processing logs and messages.
There is no indication that both logs and messages are nearly finished indexing, as that would typically show diminishing rates toward
zero, which is not the case here. Additionally, there's no information in this output about specific ADOMs or a comparison between
traffic logs and event logs. Thus, options B, C, and D are incorrect.
References:
* FortiOS 7.4.1 and FortiAnalyzer 7.4.1 command guides for diagnose fortilogd lograte and diagnose fortilogd msgrate.

NEW QUESTION # 43 
Which statements are true regarding securing communications between FortiAnalyzer and FortiGate with IPsec? (Choose two.)

A. Must establish an IPsec tunnel ID and pre-shared key.
B. IPsec cannot be enabled if SSL is enabled as well.
C. IPsec is only enabled through the CLI on FortiAnalyzer.
D. Must configure the FortiAnalyzer end of the tunnel only--the FortiGate end is auto-negotiated.

Answer: A,D

NEW QUESTION # 44
......
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