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Laptop] is used by several administrators to manage FortiAnalyzer. You want to configure a generic text filter that matches all login
attempts to the web interface generated by any user other than "admin" and coming from Laptop]1.
Which filter will achieve the desired result?

A. operation-login & performed on—"GUI(10.1.1.210)' & user!=admin

B. operation-login & performed on—"GUI(10.1.1.100)" & user!=admmn

C. operation-login & dstip—10.1.1.210 & userl-admin

D. operation-login & srcip=10.1.1.100 & dstip==10.1.1.210 & user—admin

Answer: B

NEW QUESTION # 26
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Laptop]1 is used by severaladministratorsto manage FotiAnalyzer. You want to configure a generic text filter that matches all login
attenpts to the web mterface generated by any user other than admin", and coming from Laptop].
Which filter will achieve the desired result?

e A. Operation-login and srcip= 10.1.1.100 and dstip=10.1.1.1.210 and user—-admin
e B. Operation-login and performed on—"GU(10.1.1.120)' and user!=admin

e C. Operation-login and performed on—"GUI(10.1.1.100)' and user!=admin

e D. Operation-login and dstip=—10.1.1.210 and user!-admin

Answer: C

Explanation:

The objective is to create a filter that identifies all login attenpts to the FortiAnalyzer web nterface (GUI) coming fromLaptop1(IP
10.1.1.100) and excludes the admin user. This filter should match any user other than admin.

* Filter Components Analysis:

* Operation-login: This portion of the filter will target login actions specifically, which is correct for filtering login attempts.



* performed _or—"GUI(10.1.1.100)": This indicates that the login attempt must occur on the GUI interface and originate from the
specified IP, which matches Laptop1's IP address (10.1.1.100). This ensures that the filter only matches GUI logins from this
specific device.

* user!=admin: This part excludes logins by the admin user, meeting the requirement to capture only non-admin users.

* Option Analysis:

* Option A: Correctly specifies theOperation-login,performed or—"GUI(10.1.1.100)', and user!=admin. This setup effectively
filters login attempts to the GUI from Laptop1, excluding the admin user.

* Option B: Uses the incorrect [P 10.1.1.120 in the performed_on filter, which does not match Laptop1's IP (10.1.1.100).

* Option C: This option includessrcip—10.1.1.100anddstip=—=10.1.1.210but incorrectly specifies user—admininstead
ofuser!=admin, which does not match the requirement to exclude admin users.

* Option D: This option does not specify theperformed_onfield to restrict it to the GUI and only includesdstip(destination IP)
withoutsreip. It also incorrectly uses user!-admin instead of the correct syntaxuser!=admin.

Conclusion:

* Correct Answer:A. Operation-login and performed on—"GUI(10.1.1.100)' and user!=admin

* This filter precisely captures the required conditions: login attempts from Laptop1 to the GUI interface by any user except admin.
References:

* FortiAnalyzer 7.4.1 documentation on log filters, syntax for login operations, and GUI login tracking,

NEW QUESTION # 27
Which statement is true when you are upgrading the firmware on an HA cluster made up of two FortiAnalyzer devices?

¢ A. You can perform the firmware upgrade using only a console connection.

¢ B. First, upgrade the secondary device, and then upgrade the primary device.

¢ C. You can enable uninterruptible-upgrade so that the normal FortiAnalyzer operations are not interrupted while the cluster
firmware upgrades.

¢ D. Both FortiAnalyzer devices will be upgraded at the same time.

Answer: B

NEW QUESTION # 28

An administrator on your team has configured multiple reports to run periodically. Management has an additional request that all new
generated reports be sent to a company email inbox for accessibility. The mail server has already been configured on FortiAnalyzer.
Which ttem must configure on FortiAnalyzer so that emails are sent when the reports are generated?

A. Enable email notification under the report calendar.

B. Add a mailto:<email address> option within the report layouts.
C. Enable the option to email all repots under the mail server.

D. Enable an output profile on the reports.

Answer: D

Explanation:

To ensure that reports generated by FortiAnalyzer are automatically sent to an email inbox, you need to set up an output profile for
the reports. Output profiles specify where and how reports should be delivered, including the option to send them via email.
Option A - Enable the Option to Email All Reports Under the Mail Server:

The mail server configuration allows FortiAnalyzer to send emails but does not automatically enable email distribution for reports.
This setting alone does not specify which reports to send or to whom.

Conclusion: Incorrect.

Option B - Add a mailto:<email address™> Option Within the Report Layouts:

Adding an email address within the report layout is not a standard configuration option for report distribution. Report layouts define
the format and content of the report but not its distribution method.

Conclusion: Incorrect.

Option C - Enable Email Notification Under the Report Calendar:

The report calendar is used to schedule when reports are generated. While it triggers report generation at specific times, it does not
handle email distribution. Emailing reports requires a configured output profile.

Conclusion: Incorrect.

Option D - Enable an Output Profile on the Reports:

An output profile can be configured on FortiAnalyzer to define delivery options, including emailing the report to specified recipients.
This setup ensures that every time a report is generated according to the schedule, it is automatically emailed to the configured



address.

Conclusion: Correct.

Conclusion:

Correct Answe 1 : D. Enable an output profile on the reports.

Configuring an output profile is the correct way to set up automatic email distribution of generated reports in FortiAnalyzer.
Reference:

FortiAnalyzer 7.4.1 documentation on configuring output profiles and report distribution settings.

NEW QUESTION # 29
What database language does FortiAnalyzer use for logging and reporting?

A. Java

B. XML
C.SQL
D. XQuery

Answer: C

NEW QUESTION # 30
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