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Topic Details

¢ FortiClient provisioning and deployment: It discusses deployment of FortiClient on Windows, macOS,
Topic 1 i0S, and Android endpoints, and configuration of endpoint profiles.

¢ Diagnostics: It analyzes diagnostic information to troubleshoot issues related FortiClient EMS and
Topic 2 FortiClient. Moreover, it focuses on resolving common FortiClient deployment and implementation issues.

o Security Fabric integration: The topic focuses on Security Fabric integration with FortiClient EMS,
automatic quarantine of compromised endpoints, ZTNA solution, and IP

Topic 3
opie e MAC ZINA fitering
¢ FortiClient EMS setup: This topic discusses the initial configuration of FortiClient EMS, the configuration of]
Topic 4 Chromebooks, and configuration of FortiClient EMS features.

Fortinet FCP—FortiClient EMS 7.2 Administrator Sample Questions (Q17-
Q22):

NEW QUESTION # 17
An administrator installs FortiClient EMS in the enterprise.
‘Which component is responsible for enforcing protection and checking security posture?

A. FortiClient EMS

B. FortiClient EMS tags

C. FortiClient vulnerability scan
D. FortiClient

Answer: D

Explanation:

Understanding FortiClient EMS Components:

FortiClient EMS manages and configures endpoint security settings, while FortiClient installed on the endpoint enforces protection
and checks security posture.

Evaluating Responsibilities:

FortiClient perforns the actual enforcement of security policies and checks the security posture of the endpoint.

Conclusion:

The component responsible for enforcing protection and checking security posture is FortiClient (C).

NEW QUESTION # 18
Refer to the exhibit.
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Based on the settings shown in the exhibit which statement about FortiClient behavior is true?

A. FortiClient scans infected files when the user copies files to the Resources folder
B. FortiClient quarantines infected files and reviews later, after scanning them

C. FortiClient copies infected files to the Resources folder without scanning them.
D. FortiClient blocks and deletes infected files after scanning them.

Answer: B

Explanation:

Action On Virus Discovery Warn the User Ifa Process Attempts to Access Infected Files Quarantine Infected Files. You can use
FortiClient to view, restore, or delete the quarantined file, as well as view the virus name, submit the file to FortiGuard, and view
logs. Deny Access to Infected Files Ignore Infected Files

NEW QUESTION # 19
An admmistrator is required to maintain a software vulnerability on the endpoints, without showing the feature on the FortiClient.
‘What must the administrator do to achieve this requirement?

A. Select the vulnerability scan feature in the deployment package, but disable the feature on the endpoint profile
B. Click the hide icon on the vulnerability scan profile assigned to endpoint

C. Use the default endpoint profile

D. Disable select the vulnerability scan feature in the deployment package

Answer: B

Explanation:

Requirement Analysis:

The administrator needs to maintain a software vulnerability scan on endpoints without showing the feature on FortiClient.
Evaluating Options:

Disabling the feature in the deployment package or endpoint profile would remove the functionality entirely, which is not desired.
Using the default endpoint profile may not meet the specific requirement of hiding the feature.

Clicking the hide icon on the vulnerability scan profile assigned to the endpoint will keep the feature active but hidden from the user's
View.

Conclusion:

The correct action is to click the hide icon on the vulnerability scan profile assigned to the endpoint (C).

Reference:



FortiClient EMS feature configuration and management documentation from the study guides.

NEW QUESTION # 20
‘Which component or device defines ZTNA lag information in the Security Fabric integration?

A. FortiGate

B. FortiClient

C. FortiClient EMS

D. FortiGate Access Proxy

Answer: C

Explanation:

Understanding ZTNA:

Zero Trust Network Access (ZTNA) requires defining tags for identifying and managing endpoint access.
Evaluating Components:

FortiClient EMS is responsible for managing and defining ZTNA tag information within the Security Fabric.
Conclusion:

The correct component that defines ZTNA tag information in the Security Fabric integration is FortiClient EMS.

NEW QUESTION # 21
Which two VPN types can a FortiClient endpoint user inmate from the Windows command prompt? (Choose two)

A. SSL VPN
B. PPTP
C.L2TP
D. IPSec

Answer: A,D

Explanation:

FortiClient supports initiating the following VPN types from the Windows command prompt:

IPSec VPN: FortiClient can establish IPSec VPN connections using command line instructions.

SSL VPN: FortiClient also supports initiating SSL. VPN connections from the Windows command prompt.

These two VPN types can be configured and initiated using specific command line parameters provided by FortiClient.

NEW QUESTION # 22
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