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Q37):

NEW QUESTION # 32
‘Which component or device shares ZTNA tag information through Security Fabric integration?

e A FortiClient
¢ B. FortiGate Access Proxy
¢ C. FortiGate

Answer: C

Explanation:

FortiClient EMS is the component that shares ZTNA tag information through Security Fabric integration.

ZTNA tags are synchronized from FortiClient EMS as inputs for the FortiGate application gateway. They can be used in ZTNA
policies as security posturechecks to ensure certain security criteria are met. FortiClient EMS can share ZTNA tags across muiltiple
devices in the Fabric, such as FortiGate, FortiManager, and FortiAnalyzer. FortiClient EMS can also share ZTNA tags across
multiple VDOMs on the same FortiGate device. FortiClient EMS can be configured to control the ZTNA tag sharing behavior in the
Fabric Devices settings].

FortiGate is the device that enforces ZTNA policies using ZTNA tags. FortiGate can receive ZTNA tags from FortiClient EMS via
Fabric Comnector. FortiGate can also publish ZTNA services through the ZTNA portal, which allows users to access applications
without installing FortiClient. FortiGate can also provide ZTNA mline CASB for SaaS application access control2.

FortiGate Access Proxy is a feature that enables FortiGate to act as a proxy for ZINA traffic. FortiGate Access Proxy can be
deployed in front of the application servers to provide ZTNA protection. FortiGate Access Proxy can also be deployed behind the
application servers to provide ZTNA visibility. FortiGate Access Proxy can use ZTNA tags to identify and authenticate users and
devices2.

FortiClient is the endpoint software that connects to ZTNA services. FortiClient can register ZTNA tags with FortiClient EMS
based on the endpoint security posture. FortiClient can also use ZTNA tags to access ZTNA services published by FortiGate.
FortiClient can also use ZTNA tags to access SaaS applications with ZTNA inline CASB2.

References =

* Technical Tip: Behavior of ZTNA Tags shared across multiple vdoms or multiple FortiGate firewalls in the Security Fabric
connected to the same FortiClient EMS Server

* Synchronizing FortiClient ZTNA tags

* Zero Trust Network Access (ZTNA) to Control Application Access

NEW QUESTION # 33
Which security fabric component sends a notification io quarantine an endpoint after IOC detection "n the automation process?

A. FortiAnalyzer
B. FortiClient

C. FortiGate

D. FortiClient EMS

Answer: D

Explanation:

* Understanding the Automation Process:

* In the Security Fabric, autormation processes can include actions such as quarantining an endpoint

* after an IOC (Indicator of Compromise) detection.

* Evaluating Responsibilities:

* FortiClient EMS plays a crucial role in endpoint management and can send notifications to quarantine endpoints.

* Conclusion:

* The correct security fabric component that sends a notification to quarantine an endpoint after [OC detection is FortiClient EMS.
References:

* FortiClient EMS and autormation process documentation from the study guides.

NEW QUESTION # 34
Which three types of antivirus scans are available on FortiClient? (Choose three )

e A. Quick scan



B. Full scan

C. Customscan
D. Flow scan
E. Proxy scan

Answer: A,B,C

Explanation:

FortiClient offers several types of antivirus scans to ensure comprehensive protection:

* Full scan:Scans the entire system for malware, including all files and directories.

* Custom scan:Allows the user to specify particular files, directories, or drives to be scanned.

* Quick scan:Scans the most commonly infected areas of the system, providing a faster scanning option.
These three types of scans provide flexibility and thoroughness in detecting and managing malware threats.
References

* FortiClient EMS 7.2 Study Guide, Antivirus Scanning Options Section

* Fortinet Documentation on Types of Antivirus Scans in FortiClient

NEW QUESTION # 35
An admmnistrator wants to simplify remote access without asking users to provide user credentials Which access control method
provides this solution?

A. SSL VPN

B. ZINA full mode

C. ZINA IP/MAC littering mode
D. L2TP

Answer: B

Explanation:

Simplifying Remote Access:

The administrator wants to simplify remote access without asking users to provide user credentials.
Evaluating Access Control Methods:

ZTNA full mode can provide seamless access by leveraging device identity and posture, eliminating the need for user credentials for
each access request.

Other methods like SSL. VPN and L2TP typically require user credentials.

Conclusion:

The correct access control method that provides this solution is ZTNA full mode.

Reference:

ZTNA section in the FortiGate Infrastructure 7.2 Study Guide.

NEW QUESTION # 36
Refer to the exhibit.
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Based on The settings shown in The exhibit, which statement about FortiClient behaviour is Hue?

A. FortiClient quarantines infected ties and reviews later, after scanning them.

B. FortiClient copies infected files to the Resources folder without scanning them
C. FortiClient scans infected files when the user copies files to the Resources folder.
D. FortiClient blocks and deletes infected files after scanning them.

Answer: C

Explanation:

Based on the settings shown in the exhibit, FortiClient is configured to scan files as they are downloaded or copied to the system.
This means that if a user copies files to the "Resources" folder, which is not listed under exclusions, FortiClient will scan these files for
infections. The exclusion path mentioned in the settings, "C:\Users\Administrator\Desktop\Resources", indicates that any files copied
to this specific folder will not be scanned, but since the question implies that the "Resources" folder is not the same as the excluded

path, FortiClient will indeed scan the files for infections.
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