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Fortinet FCP_FCT_AD-7.2 Exam Syllabus Topics:

Topic Details

Topic 1
Diagnostics: It analyzes diagnostic information to troubleshoot issues related FortiClient EMS and
FortiClient. Moreover, it focuses on resolving common FortiClient deployment and implementation issues.

Topic 2
FortiClient provisioning and deployment: It discusses deployment of FortiClient on Windows, macOS,
iOS, and Android endpoints, and configuration of endpoint profiles.

Topic 3
FortiClient EMS setup: This topic discusses the initial configuration of FortiClient EMS, the configuration of
Chromebooks, and configuration of FortiClient EMS features.

Topic 4
Security Fabric integration: The topic focuses on Security Fabric integration with FortiClient EMS,
automatic quarantine of compromised endpoints, ZTNA solution, and IP
MAC ZTNA filtering.
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Fortinet FCP—FortiClient EMS 7.2 Administrator Sample Questions (Q41-
Q46):
NEW QUESTION # 41 
Refer to the exhibit, which shows the Zero Trust Tagging Rule Set configuration.

Which two statements about the rule set are true? (Choose two.)

A. The endpoint must satisfy that antivirus is installed and running and Windows 10 is running.
B. The endpoint must satisfy that only Windows Server 2012 R2 is running.
C. The endpoint must satisfy that only Windows 10 is running.
D. The endpoint must satisfy that only AV software is installed and running.

Answer: A,B

Explanation:
Based on the Zero Trust Tagging Rule Set configuration shown in the exhibit:
The rule set includes two conditions:
AV Software is installed and running
OS Version is Windows Server 2012 R2 or Windows 10
The Rule Logic is specified as "(1 and 3) or 2," meaning:
The endpoint must have antivirus software installed and running and must be running Windows 10.
Alternatively, the endpoint must be running Windows Server 2012 R2.
Therefore, the endpoint must satisfy either:
Antivirus is installed and running and Windows 10 is running.
Windows Server 2012 R2 is running.
Reference
FortiClient EMS 7.2 Study Guide, Zero Trust Tagging Rule Set Configuration Section Fortinet Documentation on Configuring Zero
Trust Tagging Rules and Logic

NEW QUESTION # 42 



Refer to the exhibit, which shows the Zero Trust Tagging Rule Set configuration.

Which two statements about the rule set are true? (Choose two.)

A. The endpoint must satisfy that antivirus is installed and running and Windows 10 is running.
B. The endpoint must satisfy that only Windows Server 2012 R2 is running.
C. The endpoint must satisfy that only Windows 10 is running.
D. The endpoint must satisfy that only AV software is installed and running.

Answer: A,B

Explanation:
Based on the Zero Trust Tagging Rule Set configuration shown in the exhibit:
* The rule set includes two conditions:
* AV Software is installed and running
* OS Version is Windows Server 2012 R2 or Windows 10
* The Rule Logic is specified as "(1 and 3) or 2," meaning:
* The endpoint must have antivirus software installed and running and must be running Windows
10.
* Alternatively, the endpoint must be running Windows Server 2012 R2.
Therefore, the endpoint must satisfy either:
* Antivirus is installed and running and Windows 10 is running.
* Windows Server 2012 R2 is running.
References
* FortiClient EMS 7.2 Study Guide, Zero Trust Tagging Rule Set Configuration Section
* Fortinet Documentation on Configuring Zero Trust Tagging Rules and Logic

NEW QUESTION # 43 
Which two statements are true about the ZTNA rule? (Choose two.)

A. It enforces access control.
B. It applies SNAT to protect traffic.



C. It applies security profiles to protect traffic
D. It defines the access proxy.

Answer: A,C

Explanation:
Understanding ZTNA Rule Configuration:
The ZTNA rule configuration shown in the exhibit defines how traffic is managed and controlled based on specific tags and
conditions.
Evaluating Rule Components:
The rule includes security profiles to protect traffic by applying various security checks (A).
The rule also enforces access control by determining which endpoints can access the specified resources based on the ZTNA tag
(D).
Eliminating Incorrect Options:
SNAT (Source Network Address Translation) is not mentioned as part of this ZTNA rule.
The rule does not define the access proxy but uses it to enforce access control.
Conclusion:
The correct statements about the ZTNA rule are that it applies security profiles to protect traffic (A) and enforces access control
(D).
Reference:
ZTNA rule configuration documentation from the study guides.

NEW QUESTION # 44 
Refer to the exhibit, which shows FortiClient EMS deployment, profiles.

When an administrator creates a deployment profile on FortiClient EMS. which statement about the deployment profile is true?

A. Deployment-2 will install FortiClient on both the AD group and workgroup.
B. Deployment-1 will install FortiClient on new AO group endpoints.
C. Deployment-1 will upgrade FortiClient only on the workgroup.
D. Deployment-2 will upgrade FortiClient on both the AD group and workgroup.

Answer: D

Explanation:
* Deployment Profiles Analysis:
* Deployment-1 has the "First-Time-Installation" package and is assigned to "All Groups" with a priority of 1 but is not enabled.
* Deployment-2 has the "To-Upgrade" package, is assigned to both "All Groups" and
"trainingAD.training.lab," with a priority of 2 and is enabled.
* Evaluating Deployment-2:
* Deployment-2 will upgrade FortiClient on both "All Groups" and "trainingAD.training.lab" since it is enabled and assigned to these
groups. This includes both AD (Active Directory) groups and workgroups.
* Conclusion:
* Since Deployment-2 is set to upgrade FortiClient on all the assigned groups and workgroups, the correct answer is A.
References:
* FortiClient EMS deployment and profile documentation from the study guides.

NEW QUESTION # 45 
Refer to the exhibit. Based on the FortiClient logs shown in the exhibit which application is blocked by the application firewall?



A. Firefox
B. Twitter
C. Facebook
D. Internet Explorer

Answer: B

Explanation:
Based on the FortiClient logs shown in the exhibit:
The first log entry shows the application "firefox.exe" trying to access a destination IP, with the threat identified as "Twitter." The
action taken by the application firewall is "blocked" with the event type "appfirewall." This indicates that the application firewall has
blocked access to Twitter.

NEW QUESTION # 46
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