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47. Frage
Refer to the exhibit.

Fort it h

U:__'E'\'\ ” wan2(port2)
- ",
= -~

-~

/// -\'x B Webaserver
port3 \ . wan 1(port 1 '

-

S

Student

‘Which contains a network diagram and routing table output. The Student is unable to access Webserver.
What is the cause of the problem and what is the solution for the problem?

e A The first packet sent from Student failed the RPF check. This issue can be resolved by adding a static route to 10.0.4.0/24
through wanl.

¢ B. The first reply packet for Student failed the RPF check. This issue can be resolved by adding a static route to 10.0.4.0/24
through wanl.

o (. The first packet sent from Student failed the RPF check. This issue can be resolved by adding a static route to
203.0.114.24/32 through port3.

e D. The first reply packet for Student failed the RPF check. This issue can be resolved by adding a static route to
203.0.114.24/32 through port3.

Antwort: D

Begrindung;

The first reply packet for Student failed the RPF check. This issue can be resolved by adding a static route to 203.0.114.24/32
through port3.

Option C is the correct answer based on the provided information, let's analyze it:

Option C states: "The first reply packet for Student failed the RPF check. This issue can be resolved by adding a static route to
203.0.114.24/32 through port3." The issue is related to the first reply packet from the Student failing the Reverse Path Forwarding
(RPF) check and that adding a static route to 203.0.114.24/32 through "port3" will resolve the problem, then you can go ahead with
this solution.

In a typical RPF check scenario, it ensures that the incoming packet is arriving on the expected interface based on the routing table.
Adding a static route to 203.0.114.24/32 through "port3" may indeed resolve the RPF issue if the routing is misconfigured.

Option C is the correct solution based on your network setup and further analysis, you can proceed with implementing that static
route to see if it resolves the issue. Additionally, it's a good practice to monitor the network to ensure that the problem is indeed
resolved after making the change.

48. Frage
Refer to the exhibit.
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Which algorithm does SD-WAN use to distribute traffic that does not match any of the SD-WAN rules?

A. Traffic is distributed based on the number of sessions through each interface.
B. All traffic froma source IP is sent to the same interface

C. All traffic froma source IP to a destination IP is sent to the same interface.
D. Traffic is sent to the link with the lowest latency.

Antwort: C

49. Frage
Which two policies must be configured to allow traffic on a policy-based next-generation firewall (NGFW) FortiGate? (Choose
two.)

A. Policy rule

B. SSL inspection and authentication policy
C. Firewall policy

D. Security policy

Antwort: B,D

Begriindung:

NGFW policy based mode, you must configure a few policies to allow traffic:

SSL inspection & Authentication, Security policy.

Security policies work with SSL Inspection & Authentication policies to inspect traffic. To allow traffic froma specific user or user
group, both Security and SSL Inspection & Authentication policies must be configured.

If'you are using Policy Based Mode, SSL Inspection & Authentication (consolidated) and Security Policy are required to allow
traffic.

50. Frage

An administrator wants to configure Dead Peer Detection (DPD) on IPSEC VPN for detecting dead tunnels. The requirerent is that
FortiGate sends DPD probes only when no traffic is observed in the tunnel.

‘Which DPD mode on FortiGate will meet the above requirement?

A. Enabled

B. On Demand
C. Onldle

D. Disabled

Antwort: C

The Dead Peer Detection (DPD) mode on FortiGate that will meet the requirement of sending DPD probes only when no traffic is
observed in the tunnel is "On Idle." Therefore, the correct answer is:

D. Onldle

Disabled:

DPD is turned off. No detection probes are sent.



On Demand:

DPD probes are sent when there is no traffic detected in the tunnel for a specified period.

Enabled:

DPD probes are sent periodically, regardless of whether there is traffic in the tunnel or not.

On Idle:

DPD probes are sent only when there is no traffic observed in the tunnel for a certain period. This mode is often preferred when you
want to conserve bandwidth by sending DPD probes only when the tunnel is not actively transmitting data.

In the context of the administrator's requirement to send DPD probes only when no traffic is observed in the tunnel, the appropriate
choice is "On Idle." This ensures that the DPD probes are triggered only during periods of inactivity, helping to detect and address
potential issues in a more bandwidth-efficient manner.

51. Frage

Refer to the exhibit showing a FortiGuard connection debug output.
FortiGuard connection debug output

FortiGate & diagnose debug rating
Locale : english
Service : Web-filter
Status : Enable
Licenae : Contract

) . 1 _WL —TR —
Service : Antispam — \"—f_ - U H D\‘;I L
Status : Disable | i i 5 ‘ }
Service : Virus Outbreak Prevention
Stactus : Disable
Num. of servers : 1
Protocel : hrecps
Forc T 443
Anycast : Enable
Default servers : Included

- Server List (Thu Jun 9 11:26:96/2022) -

IP Weight RTT Flags TZ FortiGuard-requests Curr Lost Total Lost Updated Time
173.243.141.16 -8 18 br o 4 0 0 Thu Jun 9 11:26:24 2022
12.34.97.18 20 30 1 1 0 0 Thu Jun 9 11:26:24 2022
210.7.96.18 160 305 9 0 Q 0 Thu Jun 9 11:26:24 2022

Based on the output, which two facts does the administrator know about the FortiGuard connection? (Choose two.)

A. There is at least one server that lost packets consecutively.

B. FortiGate is using default FortiGuard communication settings.

C. A local FortiManager is one of the servers FortiGate communicates with.
D. Ore server was contacted to retrieve the contract information.

Antwort: B,D

Begrindung;

The debug output indicates that FortiGate connected to one server (173.243.141.16) to retrieve contract information as it shows
four FortiGuard requests without any packet loss, which confirns the connection to the server. Additionally, the default FortiGuard
commumnication settings are being used, as indicated by the use of the HTTPS protocol on port 443, which is the default setting for
FortiGuard connections.

Reference:

FortiOS 7.4.1 Administration Guide: FortiGuard Connection Settings
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