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Fortinet FCP - FortiGate 7.4 Administrator Sample Questions (Q24-Q29):

NEW QUESTION # 24
What is the primary FortiGate election process when the HA override setting is disabled?

A. Connected monitored ports > Priority > HA uptime > FortiGate serial number
B. Connected monitored ports > Priority > System uptime > FortiGate serial number
C. Comnected monitored ports > System uptime > Priority > FortiGate serial number
D. Comnected monitored ports > HA uptime > Priority > FortiGate serial number

Answer: B

Explanation:

When the HA override setting is disabled, FortiGate uses the primary election process based on the following criteria:
* Connected monitored ports: The unit with the most monitored ports up is preferred.

* Priority: The unit with the highest priority is preferred.

* System uptime: The unit with the longest uptime is preferred.

* FortiGate serial number: Used as the final criterion to break any remaining ties.

References:

* FortiOS 7.4.1 Administration Guide: HA election process

NEW QUESTION # 25
Refer to the exhibit.

Nat mode VDOMs

Transparent mode VDOMs

To_Internet _ Root .. Local

S
r |

Mgmt Network Local Network Web Server

The Root and To_Internet VDOM s are configured in NAT mode. The DMZ and Local VDOMs are configured in transparent
mode.

The Root VDOM is the management VDOM. The To_Internet VDOM allows LAN users to access the internet. The To_Internet
VDOM is the only VDOM with internet access and is directly connected to ISP modem

With this configuration, which statement is true?
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¢ A. A default static route is not required on the To Internet VDOM to allow LAN users to access the internet.

¢ B. Inter-VDOM links are not required between the Root and To_Internet VDOMSs because the Root VDOM is used only as
a management VDOM.

e C. Inter-VDOM links are required to allow traffic between the Local and Root VDOMs.

e D. Inter- VDOM links are required to allow traffic between the Local and DMZ VDOMs.

Answer: C

Explanation:

A. Inter-VDOM links are required to allow traffic between the Local and Root VDOMs.

Incorrect:

B. A default static route is not required on the To Internet VDOM to allow LAN users to access the internet.

C. Inter-VDOM links are required to allow traffic between the Local and DMZ VDOM:s. (transparent- transparent)

D. Inter-VDOM links are not required between the Root and To _Internet VDOM s because the Root VDOM is used only as a
management VDOM.

Each VDOM has independent security policies and routing tables. Also, and by default, traffic from one VDOM cannot go to a
different VDOM.

You cannot create an inter- VDOM link between Layer 2 transparent mode VDOM. At least one of the VDOMs must be
operating in NAT mode.

Similar to FortiGate without VDOMSs enabled, the management VDOM should have outgoing internet access. Otherwise, features
such as scheduled FortiGuard updates, fail

NEW QUESTION # 26
Which statement is correct regarding the inspection of some of the services available by web applications embedded in third-party
websites?

A. The application signature database inspects traffic only from the orignal web application server.

B. The security actions applied on the web applications will also be explicitly applied on the third-party websites.
C. FortiGuard maintains only one signature of each web application that is unique.

D. FortiGate can inspect sub-application traffic regardless where it was originated.

Answer: D

Explanation:

D. FortiGate can inspect sub-application traffic regardless of where it originated.

FortiGate is capable of inspecting traffic from web applications embedded in third-party websites, regardless of where the traffic
originated. This allows FortiGate to provide comprehensive security measures for web applications, including those embedded in
third-party websites. FortiOS gives administrators all the tools they need to inspect sub-application traffic.

Reference: https:/help. fortinet.com/fortiproxy/11/Content/ Admin%620Guides/FPX- AdminGuide/300 Systenv303d_Fo
rtiGuard.htm

NEW QUESTION # 27
Refer to the exhibit, which contains a session diagnostic output.

ion info: proto=17 proto_state=01 duration=254 expire=175

npu tate

Which statement is true about the session diagnostic output?

o A The session is a bidirectional TCP connection.
o B. The session is a UDP unidirectional state.
o (. The session is in TCP ESTABLISHED state.



o D. The session is a bidirectional UDP connection.
Answer: D

Explanation:

The session is a bidirectional UDP connection.

B: Protocol 17 means UDP and proto_state=1 is bidirectional (proto_state=0 is unidirectional) proto=17
->UDP proto_state=01 -> UDP Reply seen

A is wrong

NEW QUESTION # 28
Refer to the exhibits, which show the firewall policy and the security profile for Facebook.

Firewall policy
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Security profile
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Comments 0/255

Categories

= Mixed~ All Categories
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Application and Filter Overrides
j +CreateNew | #

Priority Details Type Action

1 I3 Facebook Application @ Allow
I3 Facebook_Like.Button
i Facebook_Video.Play

o

=BTINET

Users are given access to the Facebook web application. They can play video content hosted on Facebook but they are unable to

leave reactions on videos or other types of posts.
Which part of the configuration must you change to resolve the issue?

A. Add Facebook to the URL category in the security policy

C. Make the SSL inspection a deep content inspection
D. Disable HTTP redirect to HTTPS on the web browser

Answer: B

Explanation:

B. Get the additional application signatures required to add to the security policy

In the security profile, there are application overrides for specific Facebook-related features, such as "Facebook" and

"Facebook Video.Play." However, the absence of specific signatures for actions like "Facebook Like. Button" might be preventing
reactions. Youneed to ensure that the necessary application signatures for all desired Facebook features, including reactions (like
buttons), are included in the security policy. Therefore, retrieving or adding those signatures would resolve the issue.

NEW QUESTION # 29
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