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29. Frage
Refer to the exhibit.
ID Name
=]
1 Critical-DIA B LOCAL_SUBNET w Slack-Slack ™ port1 &
v Dropbox-Web ™ port2
B Bloomberg
2 Non-Critical-DIA B LOCAL_SUBNET 4 Addicting.Games Bandwidth ™ port2 @
Bl Social Media
3 Default-Internet B «0CALSUBNET B} REMOTE_SUBNET Latency ™ port1
™ port2
sd-wan 0 au B an Source-Destination IP O any

Which algorithm does SD-WAN use to distribute traffic that does not match any of the SD-WAN rules?

A. Traffic is sent to the link with the lowest latency.

B. All traffic froma source IP is sent to the same interface

C. All traffic froma source IP to a destination IP is sent to the same interface.
D. Traffic is distributed based on the number of sessions through each interface.

Antwort: C

Begrindung;

For traffic that does not match any of the defined SD-WAN rules, the default implicit SD-WAN rule is applied. By defautlt, the
FortiGate uses a "source-destination [P-based" algorithm, which means all traffic from a specific source IP to a specific destination
IP is sent through the same interface. This ensures that a consistent path is used for traffic between the same source and destination
IP addresses. Options B, C, and D do not apply because the default algorithm does not prioritize by latency, session count, or
source P alone.

References:

* FortiOS 7.4.1 Administration Guide: SD-WAN Load Balancing Algorithms

30. Frage
Refer to the exhibits.
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The exhibits show a diagram of a FortiGate device connected to the network, and the firewall configuration.

An admmnistrator created a Deny policy with default settings to deny Webserver access for Remote-User2.

The policy should work such that Remote-Userl must be able to access the Webserver while preventing Remote-User2 from
accessing the Webserver.

Which two configuration changes can the administrator make to the policy to deny Webserver access for Remote-User2? (Choose
two.)

¢ A Set the Destination address as Webserver in the Deny policy.

e B. Disable match-vip in the Deny policy.

e C. Set the Destination address as Deny [P inthe Allow_access policy.
e D. Enable match-vip in the Deny policy.

Antwort: A, D
Begrindung:

To deny access to the web server for Remote-User2 while allowing Remote-Userl to access the same web server, two
configuration changes can be made:

Enable match-vip in the Deny policy:

By enabling the match-vip option in the Deny policy, the FortiGate will check for virtual IP (VIP) objects during policy matching,
This setting allows the firewall policy to correctly identify and block traffic directed to a specific mapped IP address, such as the web
server, when using a VIP configuration.

Set the Destination address as Webserver in the Deny policy:

Setting the Destination address to "Webserver" in the Deny policy ensures that the policy specifically targets traffic attempting to
reach the web server. This configuration helps to precisely control which traffic should be blocked, focusing the Deny policy on the
intended destination.

Reference:

FortiOS 7.4.1 Administration Guide: Deny matching with a policy with a virtual IP applied FortiOS 7.4.1 Administration Guide:
Configuring Policies with VIPs



31. Frage
What are two features of collector agent advanced mode? (Choose two.)

A. In advanced mode, FortiGate can be configured as an LDAP client and group filters can be configured on FortiGate.
B. Advanced mode supports nested or inherited groups.

C. In advanced mode, security profiles can be applied only to user groups, not individual users.

D. Advanced mode uses the Windows convention -NetBios: Domain\Username.

Antwort: A,D

Begriindung:
Advanced mode allows for configuration as an LDAP client and supports group filtering directly on the FortiGate, as well as nested
or inherited groups.

32. Frage
Refer to the exhibit.

1d=65308 trace_id=6 func=print pkt detail line=5895 msg=“vd-root:0 received a packet(proto=1, 10.0.1.10:21637
->10.200.1.254:2048) tun_1d=0.0.0.0 from port3. type~8, code=0, id-=21637, seg-=2."

1d=65308 trace_ id=6 func=init_ip session common line=6076 msg="allocate a new session-00025d45, tun_id=0.0.0.
0=

1d=65308 trace_id=6 func=vf_ ip route_input_common line=2605 msg=“"find a route: f1ag=04000000 gw-10.200.1.254
via portl"
1d=65308 trace_id=6 func=fw_fo o : ad by forward policy check (policy 0)"

Why did FortiGate drop the packet?

A. It failed the RPF check.

B. The next-hop IP address is unreachable.

C. 11 matched an explicitly configured firewall policy with the action DENY
D. It matched the default implicit firewall policy

Antwort: D

Begriindung;

The debug trace output shows that the packet was "Denied by forward policy check (policy 0)." In FortiGate, policy ID 0
corresponds to the default implicit deny policy. This means that if a packet does not match any configured firewall policies, it is
denied by the default implicit policy.

Reference:

FortiOS 7.4.1 Admmnistration Guide: Firewall Policies

33. Frage
Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides (client and server) have
terminated the session?

A. To remove the NAT operation.

B. To finish any inspection operations.

C. To generate logs

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets.

Antwort: D

Begrindung:

To allow for out-of-order packets that could arrive after the FIN/ACK packets.

TCP provides the ability for one end of a connection to terminate its output while still receiving data from the other end. This is called
a half-close. FortiGate unit implements a specific timer before removing an entry in the firewall session table.

When a session is closed by both sides, FortiGate keeps it in the session table for a few seconds more, to allow any out-of-order
packets that could arrive after the FIN/ACK packet. This is the state value. One of the reasons FortiGate keeps TCP sessions in the
session table for several seconds, even after both sides have terminated the session, is indeed to allow for out-of-order packets that
could arrive after the FIN/ACK packets. This helps in handling potential network delays and ensuring that all relevant packets are



processed before fully closing the session.
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