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Topic Details

e VPN: In this section, the focus is on how to configure SSL VPNs for secure network access and
Topic 1 implement meshed or redundant IPsec VPNs.
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¢ Deployment and System Configuration: This section covers how to set up initial configurations, implement
Topic 2 Fortinet Security Fabric, and configure an FGCP HA cluster; diagnose resources and connectivity.

¢ Content Inspection: This section covers how to nspect encrypted traffic, configure inspection modes, apply
Topic 3 web filtering, manage applications, set antivirus modes, and implement IPS for security.

¢ Firewall Policies and Authentication: This topic covers how to set firewall policies, configure SNAT
Topic 4 o DNAT, implement authentication methods, and deploy FSSO.

¢ Routing: This section covers how to set up packet routing with static routes and configure SD-WAN for
Topic 5 efficient traffic load balancing,
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Fortinet FCP - FortiGate 7.4 Administrator Sample Questions (Q65-Q70):

NEW QUESTION # 65
What are three key routing principles in SD-WAN? (Choose three.)

A. Regular policy routes have precedence over SD-WAN rules

B. By default. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member
C. By default. SD-WAN rules are skipped if only one route to the destination is available

D. SD-WAN rules have precedence over any other type of routes

E. By default. SD-WAN members are skipped if they do not have a valid route to the destination

Answer: B,D,E

Explanation:

By default, SD-WAN members are skipped if they do not have a valid route to the destination SD-WAN ensures that only
members with valid routes to the destination are considered during routing decisions.

By default, SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member Ifthe best route is not an
SD-WAN member, SD-WAN rules are bypassed and standard routing takes over.

SD-WAN rules have precedence over any other type of routes

SD-WAN rules are evaluated first, meaning they take precedence over other routing mechanisims, such as static routes or policy-
based routes.

NEW QUESTION # 66
Refer to the exhibit.
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The exhibit shows the IPS sensor configuration.
Iftraffic matches this IPS sensor, which two actions is the sensor expected to take? (Choose two.)

A. The sensor will allow attackers matching the NTP.Spoofed. KoD.DoS signature.
B. The sensor will gather a packet log for all matched traffic.

C. The sensor will block all attacks aimed at Windows servers.

D. The sensor will reset all connections that match these signatures.

Answer: A,C

Explanation:

The correct answers are:

A. The sensor will allow attackers matching the NTP.Spoofed.KoD.DoS signature.

B. The sensor will block all attacks aimed at Windows servers.

For option A, the sensor is configured to "Deny Attacker Inline" for the NTP.Spoofed.KoD.DoS signature, which means it will
block traffic matching this signature.

For option B, the sensor is configured to "Deny Attacker Inline" for the Windows Servers category, which means it will block all
attacks aimed at Windows servers.

NEW QUESTION # 67
Examine the exhibit, which shows a firewall policy configured with multiple security profiles.
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Which two security profiles are handled by the IPS engine? (Choose two.)

e A IPS

¢ B. Application Control

e C. AntiVirus

e D. Web Filter
Answer: A,B
Explanation:

When the FortiGate is set for proxy inspection mode, the IPS engine will handle the Application Control and IPS security profiles.
The security profiles that will be handled by the IPS engine when the FortiGate is set for proxy inspection mode are Application
Control and IPS. In this mode, the FortiGate acts as an intermediary between the client and the server, intercepting and inspecting
traffic to enforce security policies. The IPS engine is responsible for analyzing network traffic and identifying any malicious or
suspicious activity based on predefined rules and signatures.

NEW QUESTION # 68
Refer to the exhibit.
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In the network shown in the exhibit, the web client cannot connect to the HTTP web server. The administrator runs the FortiGate
built-in sniffer and gets the output shown in the exhibit.

‘What should the administrator do next, to troubleshoot the problem?

A. Capture the traffic usingan external sniffer connected to partl.

B. Execute another sniffer on FortiGate, this time with the filter "hose10.0.1.10".
C. Run a sniffer on the web server.

D. Execute a debug flow.

Answer: D

NEW QUESTION # 69

A network administrator has configured an SSL/SSH inspection profile defined for full SSL inspection and set with a private CA
certificate. The firewall policy that allows the traffic uses this profile for SSL inspection and perforns web filtering. When visiting any
HTTPS websites, the browser reports certificate warning errors.

‘What is the reason for the certificate warning errors?

¢ A. The browser does not recognize the certificate in use as signed by a trusted CA.

¢ B. The SSL cipher compliance option is not enabled on the SSL inspection profile. This setting is required when the SSL
inspection profile is defined with a private CA certificate.

o C. The certificate used by FortiGate for SSL inspection does not contain the required certificate extensions.

e D. With full SSL inspection it is not possible to avoid certificate warning errors at the browser level.

Answer: A

Explanation:

The certificate warning errors occur because the SSL inspection profile is configured to use a private CA certificate that is not
recognized by the browser as being signed by a trusted CA. For the browser to trust the FortiGate's re-signed certificates, the CA
certificate used by FortiGate for SSL inspection must be installed in the browser's trusted certificate store. Until the browser
recognizes the certificate authority (CA) as trusted, it will continue to display warning errors when accessing HTTPS websites.
References:

* FortiOS 7.4.1 Administration Guide: SSIL/SSH Inspection Configuration

NEW QUESTION # 70
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