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Fortinet FCP - FortiGate 7.4 Administrator Sample Questions (Q70-Q75):
NEW QUESTION # 70 
Which inspection mode does FortiGate use for application profiles if it is configured as a profile-based next-generation firewall
(NGFW)?

A. Certificate inspection
B. Full content inspection
C. Proxy-based inspection
D. Flow-based inspection

Answer: D

Explanation:
When FortiGate is configured in NGFW profile-based mode, it primarily uses flow-based inspection for application profiles. Flow-
based inspection provides faster processing and lower latency by inspecting traffic in real-time without buffering, making it suitable
for scenarios where performance is a priority.
Reference:
FortiOS 7.4.1 Administration Guide: Inspection Modes
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NEW QUESTION # 71 
Which statement about firewall policy NAT is true?

A. DNAT is not supported.
B. DNAT can automatically apply to multiple firewall policies, based on DNAT rules.
C. SNAT can automatically apply to multiple firewall policies, based on SNAT rules.
D. You must configure SNAT for each firewall policy.

Answer: D

Explanation:
C. You must configure SNAT for each firewall policy.
The correct statement about firewall policy Nat (Network Address Translation) is: You must configure SNAT for each firewall
policy.
SNAT (Source Network Address Translation) and DNAT (Destination Network Address Translation) are important components
of a firewall's policy.

NEW QUESTION # 72 
Refer to the exhibit to view the firewall policy.





Why would the firewall policy not block a well-known virus, for example eicar?

A. The firewall policy does not apply deep content inspection.
B. Web filter is not enabled on the firewall policy to complement the antivirus profile.
C. The firewall policy is not configured in proxy-based inspection mode.
D. The action on the firewall policy is not set to deny.

Answer: C

Explanation:
The firewall policy shown in the exhibit is configured in flow-based inspection mode. In flow-based inspection, certain security
features, such as deep content inspection, might not be as effective as in proxy- based mode. Proxy-based inspection is necessary
for thorough content inspection, which includes identifying and blocking well-known viruses like EICAR.
References:
* FortiOS 7.4.1 Administration Guide: Inspection Modes

NEW QUESTION # 73 
Which three statements explain a flow-based antivirus profile? (Choose three.)

A. Flow-based inspection optimizes performance compared to proxy-based inspection
B. If a virus is detected, the last packet is delivered to the client.
C. Flow-based inspection uses a hybrid of the scanning modes available in proxy-based inspection
D. The IPS engine handles the process as a standalone.
E. FortiGate buffers the whole file but transmits to the client at the same time.

Answer: A,D,E

Explanation:
Flow-based inspection optimizes performance compared to proxy-based inspection.
Flow-based inspection scans traffic in real-time as it passes through, resulting in better performance compared to proxy-based
inspection, which buffers traffic.
FortiGate buffers the whole file but transmits to the client at the same time.
In flow-based inspection, the file is scanned while it is being transmitted, improving speed and reducing latency.
The IPS engine handles the process as a standalone.
In flow-based antivirus inspection, the IPS engine is used to inspect traffic, making it more efficient and integrated within the broader
security mechanisms.

NEW QUESTION # 74 
An administrator manages a FortiGate model that supports NTurbo.
How does NTurbo enhance performance for flow-based inspection?

A. NTurbo offloads traffic to the content processor.
B. NTurbo creates two inspection sessions on the FortiGate device.
C. NTurbo creates a special data path to redirect traffic between the IPS engine its ingress and egress interfaces.
D. NTurbo buffers the whole file and then sends it to the antivirus engine.

Answer: A

NEW QUESTION # 75
......
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