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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q32-Q37):

NEW QUESTION # 32
You are analyzing connectivity problems caused by intermediate devices blocking traffic in SSL. VPN environment.
In which two ways can you effectively resolve the problem? (Choose two.)

¢ A. Youshould use IPsec to solve issues with fragment drops and large certificate exchanges.

¢ B. Youcanuse SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or
4500).

¢ C. You can configure a hub-and-spoke topology with SSL VPN tunnels to bypass blocked UDP ports.

¢ D. You can turn off IKE fragmentation to fix large certificate negotiation problems.

Answer: B,D

Explanation:
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Disabling IKE fragmentation helps resolve issues caused by intermediate devices blocking large fragmented packets during certificate
negotiation.
Using SSL VPN tunnel mode encapsulates traffic over HTTPS, bypassing blocks on ESP and UDP ports commonly used by IPsec.

NEW QUESTION # 33
Which two statements about equal-cost multi-path (ECMP) configuration on FortiGate are true? (Choose two.)

A. If SD-WAN is enabled, you control the load balancing algorithm with the parameter load-balance-mode.

B. If SD-WAN is disabled, you can configure the parameter v4-ecmp-mode to volume-based.

C. If SD-WAN is enabled, you can configure routes with unequal distance and priority values to be part of ECMP.
D. If SD-WAN is disabled, you configure the load balancing algorithm in config system settings.

Answer: A.B

Explanation:
When SD-WAN is disabled, FortiGate supports volume-based ECMP mode via the v4-ecmp-mode parameter.
When SD-WAN is enabled, the load balancing algorithmis controlled by the load-balance-mode parameter within the SD-WAN

configuration.

NEW QUESTION # 34
Refer to the exhibit.

HO-NGFW—1 # diagnose test appli®ation ipsmonitor 1

pid = 2044, efgrne count = 0 (+1)
0 - pid: 280142074 cfg:1 master:0 run:l

As an administrator you have created an IPS profile, but it is not performing as expected. While testing you got the output as shown
in the exhibit.
What could be the possible reason of the diagnose output shown in the exhibit?

A. FortiGate entered into IPS fail open state.

B. Admmistrator entered the command diagnose test application ipsmonitor 5.
C. Administrator entered the command diagnose test application ipsmonitor 99.
D. There is a no firewall policy configured with an IPS security profile.

Answer: D

Explanation:
The output shows the IPS engine count as 0, indicating no active IPS engines are running, This typically means no firewall policy is
referencing the IPS security profile, so the IPS profile is not being applied or triggered.

NEW QUESTION # 35
Refer to the exhibits.
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Policy
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PING traffic (3) [ ail [0 always 3] PING ~ ACCEPT @ SNAT-Remotel © NAT

IGMP traffic (4) o ; IGMP -~ ACCEPT @ SNAT-Remote © NAT

The exhibits show a diagram of a FortiGate device connected to the network, as well as the IP pool configuration and firewall policy
objects.

The WAN (port2) interface has the IP address 100.65.0.101/24.

The LAN (port4) interface has the IP address 10.0.11.254/24.

‘Which IP address will be used to source NAT (SNAT) the traffic, if the user on HQ-PC-1 (10.0.11.50) pings the IP address of
BR-FGT (100.65.1.111)

A. 100.65.0.49
B. 100.65.0.101
C. 100.65.0.149
D. 100.65.0.99

Answer: D
Explanation:

The ping traffic policy uses the IP pool named SNAT-Remotel, which has the external IP range 100.65.0.99.
Therefore, traffic matching this policy (ping from HQ-PC-1 to BR1-FGT) will use 100.65.0.99 for source NAT.

NEW QUESTION # 36
Refer to the exhibit, which shows a partial configuration from the remote authentication server.

| Attribute Value oS Ve nd#E:E ﬁila"—] ET
S n

| Fortinet-Group-Nam« Tr;_aiw; ) Fortinet

‘Why does the FortiGate administrator need this configuration?



A. To authenticate only the Training user group.

B. To set up a RADIUS server Secret.

C. To authenticate and match the Training OU on the RADIUS server.
D. To authenticate Any FortiGate user groups.

Answer: A

Explanation:
The Fortinet-Group-Name attribute is used to restrict authentication to users who belong specifically to the
"Training" user group on the RADIUS server.

NEW QUESTION # 37
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