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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q43-Q48):

NEW QUESTION # 43

An admmnistrator wants to configure dead peer detection (DPD) on IPsec VPN for detecting dead tunnels. The requirement is that
FortiGate sends DPD probes only when there is no inbound traffic.

‘Which DPD mode on FortiGate meets this requirement?

A. Disabled

B. OnIdle

C. Enabled

D. On Demand

Answer: C

Explanation:
The "On Idle" DPD mode configures FortiGate to send DPD probes only when no inbound traffic is detected, meeting the
requirenent to send probes only when the tunnel is idle.

NEW QUESTION # 44
Refer to the exhibit.
F:==BTENET
HQ-NGFW-1 # diagnose test appdication ipsmonitor 1
pid 2044, argine count ) (*1)
) - pid:2074*2?074 cfg:1 master:0 run:l

As an administrator you have created an IPS profile, but it is not performing as expected. While testing you got the output as shown
n the exhibit.
What could be the possible reason of the diagnose output shown in the exhibit?

A. FortiGate entered into IPS fail open state.

B. Administrator entered the command diagnose test application ipsmonitor 99.
C. Administrator entered the command diagnose test application ipsmonitor 5.
D. There is a no firewall policy configured with an IPS security profile.

Answer: D

Explanation:
The output shows the IPS engine count as 0, indicating no active IPS engmnes are rumning. This typically means no firewall policy is
referencing the IPS security profile, so the IPS profile is not being applied or triggered.

NEW QUESTION # 45
Refer to the exhibits.
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HA configuration

HQ-NGFW-1 # config system ha

HQ-NGFW-1 (ha) # show
config system ha
set group-id S
set group-name “"Training”
set mode a-p
set password ENC a4fbyqY4iPexFmAnZgzDY
set hbdev "port7™ @
set session-pickup enable
t override disable

FIRRTIRET

set memory-based-failover enable

set memory-failover-threshold 70

set memory-failover-monitor-period 50

set memory-failover-sample-rate 10

set memory-failover-flip-timeout 68
end

b 1 |

HQ-NGFW-1 System Performance output

HQ-NGFW-1 § get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% i®q 0% goftirq

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirqg

CPUl states: 0% user 0% system 0% nice 100% idle 0% iowaibpl$ ipg0% softirg

Memory: 2042076k total, 1837868k used (90%), 104146k freée (S5.1%), 100062k freeable (4.9%)

Average network usage: 19/2 kbps in 1 minute, 19/4"Kbps in 10 minutes, 19/3 kbps in 30 minutes

Maximal network usage: 36/18 kbps in 1 minute, 58/86 kbps in 10 minutes, 58/87 kbps in 30 minutes

Average sessions: 21 sessions in 1 minute, 22 sessionS .in 10 minutes, 21 sessions in 30 minutes

Maximal sessions: 22 sessions in 1 minute, 28 )sessions in 10 minutes, 28 sessions in 30 minutes

Average session setup rate: 0 sessions per secohd in last | minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per seefnd)in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in lagt I minute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions: 0 sessions in d@st I minute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in,l minute

Uptime: 10 days, 22 hours, S50{minbtes

HQ-NGFW-2 System Performance output

HQ-NGFW-2 § get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirqg

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirqg

CPUL states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirg

Memory: 2042076k total, 993836k used (48.7%), 690352k free (33.8%), 357888k freeable (17.5%)

Average network usage: 26/18 kbps in 1 minute, 25/18 kbps in 10 minutes, 24/18 kbps in 30 minutes

Maximal network usage: 91/27 kbps in 1 minute, 92/27 kbps in 10 minutes, 92/32 kbps in 30 minutes

Average sessions: 9 sessions in 1 minute, 9 sessions in 10 minutes, 9 sessions in 30 minutes

Maximal sessions: 11 sessions in 1 minute, 11 sessions in 10 minutes, 13 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions: 0 sessions in last 1| minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in 1 minute

1PS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 10 hours, 50 minutesa

An administrator has observed the performance status outputs on an HA cluster for 55 seconds.
‘Which FortiGate is the primary?

e A. HQ-NGFW-2 with the parameter memory-failover-threshold setting

e B. HQ-NGFW-2 with the parameter priority setting

e C. HQ-NGFW-1 with the parameter memory-failover-flip-timeout setting
e D. HQ-NGFW-1 with the parameter override setting

Answer: D
Explanation:
The HA configuration shows that override is disabled (set override disable), but despite this, HQ-NGFW-1 has the higher priority

(200) and is acting as the primary, as indicated by its higher resource usage and uptime. Override allows the device with higher
priority to take over as primary, so HQ-NGFW-1 is the primary device.

NEW QUESTION # 46



You have created a web filter profile named restrict media-profile with a daily category usage quota.
‘When you are adding the profile to the firewall policy, the restrict media-profile is not listed in the available web profile drop down.
‘What could be the reason?

A. The inspection mode in the firewall policy is not matching with web filter profile feature set.
B. The naming convention used in the web filter profile is restricting it in the firewall policy.

C. The firewall policy is in no-inspection mode instead of deep-inspection.

D. The web filter profile is already referenced in another firewall policy.

Answer: A

Explanation:
Web filter profiles with category usage quotas require the firewall policy to be in proxy-based (deep) inspection mode; if the
inspection mode does not match this requirement, the profile will not appear in the drop-down list.

NEW QUESTION # 47
Refer to the exhibit.
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An administrator has created a new firewall address to use as the destination for a static route.
Why is the admmistrator not able to select the new address in the Destination field of the new static route?

A. In the new firewall address, Routing configuration must be enabled.

B. In the new firewall address, the FQDN address must first beresolved.

C. In the new static route, the administrator nmust select Named Address.

D. In the new static route, the administrator must first set the interface to port2.

Answer: A

Explanation:
To use an FQDN-based address object as a destination in a static route, the "Routing configuration” option must be enabled in the
firewall address settings. Without this, the address cannot be selected for routing.

NEW QUESTION # 48
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