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Topic 1

Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

Topic 2

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPN to grant secure remote access to internal resources and configure [Psec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 3

Routing: This section of the exam measures the skills of firewall admnistrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

Topic 4

Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 5

Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
nspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systerrs (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q26-Q31):

NEW QUESTION # 26

Refer to the exhibit.



Engineering

Web server

o

Support

FortiGate has two separate firewall policies for Sales and Engineering to access the same web server with the same security profiles.
‘Which action must the administrator perform to consolidate the two policies into one?

A. Create an Aggregate interface that includes portl and port2 to create a single firewall policy.
B. Replace port] and port2 with the any interface in a single firewall policy.

C. Select port1 and port2 subnets in a single firewall policy.

D. Enable Multiple Interface Policies to select portl and port2 in the same firewall policy.

Answer: D

Explanation:
Enabling Multiple Interface Policies allows you to select multiple interfaces (like port1 and port2) in a single firewall policy,
consolidating access rules for both Sales and Engineering to the web server.

NEW QUESTION # 27
An admmnistrator suspects that the Collector Agent is not forwarding login events to FortiGate.
What is the most effective troubleshooting step?

A. Check if TCP port 8000 is open between the collector agent and FortiGate.
B. Verify if DC agent is enabled on the FortiGate.

C. Verify if FortiGate is set to use LDAP authentication instead of FSSO.

D. Restart the domain controller to refiesh authentication services.

Answer: A

Explanation:
The Collector Agent commumicates with FortiGate over TCP port 8000. Ensuring this port is open and reachable is essential for
forwarding login events.

NEW QUESTION # 28

You have configured the FortiGate device for FSSO. A user is successful in log-in to windows, but their access to the internet is
denied.

‘What should the administrator check first?

e A. Whether the user is assigned to the correct AD group.



¢ B. The windows event viewer for failed login attempts.
e (. The FortiGate firewall policy settings for SSL decryption.
¢ D. The FortiGate FSSO active users list for user's [P address.

Answer: D
Explanation:

Checking the active users list verifies if FortiGate correctly associates the user with their IP address, ensuring proper policy
enforcement for nternet access.

NEW QUESTION # 29
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUL
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Based on the exhibit, which statement is true?

A. The Underlay zone is the zone by default.

B. The Underlay zone contains no member.

C. The virtual-wan-link and overlay zones can be deleted.
D. port2 and port3 are not assigned to a zone.

Answer: A

Explanation:
The Underlay zone is the default SD-WAN zone, typically representing the physical interfaces in the SD-WAN configuration before
overlay or virtual links are added.

NEW QUESTION # 30

An admmnistrator wants to analyze and manage digital certificates to prevent browser warnings when users connect to the SSL VPN
portal

Which two statements describe how to correctly do this? (Choose two.)

A. The administrator can inport the FortiGate self-signed certificate into each user's browser as a trusted certificate.

B. The administrator can use a publicly trusted certificate from a known certificate authority (CA) to stop browser warnings.
C. The administrator must disable HTTPS administrative access entirely to avoid certificate warnings.

D. The administrator can rely on the default FortiGate self-signed certificate to prevent all security warnings in the browser.

Answer: A,B



Explanation:
Using a publicly trusted certificate from a known CA prevents browser warnings without additional user action.
Importing the FortiGate self-signed certificate into users' browsers as trusted eliminates warnings caused by untrusted certificates.

NEW QUESTION # 31
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