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A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that
phase 1 status is up, but phase 2 fails to come up.
Based on the phase 2 configuration shown in the exhibit, which two configuration changes will bring phase 2 up? (Choose two.)

A. On BR1-FGT, set Remote Address to 10.0.11.0/255.255.255.0
B. On HQ-NGFW, enable Diffie-Hellman Group 2.
C. On BR1-FGT, set Seconds to 43200.
D. On HQ-NGFW. set Encryption to AES256

Answer: A,C

Explanation:
The key lifetime (Seconds) must match on both sides; BR1-FGT is set to 14400, so setting it to 43200 matches HQ-NGFW.
The remote address on BR1-FGT should match the HQ-NGFW's local subnet (10.0.11.0/24), but it is currently set incorrectly as
172.20.1.0/24. Changing it to 10.0.11.0/255.255.255.0 will align the Phase 2 selectors.



NEW QUESTION # 12 
An administrator wants to configure dead peer detection (DPD) on IPsec VPN for detecting dead tunnels. The requirement is that
FortiGate sends DPD probes only when there is no inbound traffic.
Which DPD mode on FortiGate meets this requirement?

A. Disabled
B. Enabled
C. On Demand
D. On Idle

Answer: B

Explanation:
The "On Idle" DPD mode configures FortiGate to send DPD probes only when no inbound traffic is detected, meeting the
requirement to send probes only when the tunnel is idle.

NEW QUESTION # 13 
Refer to the exhibit.

The predefined deep-inspection and custom-deep-inspection profiles exclude some web categories from SSL inspection, as shown
in the exhibit.
For which two reasons are these web categories exempted? (Choose two.)

A. The FortiGate temporary certificate denies the browser's access to websites that use HTTP Strict Transport Security.
B. The resources utilization is optimized because these websites are in the trusted domain list on FortiGate.
C. The legal regulation aims to prioritize user privacy and protect sensitive information for these websites.
D. These websites are in an allowlist of reputable domain names maintained by FortiGuard.

Answer: A,C

Explanation:
FortiGate's temporary SSL certificate may cause access denial to sites using HTTP Strict Transport Security (HSTS), so such sites
are exempted from deep SSL inspection.
Legal regulations require exemption of certain categories to protect user privacy and sensitive information, so these web categories
are excluded from SSL inspection.



NEW QUESTION # 14 
You are analyzing connectivity problems caused by intermediate devices blocking traffic in SSL VPN environment.
In which two ways can you effectively resolve the problem? (Choose two.)

A. You can configure a hub-and-spoke topology with SSL VPN tunnels to bypass blocked UDP ports.
B. You can use SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or 4500).
C. You can turn off IKE fragmentation to fix large certificate negotiation problems.
D. You should use IPsec to solve issues with fragment drops and large certificate exchanges.

Answer: B,C

Explanation:
Disabling IKE fragmentation helps resolve issues caused by intermediate devices blocking large fragmented packets during certificate
negotiation.
Using SSL VPN tunnel mode encapsulates traffic over HTTPS, bypassing blocks on ESP and UDP ports commonly used by IPsec.

NEW QUESTION # 15 
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI.

Based on the exhibit, which statement is true?

A. The Underlay zone contains no member.
B. The virtual-wan-link and overlay zones can be deleted.
C. port2 and port3 are not assigned to a zone.
D. The Underlay zone is the zone by default.

Answer: D

Explanation:
The Underlay zone is the default SD-WAN zone, typically representing the physical interfaces in the SD- WAN configuration before
overlay or virtual links are added.



NEW QUESTION # 16
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