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Fortinet FCP_FMG_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Troubleshooting: This section covers how to fmiliarize with FortiManager deployment scenarios and
troubleshoot issues related to imports, installations, device-level, ADOM-level, and system-level concerns.

Topic 2
Administration: This section covers how to understand FortiManager capabilities, perform initial
configurations, and set up administrative domains (ADOMs).

Topic 3
Device Manager: In this domain, the focus is on how to register devices within ADOMs, implement
configuration changes using scripts, and troubleshoot using the revision history.
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Topic 4
Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
FortiGuard services and works with the global database ADOM.

Topic 5
Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
revisions, configure workspace mode, and conduct policy imports and installations.
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Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q10-
Q15):
NEW QUESTION # 10 
What is the purpose of ADOM revisions?

A. To save the current state of all policy packages and objects for an ADOM
B. To save the FortiManager configuration in the System Checkpoints
C. To save the current state of the whole ADOM
D. To revert individual policy packages and device-level settings for a managed FortiGate

Answer: A

NEW QUESTION # 11 
Refer to the exhibit.
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Which two results occur if the script is run using the Device Database option? (Choose two.)

A. You must install these changes on a managed device using the Install Wizard.
B. The script history shows successful installation of the script on the remote FortiGate device.
C. The device Config Status is tagged as Modified.
D. The successful execution of a script on the Device Database creates a new revision history.

Answer: A,C

Explanation:
If the script is run using the "Device Database" option on FortiManager, the following occurs:
* A.You must install these changes on a managed device using the Install Wizard.
* Running the script on the Device Database updates only the configuration in the FortiManager's database, not on the actual
FortiGate device. To apply the changes, you need to use the Install Wizard to push these configurations to the managed device.
* D.The device Config Status is tagged as Modified.
* After running the script on the Device Database, FortiManager tags the device's configuration status as "Modified," indicating that
there are pending changes that have not yet been installed on the device.
Options B and C are incorrect because:
* Bsuggests a new revision history is created, but this only happens when changes are actually installed on the managed device.
* Cimplies the script is directly executed on the FortiGate, which is not the case when using the Device Database option.
FortiManager References:



* Refer to FortiManager 7.4 Administrator Guide: Scripting and Configuration Management.

NEW QUESTION # 12 
Which output is displayed right after moving the ISFW device from one ADOM to another?

A. 

B. 

C. 

D. 

Answer: B

Explanation:
When a FortiGate device, like the ISFW (Internal Segmentation Firewall), is moved from one ADOM to another in FortiManager,
the status of the device in the new ADOM will temporarily show some level of inconsistency or unknown state until the ADOM fully
syncs and integrates the device.
In the provided options, we are analyzing the FortiManager diagnose dvm device list output for the ISFW device.
Explanation of the Outputs:
* Option A:
* The output shows that the device has the following status:
* dev-db: not modified
* conf: in sync
* cond: OK
* dm: retrieved
* The key part here is the pkg: [unknown]. This suggests that the configuration package for the ADOM in the new environment is
still in anunknown state, which happens right after moving the device to a new ADOM. FortiManager needs time to process the
device's configuration before syncing it properly.
* Option B:
* This output shows thepkg: [out-of-sync]. This occursaftersome configuration mismatch is identified, but it is not the immediate
output after moving a device to a new ADOM.
* Option C:
* This output showspkg: [never-installed], which indicates that no package was ever installed on the device. This status typically
appears when a device is newly added to FortiManager but not immediately after moving it between ADOMs.
* Option D:
* This output showspkg: [imported], which indicates that the device configuration has been successfully imported into the new
ADOM. This would occur after the device is fully synced, but not immediately after moving the device to a new ADOM.
Conclusion:
The output that is displayedimmediately after movingthe ISFW device from one ADOM to another isOption A, where the package
status is still unknown (pkg: [unknown]) because FortiManager has not yet fully synchronized the device's configuration in the new
ADOM.



NEW QUESTION # 13 
An administrator, Trainer, who is assigned the Super_User profile, is trying to approve a workflow session that was submitted by
another administrator, Student. However, Trainer is unable to approve the workflow session.
What can prevent an admin account that has Super_User rights over the device from approving a workflow session?

A. Trainer is not a part of workflow approval group.
B. Trainer must close Student's workflow session before approving the request.
C. Trainer must first create their own workflow session to approve student session.
D. Trainer does not have full rights over this ADOM.

Answer: A

Explanation:
Even with Super_User rights, the ability to approve workflow sessions typically requires membership in a specific workflow
approval group. If Trainer is not part of this group, they will not be able to approve the workflow session.

NEW QUESTION # 14 
Which statement about the upgrade of ADOMs on FortiManager is true?

A. You cannot import policies from a device until its FortiOS version matches the ADOM version.
B. ADOMs using global objects can be upgraded before or after upgrading the global database ADOM.
C. To ensure database consistency, you must upgrade an ADOM before you upgrade the devices in it.
D. Upgrading the FortiManager version upgrades all existing ADOMs automatically.

Answer: C

Explanation:
* Option A: To ensure database consistency, you must upgrade an ADOM before you upgrade the devices in it.This is the correct
answer. When upgrading ADOMs on FortiManager, the ADOM must be upgraded first to match the FortiOS version of the
devices it manages. This is necessary to ensure compatibility and consistency between the ADOM's database schema and the
FortiGate's configuration.
Explanation of Incorrect Options:
* Option B: Upgrading the FortiManager version upgrades all existing ADOMs automaticallyis incorrect because the ADOMs must
be upgraded manually or individually after upgrading the FortiManager.
* Option C: You cannot import policies from a device until its FortiOS version matches the ADOM versionis incorrect because
while version matching is important, it is not strictly necessary for policy import.
* Option D: ADOMs using global objects can be upgraded before or after upgrading the global database ADOMis incorrect as the
order of upgrade matters to maintain compatibility.
FortiManager References:
* Refer to "FortiManager Upgrade Guide" for detailed procedures on upgrading ADOMs and devices.

NEW QUESTION # 15
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