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Fortinet FCP_FMG_AD-7.4 Exam Syllabus Topics:

Topic Details
¢ Device Manager: In this domain, the focus is on how to register devices within ADOM, implement
Topic 1 configuration changes using scripts, and troubleshoot using the revision history.

¢ Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
Topic 2 revisions, configure workspace mode, and conduct policy imports and installations.
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¢ Admunistration: This section covers how to understand FortiManager capabilities, perform initial
Topic 3 configurations, and set up administrative domains (ADOM:s).

¢ Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
Topic 4 FortiGuard services and works with the global database ADOM.

¢ Troubleshooting: This section covers how to fimiliarize with FortiManager deployment scenarios and
Topic 5 troubleshoot issues related to imports, installations, device-level, ADOM-level, and system+level concerns.
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quickly analysis in the difficult point, high efficiency of review, and high quality through the FCP - FortiManager 7.4 Administrator
exam, work for our fture employment and increase the weight of the promotion, to better meet the needs of their own development.

Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q25-
Q30):

NEW QUESTION # 25

Refer to the exhibit.
FortiManager # diagnose fmupdate view-serverlist fds
Fortiguard Server Comm Enabled
Server Override Mode Strict
FDS server list
Index Address Port lmeZone Distance Source
*0 10.0.1.50 890 -5 0 CLI
1 96.45.33.89 443 -5 0 FDNI
2 96.45.32.81 443 -5 0 FDNI
9 fdsl.fortinet.com 44 1I I =) 0 DEFAULT

How will FortiManager try to get updates tor antivirus and IPS?

A. Fromthe default server fds1.fortinet.com

B. From the list of configured override servers or public FDN servers

C. Fromthe configured override server IP address 10.0.1.50 only

D. From public FDNI server IP address with the fourth highest octet only

Answer: C

Explanation:

The exhibit shows thatServer Override Modesis set toStrict, which means FortiManager will use only the override server specified at
index O (in this case, the server with [P address 10.0.1.50 on port 8890) for updates. It will not attempt to use any other servers
unless this server is unreachable.

NEW QUESTION # 26
Push updates are failing on a FortiGate device that is located behind a NAT device. Which two settings should the administrator
check? (Choose two.)

e A That the virtual IP address and correct ports are set on the NAT device
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¢ B. That the override server IP address is set on FortiManager and the NAT device
e (. That the NAT device IP address and correct ports are configured on FortiManager
e D. That the external [P address on the NAT device is set to DHCP and configured with the virtual IP

Answer: A.B

Explanation:

‘When push updates are failing on a FortiGate device behind a NAT device, the administrator should check:

* A.That the override server IP address is set on FortiManager and the NAT device.

* The override server IP should be configured to ensure that FortiManager uses the correct IP address that can traverse the NAT to
reach the FortiGate device.

* D. That the virtual IP address and correct ports are set on the NAT device.

* The NAT device must have the correct virtual IP (VIP) configured to map the FortiGate's internal IP to an external address, along
with the correct ports needed for communication.

Options B and C are incorrect because:

* Bsuggests setting the external IP on the NAT device to DHCP, which is not relevant to solving the push update issue.

* Cimplies configuring NAT device IP and ports on FortiManager, which is less likely needed compared to configuring the correct
VIP and ports.

FortiManager References:

* Refer to FortiManager 7.4 Administrator Guide: Device Management and NAT Configuration.

NEW QUESTION # 27

Refer to the exhibit. An administrator has created a firewall address object that is used in multiple policy packages for multiple
FortiGate devices in an ADOM.

After the installation operation is performed, which IP/netmask will be installed on Local-FortiGate for the LOCAL SUBNET
firewall address object?

FortiManager address object

Edit Address
Category
Name LOCAL_SUBNET
Color E nge |
Type Submet -
1P/ Metmask & 10.0.5.0/255.255.255.0 O Resabvwe from name
Interface O any -
Static Route Configuration [® ]
Comments
Add To Groups

Click to select

Advanced Options > F FI -E- I n E -r

Per-Device Mapping -

0O Mapped Device = Details = :

0O & Local-FortiGate [root] IP/Netmask: 192.168.1.0,255.255.255.0

e A.10.0.5.024

e B. It will create two firewall address objects on Local-FortiGate with 192.168.1.0/24 and 10.0.5.0/24 values.
e C. Local-FortiGate automatically chooses an IP/netmask based on its network interface settings.

e D. 192.168.1.0/24

Answer: D

NEW QUESTION # 28



Refer to the exhibit. Given the configuration shown in the exhibit, which two statements are true?

(Choose two.)

s.: FortiManager B Policv Packace =

@ Dashboard F SeardO Q
&3 Device Manager >

IR Local-FortiGate_root
B Policy & Objects 2 & Remote-FortiGate

Policy Packages B3 default

A. FortiManager is in workflow mode.

B. The FortiManager ADOM workspace mode is set to Normal.

C. The FortiManager ADOM is locked by the administrator.

D. An admnistrator can also lock the Local-FortiGate root policy package.

Answer: B,.D

NEW QUESTION # 29
An admmistrator would like to review, approve, or reject all the firewall policy changes made by the junior administrators.
How should the workspace mode settings be configured on FortiManager?

A. Set to workflow and using the ADOM locking feature
B. Set to workspace and using the policy locking feature
C. Set to read/write and using the policy locking feature
D. Set to normal and using the approval group feature

Answer: A

NEW QUESTION # 30
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