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Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q16-
Q21):

NEW QUESTION # 16

An admmistrator created a new ADOM named Training for FortiGate devices only, and added the root FortiGate device ofa
Security Fabric group to the Tramng ADOM.

Given the administrator's actions, which statement correctly describes the expected result for the downstream devices in the Security
Fabric?

A. The downstream devices are automatically authorized.

B. The downstream devices must be added using the Add Device wizard.
C. The downstream devices show as unauthorized in the Training ADOM.
D. The downstream devices will appear in the root ADOM.

Answer: C

Explanation:
All downstream fortigate in the sec fabric group will be added in unauthorized devices group in the same ADOM as the root.

NEW QUESTION # 17
Exhibit.
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An admmistrator would like to create three ADOMs on FortiManager with different access levels based on departments. What two
conclusions can you draw from the design shown in the exhibit? (Choose two.)

A. The FortiManager administrator must set the ADOM device mode to Advanced

B. An administrator with the super user profile can access all the VDOMs.

C. Policies and objects databases can be shared between the Financial and HR ADOMs.
D. The admmnistrator must configure FortiManager in workspace normal mode.

Answer: A,B

Explanation:

Based on the exhibit, the FortiManager administrator is setting up three ADOMs (Administrative Domains) that correspond to
different departments (Financial, HR, and IT). Each ADOM has specificFortiGate devices or VDOMs (Virtual Domains) assigned
to it, with different administrators managing the ADOMs.

Explanation of Options:

* A. The FortiManager administrator must set the ADOM device mode to Advanced.

* This istrue. In FortiManager, when there areVDOMSs(Virtual Domains) nvolved, you must set the ADOM toAdvanced modeto
manage VDOMs properly. The IT department ADOM includes different VDOMSs from FortiGate 4 (VDOM 2 and VDOM 3),
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which means the ADOM mode must be inAdvancedto support managing VDOMs separately from other ADOMs.

* B. Policies and objects databases can be shared between the Financial and HR ADOMs.

* This isfalse. By default, ADOMs are separate, and policies and objects cannot be shared between them unless they are specifically
designed to do so. The exhibit shows distinct ADOMs for each department, implying no direct sharing of policies and objects
between Financial and HR ADOM.

* C. An administrator with the super user profile can access all the VDOMs.

* This istrue. A FortiManager administrator with thesuper userprofile hasfuill accessto all ADOMs and VDOMs, regardless of how
access s restricted for individual administrators. In this case, an admin with the super user profile could access Financial, HR, and IT
ADOMs, including all the VDOM s from FortiGate 4.

* D. The administrator must configure FortiManager in workspace normal mode.

* This isfalse. There is no requirement mentioned in the exhibit or scenario that mandates using workspace normal mode.
Workspace mode is more related to how configuration changes are managed (locking, editing, etc.), but it doesn't affect the creation
or access control of ADOMs.

Conclusion:

* Ais correct becauseAdvanced modeis necessary for managing VDOMSs within ADOMs.

* Cis correct because asuper usercan access all VDOMs and ADOMs without restrictions.

NEW QUESTION # 18
Which two statements about the ntegrity of databases on FortiManager are correct? (Choose two.)

A. Scheduled backups run database integrity commands automatically.

B. The diagnose cdb check adom+-integrity command can correct issues related to looked devices.
C. Not following the correct upgrade path may cause inconsistencies in the databases.

D. You should fix all database integrity issues before performng a backup.

E. The diagnose dvm check-integrity command attempts to fix a corrupted file system

Answer: A,C

NEW QUESTION # 19
What is a characteristic of the FortiManager high availability (HA) feature?

A. Each cluster member must be upgraded manually, starting with the primary unit.

B. The primary unit synchronizes all configuration revision with the seconday units.

C. All secondary units must be in the same network as the primary unit.

D. When a secondary unit is removed, FortiManager updates the managed devices using TCP port 5199.

Answer: B

NEW QUESTION # 20
Refer to the exhibit.
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Add FortiAnalyzer - Discover Device (1/3)

According to the error message, why is FortiManager failing to add the FortiAnalyzer device?

¢ A, The administrator must use the correct user name and password of the FortiAnalyzer device.

¢ B. The admmistrator must turn off the Use Legacy Device login and add the FortiAnalyzer device to the same network as
FortiManager.

¢ C. The admnistrator must use the Add Model Device section and discover the FortiAnalyzer device.

e D. The administrator must select the FortiManager administrative access checkbox on the FortiAnalyzer management
interface.

Answer: D

NEW QUESTION # 21
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