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We now live in a world which needs the talents who can combine the practical abilities and knowledge to apply their knowledge into
the practical working conditions. To prove that you are that kind of talents you must boost some authorized and useful certificate and
the test FCP_FMG_AD-7.6 certificate is one kind of these certificate. Most important of all, as long as we have compiled a new
version of the FCP_FMG_AD-7.6 Exam Questions, we will send the latest version of our FCP_FMG_AD-7.6 exam questions to
our custorrers for free during the whole year after purchasing. Our product can improve your stocks of knowledge and your abilities
in some area and help you gain the success in your career.

Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details

¢ Admunistration: This section of the exam measures the skills of System Administrators and covers the
essential features of FortiManager. It includes the mitial configuration process and the setup of

Topic 1
ope administrative domains (ADOMSs), ensuring smooth system management.
¢ Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
Topic 2 on registering devices within ADOMs and handling device configurations. Candidates also learn how to

nstall changes through scripts and diagnose issues using the revision history.

Topic 3 ¢ Troubleshooting
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¢ Advanced Configuration: This section of the exam measures the skills of Network Security Engneers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database

Topic 5 ADOM settings. These advanced functions help strengthen system reliability and streamline management at

a larger scale.

¢ Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace

Topic 6
P mode, and policy imports and installations, emphasizing consistent policy control across networks.
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This format enables you to assess your FCP_FMG_AD-7.6 test preparation witha FCP_FMG_AD-7.6 practice exam. You can
also customize your time and the kinds of questions of the Fortinet FCP_FMG_AD-7.6 Practice Test. This FCP - FortiManager
7.6 Administrator FCP_FMG_AD-7.6 practice test imitates the Fortinet FCP_FMG_AD-7.6 real exam pattern. Thus, it helps you
kill FCP - FortiManager 7.6 Admmistrator exam anxiety.

Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q23-
Q28):

NEW QUESTION # 23

An administrator is copying a system template profile between ADOMSs by running the following command:
execute fimprofile export-profile ADOM 3547 /tmp/Backup File

output dump to file: [/tmp/Backup File]

Where does this command export the system tenplate profile from?

A. FortiManager /tmp/Backup _File folder
B. FortiManager ADOM policy database
C. ADOM device database

D. FortiManager configuration backup file

Answer: B

Explanation:
The command exports the system template profile from the FortiManager ADOM policy database, which stores the configuration
templates for devices within that ADOM.

NEW QUESTION # 24
Refer to the exhibit. What will happen if the script is run using the Device Database option?
(Choose two.)
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FortiManager script

Create New Script
Script Name Routing
Comments
Type CLI Script v
Run script on Device Database v
Script details Search... Qll ¢ 4
I copfig ‘pouter prefix-list
£ édit)public
S eonfig rule
P edit 1
set prefix 0.90.0.9/0
> set action permit
' next
edit 2
) set prefix 8.8.8.8/32
) set action deny
11 end
Il
==RTINET
Revert All Changes
Advanced Device Filters >
¢ A The successful execution of a script on the Device Database will create a new revision history.
¢ B. The Device Settings Status will be tagged as Modified.
¢ C. Younust install these changes using the Install Wizard to a managed device.
e D. The script history will show successful installation of the script on the remote FortiGate.
Answer: B,C
Explanation:

Once scripts are run on the device database, you can then install the changes on a managed device using the installation wizard.
Since the script changed the device settings in FortiManager, the Config Status shows "Modified" and needs to be installed with
Installation Wizard.

NEW QUESTION # 25
Refer to the exhibits.



Firewall policies - .
I Policy Package = |8, Install Wizard
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B0 HO-NGFW-1 o » Mame From W | Source Destination Schedule
Firewall Policy ¢ R ™
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Installation Targets o 1 Interned | = £ port2 2 HR_user = all (@ stways
0O default
B8 Policy Blocks (0) O 2 EMG Administration B port2 B ports sall & VIP-FMG (8 always
o 3 Internal FMG access o4 B pons =all = al [® always
O 4 FMG outside access Bporté B portz B HQ-FMG-1 = al [® always

Installation target

e Policy Package » (8, Install Wizard  » 5 ADOM Revisions () Tools «

IF Search Q [ Edit Search

3 HQ-NGFW-1 [0 | installation Target Config Status * Policy Package Status 2
Firewall Policy

a + HQ-NGFW-1 EER b & HQ-NGFW-1
| =

BR1-FGT-1 FortiTokens F - H I " lET

—
€D Dashboard & Retresh @ Q) Searc

“f+ Network

2 » Type & Serfal Nomber & Status & User =
a 5:‘::::‘:: § 0 Mobile Token FTKMOB4AYACSCS6D Avallabie

£ VPN , [0 0O Mobile Token FIKMOBAAE 1B8B609 Avallabie

o

User & Authentication

User Definition

An administrator needs to push a FortiToken Mobile to assign it to HR user in the HQ-NGFW-1.
However, when installing the policy package, they receive the following error message:

Copy device global objects

Vdom copy failed:
error -999 -

Copy objects feor wvdom root

“firewall policy™, "1™, 1d=5532, COMMIT FAIL - invalid value - prop[user fortitoken]:
Mobile FortiToken FTKMOB4A9ACSCS6D us@dyby user local HR user could not be found at
device

“user local", “FTKMOB4A9ACSCS6D", "%d=5586, COMMIT FAIL - invalid value - prop[user
fortitoken): Mobile FortiTokem)FTBMOB4A9ACSCS56D used by user lecal HR user could net
be found 3 :

‘Why is the administratornotable to install the FortiToken on the HQ-NGFW-1 firewall?

e A The admnistrator must use per-device mapping to assign the FortiToken to HQ-NGFW-1.

¢ B. The admmistrator must use a metadata variable to assign the same FortiToken to multiple users in FortiManager.
e C. The administrator must use a valid FortiToken that exists on HQ-NGFW-1.

¢ D. The administrator must use a user local meta field to assign FortiToken.

Answer: C

Explanation:

The error occurs because the FortiToken used (FTKMOB4A9ACS5C56D) must already exist and be registered on the FortiGate
device HQ-NGFW-1. FortiManager cannot push or create new FortiTokens on the device; the token must be valid and present on
the FortiGate before it can be assigned to a user.

NEW QUESTION # 26
Refer to the exhibit. If the monitored interface for the primary FortiManager device fails, what must you do to maintain high

availability (HA)?



FortiManager cluster settings

et FortiManager

@ Dashboard Cluster Settings
&= Device Manager »
B Policy & Objects > Failover Mode Manual RYGE
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B APManager ¥ Peer IPand Peer SN IP Type Peer IP Peer SN Action
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B Reports > Failover Threshold 30 . | (1-255)
@ FortiGuard > ViP 10.0.1.245
@ System Settings ¥ VRRPInterface port2 v
ADOMs Priority 1 s | [1-253)
Administrators Unicast (@ ]
Admin Profiles Monitored IP P Interface Action
Remote Authentication Server 10.0.1.241 port2 - %N+
SAMLSS50
) Download Debug Log | &, Download
Settings
Network

A. The FortiManager HA failover is transparent to administrators and does not require any additional action.

B. Reconfigure the primary device to remove the peer [P address of the failed device from its configuration.

C. Manually promote one of the working secondary devices to the primary role: and reboot the original primary device to
remove the peer IP address of'the failed device.

D. Check the integrity database of the primary device to force a secondary device to become the new primary with all active
mterfaces.

Answer: A

Explanation:
In a FortiManager HA cluster configured with VRRP failover, the failover process is automatic and transparent to administrators. If

the monitored interface on the primary device fails, the secondary device takes over without requiring manual intervention to maintain
HA.

NEW QUESTION # 27
What is the purpose of ADOM revisions?

e A. ADOM revisions show specific changes in a policy package when it is nstalled.

e B. ADOM revisions compare previous snapshots of the Policy Package and ADOM-level objects with the device-level
database.

e C. ADOM revisions save the current state of all policy packages and objects for an ADOM.

¢ D. ADOM revisions find unused, duplicate, and unnecessary firewall policies and objects.

Answer: C

Explanation:
ADOM revisions save the current state of all policy packages and objects within an ADOM, allowing administrators to track
changes over time and revert to previous configurations if needed.



NEW QUESTION # 28
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