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NEW QUESTION # 26

Refer to the exhibits. FortiGate HQ-NGFW-1 downloads and validates FortiGuard databases from FortiManager which acts as a
local FortiGuard Distribution Server (FDS) in a closed network. An administrator pushes a new firewall policy with an intrusion
prevention system (IPS) profile from FortiManager to FortiGate HQ- NGFW-1 However, FortiGate does not recognize the new

IPS signature from FortiManager.
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FortiGate CLI—Central management

HQ-NGFKH-1 (central-management) # sh
config system central-management
set type fortimanager
set allow-push-firmware disable
set allow-remote-firmware-upgrade disable
set serial-number “FMG-VMTM24012945"
set fmg "::ffff:19.9.13.129“|: RTINE
config server-list
edit 1
set . server-type update
set server-address 192.168.1.120
next

—I

end
set include-default-servers disable
end

What is the most likely reason why FortiGate HQ-NGFW-1 does not recognize the new IPS signature?

A. The administrator must enable IPv6 connections for FortiGuard services on FortiManager.

B. The administrator must enable the fortiguard-anycast option to correctly download all signatures from the local FDS.
C. FortiManager and FortiGate have diferent IPS database versions.

D. FortiGate must enable rating for the FortiManager IP address, 192.168.1.120, in server list 1.

Answer: C

Explanation:

The most likely reason FortiGate HQ-NGFW-1 does not recognize the new IPS signature is that FortiManager and FortiGate have
different IPS database versions. The FortiManager may have pushed a signature update that FortiGate has not yet synchronized or
validated locally, causing the signature to be unrecognized.

NEW QUESTION # 27

Company policy dictates that any time a change is made to a policy package on FortiManager an ADOM revision is created before
the change installed, and that revision is held for a mmnimum of

90 days.

Over the past three months, each installed change has resulted in several unused policies and duplicate objects.

The FortiManager administrator plans to upgrade the FortiGate devices and then upgrade the FortiManager ADOM from version
74107.6.

‘Which action can the administrator take to avoid slow ADOM upgrades?

A. Find unused firmware templates, then delete them before upgrading.

B. Export firewall policies to Excel, delete them on the ADOM. then reimport them after upgrading the ADOM.
C. Check and repair the global configuration database before upgrading,

D. Limt ADOM revisions before upgrading.

Answer: D

Explanation:
Limitng ADOM revisions reduces the number of stored historical configurations, which helps avoid performance degradation and
slow ADOM upgrades caused by a large volume of revisions.

NEW QUESTION # 28
An administrator has assigned a global policy package to a new ADOM named ADOMI.
‘What will happen if the administrator tries to create a new policy package in ADOM1?

¢ A. The administrator will be able to select the option to assign the global policy package to the new policy package.



¢ B. FortiManager will automatically assign the global policy package to the new policy package.
¢ (. The admnistrator will have to assign the global policy package from the global ADOM.
¢ D. FortiManager will automatically install policies on the policy package in ADOMI.

Answer: A
Explanation:

When a global policy package is assigned to an ADOM, administrators creating new policy packages within that ADOM have the
option to select and assign the global policy package to the new policy package if desired.

NEW QUESTION # 29
Refer to the exhibit. What are two results from the configuration shown in the exhibit? (Choose two.)

FortiManager # config system global
(global) # set workspace-mode normal

{global)# end
FortiManager #

Answer: B,C

A. The administrator must have access to the ADOM to approve changes.

B. The administrator can lock policy blocks and FortiManager global ADOM.

C. Ungraceful closed sessions will keep the ADOM in a locked state until the administrator session times out.
D. The same administrator can lock more than one ADOM at the same time.

Explanation:

In normal workspace mode, ungraceful session closures will keep the ADOM locked until the session times out, preventing other
administrators from editing. Normal workspace mode allows administrators to lock policy blocks and the global ADOM, providing
granular locking control.

NEW QUESTION # 30
Refer to the exhibit. Which two statements about the output are true? (Choose two.)

FortiManager # diagnose dvm device Iist
-- There are currently 6 devices/vdoms managed ---
-- There are currently 6 devices/vdoms count for license ---

TYPE 0ID SN HA IpP NAME ADOM 1PS FIRMWARE HW_GenX
fegfaz-managed 188  FGVM@2TM24013504 100.65.1.111  BR1-FGT-1 My ADOM 7.0 MR6 (3401) N/A
|- sTaTusEd 4 - mpd 4 b Ted pending; dm: installed; conn: up; template:[modified]default

A. The latest revision history for the managed FortiGate does not match the device-level database.

B. The latest revision history for the managed FortiGate does match the FortiManager policy database.
C. Configuration changes have been installed on FortiGate, updating policy and device-level database.
D. The system template default will override device-level database configurations.

Answer: A,D

Explanation:

The status "pending” indicates the latest revision history does not match the device-level database, meaning there are unapplied
changes.

The tenplate is marked as [modified], so the system template default will override device-level database configurations when
mstalled.

NEW QUESTION # 31
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