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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details
¢ Admunistration: This section of the exam measures the skills of System Admnistrators and covers the
Topic 2 essential features of FortiManager. It includes the mitial configuration process and the setup of

admunistrative domains (ADOMs), ensuring smooth system management.

¢ Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
Topic 3 on registering devices within ADOMs and handling device configurations. Candidates also learn how to
install changes through scripts and diagnose issues using the revision history.
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¢ Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
Topic 4 their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.

Topic 5 ¢ Troubleshooting
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In a rapidly growing world, it is immensely necessary to tag your potential with the best certifications, such as the FCP_ FMG_AD-
7.6 certification. But as you may be busy with your work or other matters, it is not easy for you to collect all the exam information
and pick up the points for the FCP_FMG_AD-7.6 Exam. Our professional experts have done all the work for you with our
FCP_FMG_AD-7.6 learning guide. You will pass the exam in the least time and with the least efforts.

Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q29-
Q34):

NEW QUESTION # 29
Refer to the exhibits.
Device Revision Diff wizard

I Dcuk!dionkil II lEI

Revision ID: 11 Revision ID: 9

Total 12696 Tota 12704
Deleted 0 Added 8
Maodified 0 Modifed O

¥ ﬁluﬁ"ma'
W WL “Supgort”
o0 set. fype Dassmari

config user grodh config user group
set service “ALL" set service "A

et _users _supoort.
et comments “rest set comments 1

SR F2:RTINET

FortiManager # diagnose dvm device list
There are currently € devices/vdoms managed
- There are currently 6 devices/vdoms count for license

TYPE 01D SN HA IP NAME ADOM IPS FIRMWARE HW_GenX
fmgfaz-managed 188 FGVMO2TM2401 3504 100.65 #M1L BR1-FGT-1 My ADOM 7.0 MR6 (3401) N/A

|- STATUS: dev-db: not modified; cdf¥. inSync; cond: OK; dm: installed; conn: up; template:[installed]default

|- vdom:[3]root flags:@ adom:My ADOM.Pkg:[unknown]|BR1-FGT-1
An administrator needed to recover all the configurations related to the user, Support. The configurations were saved in configuration
revision ID 9.

The administrator reverted the configuration using theConfiguration Revision Historywindow and received the CLI output shown in
the exhibit.

What can you conclude from the CLI output?

e A. The administrator needs to retrieve the device to correctly detect the FortiGate firmware version.
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¢ B. The admmistrator installed only the device-level configuration.
¢ (. The admnistrator set the flag to 0 to prevent configuration overrides.
¢ D. The admnistrator reinstalled the policy package.

Answer: A

Explanation:

The CLI output shows the status "dev-db: not modified; conf: in sync; cond: OK; dm: installed," but the firmware version for the
device is listed as "Tunknown]." This indicates that FortiManager has not properly detected the FortiGate firmware version, likely
because the device needs to be retrieved to update its information.

NEW QUESTION # 30

Refer to the exhibit. How will FortiManager try to get updates tor antivirus and IPS?
FortiManager # ans;_fﬂgFlFfEert fds
Fortiguard Server Conmmt = Enabl&d

erver Override Mode : Strict

FDS server list

Index Address Port TimeZone Distance Source
*0 10.0.1.50 B890 -5 0 CL

1 96.45.33.89 443 -5 0 FDNI

2 96.45.32.81 g ) -5 FDNI

g fdsl.fortinet.com 443 -5 0 DEFAULT

A. From the list of configured override servers or public FDN servers

B. Fromthe default server fds1.fortinet.com

C. Frompublic FDNI server IP address with the fourth highest octet only
D. From the configured override server IP address 10.0.1.50 only

Answer: D

Explanation:
As the server override mode is strict, there is no fallback. FMG will communicate only with server configure in override server list.

NEW QUESTION # 31

Refer to the exhibit. An administrator is about to add the FortiGate device to FortiManager using the discovery process.
FortiManager is operating behind a NAT device, and the administrator configured the FortiManager NATed IP address under the
FortiManager system administration settings.

FortiGate

FortiManager .
NAT Device

\/ FortiManager NATed IP address

config system admin setting

set mgmt-addr <FMG NATed IP Fe‘ss& HTInET

What is the expected result?

¢ A. During discovery, FortiManager uses only the FortiGate serial number to establish the connection.

¢ B. During discovery, FortiManager sets the FortiManager NATed IP address on FortiGate.

¢ C. During discovery, FortiManager sets both the FortiManager NATed IP address and NAT device IP address on
FortiGate.

¢ D. During discovery, FortiManager sets the NATed device IP address on FortiGate.

Answer: B



Explanation:

You can configure the FortiManger NATed IP address on FortiGate under the central management configuration. This allows
FortiGate to announce itself to FortiManager and try to re- establish the FGFM tunnel, if it is torn down. Configuring the
FortiManager NATed IP address on FortiGate allows both FortiManager and FortiGate to re-establish the FGFM tunnel. Also, if
you configure the FortiManager NATed IP address under the FortiManager system administrator settings, FortiManager sets this
address on FortiGate during the discovery process.

NEW QUESTION # 32
What is the best explanation of how FortiManager helps with mass provisioning?

A. It sends emmil alerts when new devices connect.

B. It provides local FortiGuard Distribution Server (FDS) services to the network.
C. It upgrades the OS of each FortiGate device.

D. It uses templates to configure the same settings on many devices simultaneously.

Answer: D

Explanation:
FortiManager helps with mass provisioning by using templates that allow administrators to configure the same settings on muiltiple
FortiGate devices simultaneously, streamlining deployment and management.

NEW QUESTION # 33

Refer to the exhibit. A junior administrator is troubleshooting a FortiManager connectivity issue that is occurring with a managed
FortiGate device.

Given the FortiManager device manager settings shown in the exhibit, what can you conclude from this scenario?

ForiMandger Vansged FoR et |

£-% FortiManager = MAddDevice ~ 3B DeviceGroup v & Install Wizard Ofﬂnne [ULE ADOM:ADOM2 >_ @~ [\~ o admin »

@ Dashboard =
IF Search... Conne... Device... Policy ...

=
Device Manager @ Managed FortiGate (1)
ARG B Cogl) Bun. @ ONe. @
evice roups 3 ISFW
Scripts | 1
VDOMs
Provisioning Templates

Firmware Templates
Monitors

B Policy & Objects

H I .
iEdit | | & te | | ]| [&v |[Bv || §~ | @
=+ VPN Manager > e : .
Device Name =  Config Status ©  Host Name = Policy Package Status = |P Address = | Platfor
AP Manager >
E8 FortiSwitch Manager > (1] ¥ ISFW @ Unknown ISFW A Never Installed 10.0.1.200 FortiGate-

A. The administrator can reclaim the FortiGate to FortiManager protocol (FGFM) tunnel to get the device online.
B. FortiManager lost internet connectivity, therefore, the device appears to be down.

C. The administrator recently restored a FortiManager configuration file.

D. The administrator must refresh the device to restore connectivity.

Answer: C

Explanation:
FMG is i offline mode, which is activated after restoring a configuration file.

NEW QUESTION # 34
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