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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details
¢ Admmistration: This section of the exam measures the skills of System Administrators and covers the

essential features of FortiManager. It includes the mitial configuration process and the setup of
administrative domains (ADOMSs), ensuring smooth system management.

Topic 2

e Advanced Configuration: This section of the exam measures the skills of Network Security Engneers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database

Topic 3 ADOM settings. These advanced functions help strengthen system reliability and streamline management at

a larger scale.

¢ Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
on registering devices within ADOMs and handling device configurations. Candidates also learn how to

Topic 4 ) . . . . S
P mstall changes through scripts and diagnose issues using the revision history.

Topic 5 ¢ Troubleshooting

o This section of the exam measures the skills of System Admmnistrators and focuses on resolving problens at
different levels of FortiManager. Candidates must troubleshoot deployment scenarios, imports,

Topic 6 mstallations, and both device-level and ADOM-level issues, as well as identify and resolve system

problens effectively.

¢ Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace

Topic 7
Pl mode, and policy imports and installations, emphasizing consistent policy control across networks.
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NEW QUESTION # 14
Refer to the exhibit. How will FortiManager try to get updates tor antivirus and IPS?

FortiManager # ;a-;r';se < WUrfa e W - i iat fds
Fortiguard Server Comm : Enabled
Server Override Mode : Strict
FDS server lisc
TimeZone Distance

fd=l.fortinet.com

A. Frompublic FDNI server IP address with the fourth highest octet only
B. Fromthe configured override server IP address 10.0.1.50 only

C. Fromthe default server fds1.fortinet.com

D. From the list of configured override servers or public FDN servers

Answer: B

Explanation:
As the server override mode s strict, there is no fallback. FMG will comnmunicate only with server configure in override server list.

NEW QUESTION # 15

A service provider administrator has assigned a global policy package to a managed customer ADOM named My ADOM. The
customer administrator has access only to My ADOM.

How can the customer administrator edit the global header policy of the global policy package?

e A. The customer administrator can edit the header policy by using workflow mode on the global ADOM and My ADOM.

e B. The customer administrator cannot edit the global header policy; only the service provider administrator can make changes
from the global ADOM.

¢ (. The service provider administrator can unlock the global policy from the global ADOM to authorize changes to the
customer administrator.

e D. The customer administrator can edit the header policy by using workspace mode on the global ADOM.

Answer: B

Explanation:

The global policy package is managed only from the global ADOM by the service provider administrator.

Customer admmnistrators with access solely to their ADOM (My ADOM) cannot edit the global header policy; such changes must
be made by the service provider administrator in the global ADOM.

NEW QUESTION # 16
Refer to the exhibit. An administrator has created a firewall address object that is used in multiple policy packages for multiple
FortiGate devices in an ADOM.



FortiManager address object

Edit Address - LAN x
Category Address v
Name LAN
Color 0| . Change
Type @ Subnet 0
IP/Netmask @ 172.16.5.0/255.255.255.0 Q Resolve from name
Interface Oany L\ v

Static Route Configuration o

Comments
N?® 0/255
Add To Groups '—Cl;l: to select
- a -
Per-Device Mapping v
# Create New | | [# Ed B4 Delete Search... Q@ *
r i 19
- ::HHI'D}ET Details * B
O BR1-FGT-1 [root) IP/Netmask: 10.10.10.5/255.255.255.255
1] HQ-NGFW:-1 [root] IP/Netmask: 172.16.5.20/255.255.255.255
O @ Remote-Firewall [root] IP/Netmask: 21.21.2.5/255.255.255.255
3

After the installation operation is performed, which IP/netmask will be installed on Remote- Firewall [VDOMI ] for the LAN firewall
address object?

A.10.10.10.5/255.255.255.255
B. 172.16.5.20/255.255.255.255
C.21.21.2.5/255.255.255.255
D. 172.16.5.0/255.255.255.0

Answer: C
Explanation:



The per-device mapping overrides the global [P/netmask setting for the firewall address object.
For the device "Remote-Firewall," the mapped [P/netmask is 21.21.2.5/255.255.255.255, so this value will be installed on Remote-
Firewall [VDOMI ].

NEW QUESTION # 17

A service provider administrator has assigned a global policy package to a managed customer ADOM named My ADOM. The
customer administrator has access only to My ADOM. How can the customer administrator edit the global header policy of the
global policy package?

¢ A The customer administrator can edit the header policy by using workflow mode on the global ADOM and My ADOM.

¢ B. The customer administrator cannot edit the global header policy; only the service provider administrator can make changes
from the global ADOM.

e C. The service provider administrator can unlock the global policy from the global ADOM to authorize changes to the
customer administrator.

e D. The customer administrator can edit the header policy by using workspace mode on the global ADOM.

Answer: B

Explanation:

The global policy package is managed only from the global ADOM by the service provider administrator. Customer administrators
with access solely to their ADOM (My ADOM) cannot edit the global header policy; such changes must be made by the service
provider admmistrator in the global ADOM.

NEW QUESTION # 18
Refer to the exhibits.

Device Revision Diff wizard

Device Revision Diff

Revision ID: 11 Revision ID: 9
Total 12696 Total 12704
Deleted 0 Added 8
Maodified 0 Madifed 0

end PR g

% Scoa#le user local

$02 edit “Support”
set. lype passsacd
set_two-factor em

set emall:

next
config user group rs"ﬂg user group
set service TALLT . set service "ALL”

A€t _users__suppor

set comments “rest o R I 'TII lET
Save Diff as Script m Cancel

CLI output

FortiManager ® diagnose dvm device list
- There are currently 6 devices/vdoms managed
= There are currently 6 devices/vdoms count for license

TYPE 01D SN HA IP NAME ADOM IPs FIRMWARE HW_GenX
fmgfaz-managed 188 FGVM@2TN24013504 100.65.1.111 BR1-FGT-1 My ADOM 7.0 MR6 (34€1) N/A
|- STATUS: dev-db: not modified; conf: dn sync; cond: OK; dm: installed; conn: up; template:[installed]default
|- vdom:[3]root flags:@ adom:My ADOM pkgifunknown|BR1-FGT-1 e ™T™iIiNNeer
| — N B B BB BN}

An admmnistrator needed to recover all the configurations related to the user, Support. The configurations were saved in configuration
revision [D 9.
The admnistrator reverted the configuration using theConfiguration Revision Historywindow and received the CLI output shown in



the exhibit.
‘What can you conclude from the CLI output?

A. The administrator needs to retrieve the device to correctly detect the FortiGate firmware version.
B. The administrator set the flag to 0 to prevent configuration overrides.

C. The admnistrator installed only the device-level configuration.

D. The administrator reinstalled the policy package.

Answer: A

Explanation:

The CLI output shows the status "dev-db: not modified; conf: in sync; cond: OK; dm: installed," but the firmware version for the
device is listed as "Tunknown]." This indicates that FortiManager has not properly detected the FortiGate firmware version, likely
because the device needs to be retrieved to update its information.

NEW QUESTION # 19
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