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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database
ADOM settings. These advanced functions help strengthen system reliability and streamline management at
a larger scale.

Topic 2
Administration: This section of the exam measures the skills of System Administrators and covers the
essential features of FortiManager. It includes the initial configuration process and the setup of
administrative domains (ADOMs), ensuring smooth system management.

Topic 4 Troubleshooting

Topic 5

This section of the exam measures the skills of System Administrators and focuses on resolving problems at
different levels of FortiManager. Candidates must troubleshoot deployment scenarios, imports,
installations, and both device-level and ADOM-level issues, as well as identify and resolve system
problems effectively.

Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q13-
Q18):
NEW QUESTION # 13 
A service provider administrator has assigned a global policy package to a managed customer ADOM named My_ADOM. The
customer administrator has access only to My_ADOM. How can the customer administrator edit the global header policy of the
global policy package?

A. The customer administrator can edit the header policy by using workspace mode on the global ADOM.
B. The service provider administrator can unlock the global policy from the global ADOM to authorize changes to the
customer administrator.
C. The customer administrator can edit the header policy by using workflow mode on the global ADOM and My_ADOM.
D. The customer administrator cannot edit the global header policy; only the service provider administrator can make changes
from the global ADOM.

Answer: D

Explanation:
The global policy package is managed only from the global ADOM by the service provider administrator. Customer administrators
with access solely to their ADOM (My_ADOM) cannot edit the global header policy; such changes must be made by the service
provider administrator in the global ADOM.

NEW QUESTION # 14 
A service provider administrator has assigned a global policy package to a managed customer ADOM named My_ADOM. The
customer administrator has access only to My_ADOM.
How can the customer administrator edit the global header policy of the global policy package?
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A. The customer administrator can edit the header policy by using workspace mode on the global ADOM.
B. The service provider administrator can unlock the global policy from the global ADOM to authorize changes to the
customer administrator.
C. The customer administrator can edit the header policy by using workflow mode on the global ADOM and My_ADOM.
D. The customer administrator cannot edit the global header policy; only the service provider administrator can make changes
from the global ADOM.

Answer: D

Explanation:
The global policy package is managed only from the global ADOM by the service provider administrator.
Customer administrators with access solely to their ADOM (My_ADOM) cannot edit the global header policy; such changes must
be made by the service provider administrator in the global ADOM.

NEW QUESTION # 15 
Refer to the exhibit.

FortiManager is operating behind a network address translation (NAT) device, and the administrator configured the FortiManager
NATed IP address under the FortiManager system administration settings.
What is the expected result during discovery?

A. FortiManager sets the 100.65.0.101 IP address on FortiGate.
B. FortiManager sets the 100.65.0.120 IP address on FortiGate.
C. FortiManager sets both the 100.65.0.120 IP address and 10.0.13.120 IP address on FortiGate.
D. FortiManager sets both the 100.65.0.120 IP address and 100.65.0.101 IP address on FortiGate.

Answer: B

Explanation:
When FortiManager is behind a NAT device, setting the NATed IP address (100.65.0.120) in the system admin settings causes
FortiManager to use that NATed IP address for communication and configuration with FortiGate during discovery and management
operations.

NEW QUESTION # 16 
You want to let multiple administrators work in the same ADOM without creating configuration conflicts.
What is the best and the most effective solution to apply?

A. Configure RADIUS authentication to assign ADOM roles to each user.
B. Assign administrators with JSON API access to the FortiManager.
C. Enable workflow mode, which is the only way to prevent concurrent configuration conflicts.
D. Activate workspace mode in the ADOM settings.

Answer: D

Explanation:
Activating workspace mode in the ADOM settings allows multiple administrators to work concurrently in the same ADOM by
isolating their configuration changes in separate workspaces, preventing conflicts and enabling effective collaboration.



NEW QUESTION # 17 
Refer to the exhibit. What can you conclude from the downloaded import report?

A. As a result of this policy import process, FortiManager will create a new firewall address called REMOTE_SUBNET in
the ADOM database.
B. The administrator will see a new policy package named Remote-FortiGate_root in the FortiManager ADOM database.
C. FortiManager does not support per-device mapping for firewall addresses.
D. FortiManager will change the configuration of REMOTE_SUBNET to match the interface mapping coming in from
Remote-FortiGate.

Answer: B

Explanation:
The import report shows that a new policy package named Remote-FortiGate_root will be created in the FortiManager ADOM
database, but some firewall addresses and policies failed to import due to interface binding conflicts.

NEW QUESTION # 18
......
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