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Fortinet FCP_FSM_AN-7.2 Exam Syllabus Topics:

Topic Details

o Incidents, notifications, and remediation: This section of the exam measures the skills of Incident
Responders and encompasses the entire incident management lifecycle. This includes the skills required to

Topic 1 manage and prioritize security incidents, configure policies for alert notifications, and set up automated

remediation actions to contain and resolve threats.
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¢ Machine learning, UEBA, and ZTNA: This section of the exam measures the skills of Advanced Security
Architects and covers the integration of modern security technologies. It involves performing configuration
tasks for machine learning models, incorporating UEBA (User and Entity Behavior Analytics) data into
rules and dashboards for enhanced threat detection, and understanding how to integrate ZTNA (Zero
Trust Network Access) principles into security operations.

Topic 2

¢ Rules and subpatterns: This section of the exam measures the skills of SOC Engineers and focuses on the

construction and implementation of analytics rules. It involves identifying the different components that
Topic 3 make up a rule, utilizing advanced features like subpatterns and aggregation, and practically configuring
these rules within the FortiSIEM platform to detect security events.

¢ Analytics: This section of the exam measures the skills of Security Analysts and covers the foundational

techniques for building and refining queries. It focuses on creating searches from events, applying grouping
Topic 4 and aggregation methods, and performmng various lookup operations, including CMDB and nested queries
to effectively analyze and correlate data.
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ExamPrepAway also offers simple and easy-to-use FCP - FortiSIEM 7.2 Analyst (FCP_FSM_AN-7.2) Dumps PDF files of real
Fortinet FCP_FSM_AN-7.2 exam questions. It is easy to download and use on smart devices. Since it is a portable format, it can

be used on a smartphone, tablet, or any other smart device. This FCP - FortiSIEM 7.2 Analyst (FCP_FSM_AN-7.2) PDF file
contains the most probable actual FCP - FortiSIEM 7.2 Analyst (FCP_FSM_AN-7.2) exam questions.

Fortinet FCP - FortiSIEM 7.2 Analyst Sample Questions (Q32-Q37):

NEW QUESTION # 32
Refer to the exhibit.

Rule Subpattern

Edit SubPattern

Mame: Domainacctlockout

Filters: Paren Attribute Operator Value Paren Next

= © Event Type IN ~  EventTypes: DomalnmAccount Lox @ @ AND OR 4

Aggregate: Paren Attribute Operatar Value HNext Row

e © COUNT(Matched Events) . v 1 e © AND OR 4 g

Group By:  Attribute Row Move

Reporting Device
Reporting IP

User

Which section contains the subpattern configuration that determines how many matching events are needed to trigger the rule?

A. Actions
B. Aggregate

C. Group By
D. Filters
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Answer: B

Explanation:
The Aggregate section contains the condition COUNT(Matched Events) >= 1, which defines how many events must match the filter
criteria for the rule to trigger. This is the subpattern configuration that determines the event threshold.

NEW QUESTION # 33
Refer to the exhibit.

Incident generator window

Generate Incident for: Logon_Failure

Incident Attributes: Event Attribute Subpattern Filter Attribute

Source IP Logon_Fail ~ Source IP
Destination IP Logon_Fail v Destination IP

User Logon_Fail » O User

Insert Attribute: Destination IP v 4
Incident Title: Suser from SsrclpAddr failed to logon to SdestipAddr

Triggered Attributes: Available: Search /33 » Selected:
WLAN Interface Interefence Index = Event Receive Time
Execute Thread Peak Event Type
Session Process Time ms Reporting IP
Tomcat.managér Check Frequency Raw Event Log
Printer Current Supply Level

Printer Supply Name

An analyst is trying to generate an incident with a title that includes the Source IP, Destination IP, User, and Destination Host Name.
They are unable to add a Destination Host Name as an incident attribute.
‘What must be changed to allow the analyst to select Destination Host Name as an attribute?

A. The Destination Host Name must be set as an aggregate item in a subpattern.
B. The Destination Host Name must be added as an Event type in the FortiSIEM.
C. The Destination IP Event Attribute must be removed.

D. The Destination Host Name must be selected as a Triggered Attribute.

Answer: D

Explanation:
For an attribute like Destination Host Name to be used in the incident title, it must first be included in the Triggered Attributes list.
Only attributes listed there are available for substitution in the title template (e.g., $destlpAddr, $srclpAddr).

NEW QUESTION # 34
Refer to the exhibit.



Source IP | Reporting | Reporting  Event User | Application

Device P Type Category
15234 | FWO1 10.1.1.1 _ Togon | Mike DB
21.345 FW02 10.1.1.2) | Logon Bob WebApp
14.12.3.1 FWO1 10.£11 | Logon | Alice SSH

192.168.1.5 | FWO03 |~10.1.1.3 | Logon Alice g,s |

10.1.1.1 FWO1 10.1.1.1 | Logon Fas 3T ILIET
123.123.1.1 FW04 10.1.1.4 Logon Mike SSH
If'you group the events by Reporting Device, Reporting IP, and Application Category, how many results will FortiSIEM display?

A. Four
B. Six
C. Two
D. Five
E. One

Answer: D

Explanation:
Grouping by Reporting Device, Reporting IP, and Application Category yields five unique tuples: (FW01, 10.1.1.1, DB), (FW02,
10.1.1.2, WebApp), (FWO1, 10.1.1.1, SSH), (FWO03, 10.1.1.3, DB), and (FW04, 10.1.1.4, SSH).

NEW QUESTION # 35
Refer to the exhibit.



Rule Properties

Create Rule B x

Step 1: General >  Step 2: Define Condition >  Step 3: Define Action

Condition: If this Pattern occurs within anwacond time window

Paren Subpattern Paren Nex Row

o e Failed_Logon ~ /7 © © v 0 O

ﬂ (me[

SubPattern Properties

I;;;q‘ﬁﬂ]; il I II IE I = x

Name: o Failed_Logon

Filters: Paren Attribute Operator Value Paren Next Row
(=] © Event Type IN ~  Group: Logon Failure (-] @ AND OR 4 T

Aggregate: Paren Attribute Operator Value Paren Hext Row
= © counT(matched Events) > v | valee... e © AND OR 4+ [§

Group By: Attribute Row Move

User o © + 4

Destination IP o © + | 4

Source IP e e + +

= -
An analyst wants the rule shown in the exhibit to trigger when three failed login attempts occur within three minutes.
‘What should the values be for the condition time window and aggregate count?

A. Time window 90 seconds, aggregate count 2
B. Time window 90 seconds, aggregate count 3
C. Time window 180 seconds, aggregate count 2
D. Time window 180 seconds, aggregate count 3

Answer: D

Explanation:
To detect three failed login attempts within three minutes, you must set the aggregate count to 3 in the subpattern and the time
window to 180 seconds in the rule condition. This ensures the rule triggers only if three or more failed logins occur in that timeframe.

NEW QUESTION # 36
Refer to the exhibit.




Automation Policy

Automation Policy

Severity

Action

Settings

Rules:

Time Range:

Affected Items:

Affected Orgs:

Rame  Automation

: Ovtew O mecium [ High

: [ Send Email /5M5/ Webhook to the target users. @’
E Run Remediation/Script g
[ invoke an Integration Policy. Run: no policv[g

D Create Case when an incident is created. w

D Send SHMP message to the destination set in Admin > Settings > Analytics.
D Send XML file over HTTP(S) to the destination set in Admin » Settings > Anolytics,

[ 0pen Remedy ticket using the configuration set in Admin > Settings > Analytics.

[ Inveke Forti&l and update Comments

|:| Do not notify when an incident is cleared manually.

) Do not notify when an incident is cleared by system.

D Do not notify when an incident is cleared automatically.

Remediation/Script Options

Automation Polic

y > Define Script/Remediation

Type: () Legacy Script

@ Remediation Seript

Seript:  Fortinet FortiOs - Block Source IP Fortios via AP w

£ Save « Cancel

Ifa rule containing the autormation policy shown in the exhibit triggers, what will happen?

e A Associated source IP addresses will be blocked on all FortiGate firewalls.

¢ B. Associated source IP addresses will be blocked on devices in the Aviation organization.

e C. Associated source IP addresses will be blocked on two FortiGate firewalls.

¢ D. Associated source IP addresses will be blocked on devices in the Network CMDB group.

Answer: C




Explanation:

The automation policy is configured to run a remediation script named "Fortinet FortiOS - Block Source IP FortiOS via API". It
specifies enforcement on two FortiGate devices: FortiGate508 and FortiGate90D. Therefore, associated source IP addresses will
be blocked on those two FortiGate firewalls only.

NEW QUESTION # 37
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