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Pl PMIERMP: Practica Exam

A Mary will schedule whan the identified rishs are likely 1o happen and allect the project schedule.
B. Mary will utiize the schedule controls and the nature of the schedule Tor the guantitative
analysis of the schedula.

C. Mary wil use the schedule management plan to schedule the risk identification meetings
throughout the remaining project.

D Mary will utilize the schedule cantrols to determing how risks may be allowed to change the
project schedule,

Answer: B

QUESTION NO: 123

A project team member has just identifisd a new profect st The sk event & determined to have
signifigant impact but a low probability in the project. Should he risk event happen itV cavse the
project o be delayed by three weeks, which will cause new risk inthe project. What should the
project manager do with the risk event?

A Add the ideniified risk to a qualily control managament control chart
B. Add the identified risk to the issues log.

. Add the identified risk 1o the risk regiiar

D Add the identified risk 1o the low-level riskwalchBst

Answer: C

QUESTION NO: 124

Yol wark as a project manager for BluaWell Inc. You are working on a project and thea
managemant wants a rapid and cost-allective means for establishing priorities Tor planning risk
responsas in your project. YWhich risk management process can salisly managemant's objectiva
for your project?

A, Hstorcal information
B. Qualtative risk analysis
C. Quanttative analysis
D Ralling wave plansing

Answer: B

QUESTION NO: 125

our arganization has a projeci that is expected to last 20 months but the customer would neally
Eké the propct comphated i 18 months. You hawe worked on Simikar projécts in the past and
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Fortinet FCP_FSM_AN-7.2 Exam Syllabus Topics:

Topic Details

¢ Rules and subpatterns: This section of the exam measures the skills of SOC Engineers and focuses on the

construction and implementation of analytics rules. It involves identifying the different components that
Topic 1 make up a rule, utilizing advanced features like subpatterns and aggregation, and practically configuring
these rules within the FortiSTEM platform to detect security events.

¢ Incidents, notifications, and remediation: This section of the exam measures the skills of Incident

Responders and enconpasses the entire incident management lifecycle. This includes the skills required to
Topic 2 manage and prioritize security incidents, configure policies for alert notifications, and set up automated
remediation actions to contain and resolve threats.

¢ Analytics: This section of the exam measures the skills of Security Analysts and covers the foundational

techniques for building and refining queries. It focuses on creating searches from events, applying grouping
Topic 3 and aggregation methods, and performmng various lookup operations, including CMDB and nested queries
to effectively analyze and correlate data.

e Machine learning, UEBA, and ZTNA: This section of the exam measures the skills of Advanced Security
Architects and covers the integration of modern security technologies. It involves performing configuration
tasks for machine learning models, incorporating UEBA (User and Entity Behavior Analytics) data into
rules and dashboards for enhanced threat detection, and understanding how to integrate ZTNA (Zero
Trust Network Access) principles into security operations.

Topic 4

Fortinet FCP - FortiSIEM 7.2 Analyst Sample Questions (Q12-Q17):

NEW QUESTION # 12
Refer to the exhibit.
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Incident Details

A Server Disk Latency C:\ Critical on THREATSOCDC

a ] o = ® 9

Incident ID :
Incident Title :
Rule Name :

Event Type :
Severity Category :
First Occurred :
Last Occurred :
Category :
Subcategory :
Tacticsy®
Technique :
Organization :
Reporting :
Reporting IP :
Reporting Device Status :

Target :

Detail :

Count :
Incident Status :
Cleared Reason :

Cieared Time :

3984

Server Disk Latency C:\ Critical en THREATSOCDC
Server Disk Latency Critical
PH_RULE_SERVER_DISK_LATENCY_CRIT
"t

33 Minutes ago (Jan 15 2025, D8:07:15 am)

33 Minutes ago (Jan 15 2025, 08:07:15 AM)
Performance

Impact

Impact

Epdpaint Denial of Service: OS5 Exhaustion Flood
Super

ED WIN-RAQBSNWBOVY

€D 10.1.1.33

Pending

€ 10.1.1.33

THREATSOCDC

Disk Name: C:\
Disk Read Latency ms: 100.03ms

Disk Write Latency ms: 1ms

1

Auto Cleared

FRule has not been triggered for 20 minutes

13 Minutes ago (Jan 15 2025, 08:27:17 AM)

How was this incident cleared?

e A. FortiSIEM cleared the ncident automatically after 24 hours.
¢ B. The endpoint was rebooted and sent an all-clear signal to FortiSIEM.
e C. The analyst manually cleared the incident from the incident table.

e D. The incident was cleared automatically by the rule.
Answer: D
Explanation:

The Incident Status shows "Auto Cleared", and the Cleared Reason states: "Rule has not been triggered for 20 minutes." This
indicates that the incident was automatically cleared by the rule logic after a defined period of inactivity.

NEW QUESTION # 13
Refer to the exhibit.



Source IP Reporting | Reporting  Event Application

Device P Type Category
15234 | FWO1 10.1.1.1 3, (Logon DB
21.3.4.5 FwWo02 10.1.1.2%7 Logon WebApp

141231 | Fwo1 10411 | Logon i ?TWE
0B
DB

192.168.1.5 | FWO3 _|¢+10.1.1.3
10.1.1.1 FWO1 10.1.1.1

123.123.1.1 FWp4 10.1.1.4 SSH

If'you group the events by Reporting Device, Reporting IP, and Application Category, how many results will FortiSIEM display?

A. Four
B. One
C. Two
D. Six
E. Five

Answer: E

Explanation:
Grouping by Reporting Device, Reporting IP, and Application Category yields five unique tuples: (FW01, 10.1.1.1, DB), (FW02,
10.1.1.2, WebApp), (FWO1, 10.1.1.1, SSH), (FWO03, 10.1.1.3, DB), and (FW04, 10.1.1.4, SSH).

NEW QUESTION # 14
‘What are two required components of a rule? (Choose two.)

A. Detection Technology
B. Exception policy

C. Clear policy

D. Subpattern

Answer: A,D

Explanation:
A Subpattern defines the specific conditions or event patterns the rule is designed to detect, and the Detection Technology specifies
the type of detection logic (e.g., real-time, historical). Both are essential for a rule to function in FortiSIEM.

NEW QUESTION # 15
Refer to the exhibit.



Subpattern 1

Edit SubPattern M| x
Name: RD®_Connection
Filters: Paren Attribute Operator Yalue Paren Hext Row
e ©  Destination TCP/UDE Port - ~ 38 (-] ARD R 4+ ®
(-] © Event Type - v FortiGate-traffic-forward (-] Q AHD OF 4 T
Aggregate: Paren Attribute Dperator Value Paren Hext Riow
e ©  coUNT(Matched Events) » vy e QMR 4+ W
Group By:  Attribute Row Move
Usér e e
Source IF e o
e -
Subpattern 2

Edit SubPattern
Ll

Filters Paren Attribute Operator Value 'ﬂ‘ Hext Row
-] © Event Type T o ﬂ R 4 F
Aggregate: Paren Attribute Paren Hext Row
-] ©  COUNT[Matched Events) -] © AD Ok 4
Groue By:  Attribute Fow Move
User e e =+ +
Source 1P a o *
6 o °o + &
Rule Conditions
Step 1: General >  Step 2: Define Condition >  Step 3: Define Action
Cendition: I this Pattern oeeurs within any 300 second time window
Paren Subpattern Paren Hext Row
[+ B - | ADE_Connection 4 O @ FOLLOWED_BY » O
o @ Falled_Logon s O @ v O
Given these Subpattern relationships:
Subpattern Attribute Operator  Subpattern Attribute Hext Romw
ROP_Connection v  Lser LI Falled_Logon w  User w  AND w o e
RDP_Connection  ~  Source IP ¥ = v  Falled Logen ~  Source IP - - o o
=

‘Which two conditions will match this rule and subpatterns? (Choose two.)

e A. A user fails twice to log in when connecting through RDP.

e B. A user runs a brute force password cracker against an RDP server.

e C. A user connects to the wrong IP address for an RDP session five times.

e D. A user using RDP over SSL VPN fails to log in to an application five times.

Answer: B,.D




Explanation:

The user initiates an RDP session (Subpattern 1) and then fails to log in multiple times (Subpattern 2 with COUNT(Matched Events)
>=3) - both from the same Source IP and User within 300 seconds.

The brute force attempts typically mvolve a successful RDP connection followed by multiple failed logins, satisfying the sequence and
grouping conditions in the rule.

NEW QUESTION # 16
Which itermrs are used to define a subpattern?

A. Filters, Group By, Threshold definitions
B. Filters, Threshold, Time Window definitions
C. Filters, Aggregate, Time Window definitions
D. Filters, Aggregate, Group By definitions

Answer: D

Explanation:

A subpattern in FortiSIEM is defined using Filters to match specific events, Aggregate conditions to apply statistical thresholds (e.g,,
COUNT), and Group By attributes to segiment data for evaluation. These three components collectively determine how the
subpattern functions.

NEW QUESTION # 17

The world is rapidly moving forward due to the prosperous development of information. Our company is also making progress in
every side. The first manifestation is downloading efficiency. A lot of exam candidates these days are facing problens like lacking of
time, or lacking of accessible ways to get acquainted with high efficient FCP_FSM_AN-7.2 guide question like ours. We emphasize
on customers satisfaction, which benefits both exam candidates and our company equally. By developing and nurturing supetior
customers value, our company has been getting and growing more and more customers. To satisfy the goals of exam candidates, we
created the high quality and high accuracy FCP_ FSM_ AN-7.2 real materials for you. By experts who diligently work to improve
our practice materials over ten years, all content are precise and useful and we make necessary alternations at intervals.
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