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¢ Deployment and Configuration: This section of the exam measures the skills of Network Security Engineers
and covers the ability to identify FortiWeb deployment requirements and configure essential system

) settings. Candidates are expected to set up server pools, security policies, and protected hostnames to

Topic 1 ensure seamless deployment. To maintain operational efficiency, they must also configure FortiWeb high

availability (HA) for fault tolerance and troubleshoot deployment or system-related issues.

¢ Encryption, Authentication, and Compliance: This section of the exam assesses the expertise of Security
Analysts in mitigating web application vulnerabilities through encryption and authentication mechanisirs.
Candidates must configure various access control methods, track user authentication, and prevent attacks
targeting authentication systers. They must also implement SSL inspection and offloading techniques to
enhance security and troubleshoot encryption or authentication-related issues effectively.

Topic 2

¢ Machine Learning (ML): This section tests the skills of Application Security Engineers in leveraging
machine learning to enhance web application security. Candidates will configure machine learning
algorithis to detect anomalies, mitigate bot-based threats, and secure APIs through Al-driven analysis.
Understanding how to fine-tune these ML~based security measures is crucial for ensuring robust
application protection against evolving cyber threats.

Topic 3

¢ Web Application Security: This domain evaluates the ability of Cybersecurity Specialists to implement
advanced threat mitigation strategies using FortiWeb. Candidates must configure the system to block
known attacks, ensure comprehensive web application protection, and troubleshoot threat detection or
mitigation-related issues. Additionally, they are expected to set up API protection mechanisis to secure
web-based mteractions from potential threats.

Topic 4

Fortinet FCP - FortiWeb 7.4 Administrator Sample Questions (Q96-Q101):

NEW QUESTION # 96
Which two configurations are compatible for Wireless Single Sign-On (WSSO)? (Choose two.)

A. A VAP configured for captive portal authentication

B. A VAP configured to authenticate locally on FortiGate
C. A VAP configured for WPA2 or 3 Enterprise

D. A VAP configured to authenticate using a radius server

Answer: C,D

NEW QUESTION # 97
Which of'the following is a common challenge when implementing bot mitigation techniques?

A. Increased server response times

B. Incompatibility with web browsers

C. Lack of support for mobile devices

D. Difficulty in distinguishing between legitimate and malicious bots

Answer: D

NEW QUESTION # 98
Under which circunmstance would you not use compression on FortiWeb?

A. When the server is too heavily tasked.

B. When the available bandwidth is low.

C. When the client Internet connections are slow.
D. When the file is too big for the FortiWeb buffer.

Answer: D



NEW QUESTION # 99
‘What capability can FortiWeb add to your Web App that your Web App may or may not already have?

A. High Availability

B. HTTP/HTML Form Authentication
C. SSL Inspection

D. Automatic backup and recovery

Answer: B

NEW QUESTION # 100
In order for FortiWeb to provide the best possible protection for servers, how should you deploy it?

A. In-line, without FortiGate, deployed in true transparent mode.

B. In-line, behind FortiGate, deployed in reverse proxy mode.

C. In-line, in front of FortiGate, deployed in offline protection mode.
D. In a one-armtopology, deployed in transparent mode.

Answer: B

NEW QUESTION # 101
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