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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q17-Q22):

NEW QUESTION # 17

Youare tasked with deploying a load balancer in Google Cloud that does not terminate sessions arriving from outside the VPC and
that forwards traffic to the organization's internal web servers.

‘Which load balancer type should you deploy?

A. Proxy network load balancer

B. Internal passthrough load balancer
C. External application load balancer
D. External passthrough load balancer
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Answer: D

Explanation:
An external passthrough load balancer forwards traffic without terminating sessions, preserving the original client connection, which is
ideal for forwarding traffic directly to internal web servers.

NEW QUESTION # 18

Your organization is deciding between deploying FortiGate active-passive high-availability (HA) in Google Cloud using either the
software-defined network (SDN) connector or load balancers.

‘What two reasons should your organization choose the SDN connector over the load balancer deployment?

(Choose two.)

A. The SDN connector supports multizone failover.
B. Cost is lower.

C. Failovers are faster because of to API calls.

D. There isess administrative overhead.

Answer: B,.D

Explanation:
Using the SDN comnector avoids additional load balancer costs, making it more cost-effective.
The SDN comnector enables multizone failover by directly managing network routing, which load balancers do not nherently

support.

NEW QUESTION # 19
An organization has decided to deploy an active-active high-availability cluster in Google Cloud.
Which three load balancing features are critical to the successful deployment of the cluster? (Choose three.)

A. The health check used by the internal and the external passthrough network load balancer

B. The symmetric hashing of the internal passthrough network load balancer

C. The forwarding rule for the internal passthrough network load balancer as the next hot for custom routes
D. The session termination of the external passthrough network load balancer

E. The L3 DEFAULT protocol in the forwarding rule of the internal passthrough network load balancer

Answer: A,B,C

Explanation:

Health checks ensure load balancers route traffic only to healthy cluster members.

Forwarding rules act as next hops in routing, directing traffic appropriately within the HA cluster.

Symmetric hashing ensures consistent and balanced traffic distribution across cluster members, critical for active-active deployments.

NEW QUESTION # 20
Refer to the exhibit.
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Which three things happen during a faillover in which the passive FortiGate VM becomes the master cluster member in an active-
passive high-availability (HA) environment? (Choose three.)

e A The health check ensures that incoming traffic to the ephemeral external IP address of the load balancer is forwarded to
the new active cluster member.

e B. The health check status will indicate that the old active cluster member is unhealthy.

e (. The customroute is updated using API calls to forward all traffic to port2 of the new active cluster member device.

¢ D. The health check for the passthrough load balancers forces internal traffic to route to port2 of the new active cluster
member.

¢ E. The Management [P address moves from port3 of the current active member to port3 of the new active cluster member.

Answer: A,B,C

Explanation:

The load balancer health check detects the failure of the old active member and forwards traffic to the new active member.
The health check reflects the status change, marking the previous active as unhealthy.

API calls update custom routes to redirect traffic to the new active cluster member's internal interface (port2).

NEW QUESTION # 21
A cloud administrator is tasked with protecting web applications hosted in Google Cloud.
Which three cloud offerings can the administrator use to accomplish the task? (Choose three.)

A. FortiWeb Cloud

B. FortiWeb VM

C. Google Cloud IAM
D. Google Cloud Run
E. Google Cloud Armor

Answer: A.B.E

Explanation:

FortiWeb VM is a web application firewall (WAF) deployed on Google Cloud to protect web apps.
Google Cloud Armor provides DDoS and application-level protection.

FortiWeb Cloud offers cloud-native WAF services to protect applications hosted in Google Cloud.



NEW QUESTION # 22
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