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30. Frage 
Refer to the exhibit.
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Which two statements about FortiWeb instances deployed in Google Cloud are true?

A. You can deploy FortiWeb using pay-as-you-go or bring-your-own-license.
B. You can configure the FortiWeb instance with only one network interface.
C. By default, you can access FortiWeb using HTTPS on port 443.
D. You can change the operation mode of FortiWeb.

Antwort: A,D

Begründung:
FortiWeb's operation mode can be changed, such as between reverse proxy and transparent modes, to suit different deployment
scenarios.
FortiWeb in Google Cloud supports flexible licensing models, including pay-as-you-go and bring-your-own- license (BYOL).

31. Frage 
Refer to the exhibit.

Which action must the administrator take to route traffic from VPC B to VPC A?



A. The administrator must deploy a FortiGate VM with at least three network interfaces.
B. The administrative must configure a custom route in VPC B and point the gateway to VPC A.
C. The administrator must create a new VPC peering connection between VPC A and VPC B.
D. The administrator must configure a custom route in VPC B and point the gateway to the VPC peering service.

Antwort: A

Begründung:
Because VPC peering is non-transitive, traffic cannot route from VPC B to VPC A via VPC C. To enable routing between VPC A
and VPC B through VPC C, a FortiGate VM with multiple network interfaces can act as a firewall/router to manage traffic between
the three VPCs.

32. Frage 
Google Cloud network services offer vast functionality and inter-connectivity between the cloud and on- premises networks.
Which three additional functions does FortiGate offer when deployed in Google Cloud to complement the native services offered by
Google Cloud? (Choose three.)

A. Web filtering
B. SSL VPN
C. Secure SD-WAN with application visibility
D. SSL inspection
E. OSPF over IPSec

Antwort: B,C,D

Begründung:
FortiGate provides SSL VPN capabilities for secure remote access.
It offers SSL inspection to decrypt and inspect encrypted traffic for threats.
FortiGate supports Secure SD-WAN with deep application visibility and control, enhancing network performance and security
beyond native Google Cloud services.

33. Frage 
An administrator is tasked to deploy two FortiGate devices in two different zoned to achieve geographical redundancy.
Which two architectural considerations must the administrator address? (Choose two.)

A. The FortiGate devices must not be deployed in the same VPC.
B. The FortiGate devices cannot be assigned the second IP address in the subnets that they are deployed in.
C. The FortiGate devices can be deployed in the same subnet.
D. The FortiGate devices must be deployed in two different regions.

Antwort: B,D

Begründung:
Deploying FortiGate devices in different regions ensures geographic redundancy.
The second IP address in a subnet is reserved for the default gateway in Google Cloud, so FortiGate devices cannot use that IP.

34. Frage 
Refer to the exhibit.



Which two types of traffic flow must the FortiGate cluster inspect, if the client at 198.51.100.10 sends traffic to the Workload A
instance? (Choose two.)

A. South-bound
B. East-bound
C. West-bound
D. North-bound

Antwort: A,B

Begründung:
South-bound traffic refers to traffic coming from outside the network (the client 198.51.100.10) into the internal environment.
East-bound traffic refers to traffic moving laterally within the internal network, such as between VPCs or workloads, which the
FortiGate cluster can inspect for internal threats.

35. Frage
......
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