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NEW QUESTION # 20
Refer to the exhibit.
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Google Cloud Fabric Connector

FortiGate-VM64-GCP # gcp: add GCP Lab

gcpd sdn connector GCP Lab prepare to update

gcpd get token

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/instance/service-accounts/default/token
gcpd metadata result:200

Token expires in: 3599 seconds

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/project/project-id

gcpd metadata result:200

gcpd got project id from metadata: fcp-fcss-course-development

gcpd sdn connector GCP Lab start updating

gcpd sdn connector GCP Lab got empty project list, trying sdn update from metadata project: fcp-fcss-course-development
gcpd sdn connector GCP Lab get instance list suceessfully

gcpd didn't find any GKE cluster for project fcp-fcss-course-development

gcpd sdn connector GCP Lab list GKE cluster failed

GCP Lab got 3 addresses

gcpd sdn connector GCP Lab start updating IP addresses

gcpd sdn connector GCP Lab finish updating desses EII—DH

An administrator configured GoogleCloud as an external fabric connector on FortiGate.
‘Which conclusion can you draw from the output?

A. The external fabric connector shows that an administrator created three dynamic firewall addresses.
B. The external fabric connector found multiple IP addresses assigned to Google Cloud instances.

C. The external fabric connector is misconfigured.

D. The external fabric connector is unable to find a valid Google Cloud project.

Answer: B

Explanation:
The output shows the connector successfully retrieved project information and instance IP addresses (GCP Lab got 3 addresses),
indicating it found multiple IPs assigned to Google Cloud instances.

NEW QUESTION # 21

Your organization is running an application in their shared services virtual public cloud (VPC) and must control network access
natively in the cloud.

How can your organization meet this requirement?

A. Create a firewall policy for the entire VPC that allows access from all networks.
B. Create IAM access to allow access from specified resources only.

C. Create another VPC in front of the shared services VPC and deploy FortiGate.
D. Create a firewall rule that allows access to the application instance only.

Answer: D

Explanation:
Creating specific firewall rules that restrict access directly to the application instance allows precise native network access control
within the shared services VPC.

NEW QUESTION # 22
Refer to the exhibit.
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Which three things happen during a faillover in which the passive FortiGate VM becomes the master cluster member in an active-
passive high-availability (HA) environment? (Choose three.)

¢ A The health check status will indicate that the old active cluster member is unhealthy.

¢ B. The health check for the passthrough load balancers forces internal traffic to route to port2 of the new active cluster
memnber.

e C. The health check ensures that incoming traffic to the ephemeral external IP address of the load balancer is forwarded to
the new active cluster member.

e D. The customroute is updated using API calls to forward all traffic to port2 of the new active cluster member device.

¢ E. The Management [P address moves from port3 of the current active member to port3 of the new active cluster member.

Answer: A,C,D

Explanation:

The load balancer health check detects the failure of the old active member and forwards traffic to the new active member.
The health check reflects the status change, marking the previous active as unhealthy.

API calls update custom routes to redirect traffic to the new active cluster member’s internal interface (port2).

NEW QUESTION # 23

Youare tasked with deploying a load balancer in Google Cloud that does not terminate sessions arriving from outside the VPC and
that forwards traffic to the organization's internal web servers.

Which load balancer type should you deploy?

A. Proxy network load balancer

B. External application load balancer
C. External passthrough load balancer
D. Internal passthrough load balancer

Answer: C

Explanation:
An external passthrough load balancer forwards traffic without terminating sessions, preserving the original client connection, which is
ideal for forwarding traffic directly to internal web servers.



NEW QUESTION # 24
Refer to the exhibit.
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An administrator is troubleshooting network connectivity issues between two VMs deployed in Google Cloud.

One VM is a FortiGate located in the subnet "wan' that is part of the VPC "e-commerce". The other VM is a Windows server
located i subnet "servers", which is also in the "e-commerce" VPC.

‘What are two reasons you cannot pint the Windows server from FortiGate? (Choose two.)

A. The default Google Cloud firewall policy does not allow this traffic.

B. The Windows firewall is blocking the traffic.

C. ICMP traffic is blocked between Google Cloud subnets by default.

D. Add a Google Cloud firewall rule to allow ICMP traffic inbound to the Windows firewall VM.

Answer: B,.D

Explanation:

Google Cloud firewall rules are stateful and, by default, do not allow [CMP traffic; you must explicitly allow [CMP inbound traffic to
the Windows VM.

The Windows VM's own firewall might block ICMP traffic, preventing ping responses.

NEW QUESTION # 25
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