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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q31-Q36):
NEW QUESTION # 31 
You need to deploy a new Windows server in Google Cloud to offload web traffic from an existing web server in a different zone.
As the customer, which two actions must you take to secure the new ComputeEngine instance? (Choose two.)

A. Implement a web application firewall.
B. Configure Google Cloud IAM to limit Windows administrator access.
C. Change the proxy load balancer to an application load balancer.
D. Assign firewall rules to the compute engine instance.

Answer: B,D

Explanation:
Assigning firewall rules controls network traffic to the instance, protecting it from unauthorized access.
Configuring IAM to limit administrative access ensures only authorized users can manage the Windows server, enhancing security.

NEW QUESTION # 32 
You have been tasked with deploying an active-active FortiGate high-availability cluster in Google Cloud.
How can you ensure that traffic will flow symmetrically?

A. Google Cloud performs NAT on incoming traffic for external passthrough network load balancers. No action is needed.
B. Enable the layer 3 unified threat management scanning feature on FortiGate.
C. Deploy internal passthrough network load balancers on both sides of the cluster they support symmetric hashing.
D. There is no need to ensure traffic symmetry because FortiGate can effectively inspect asymmetric traffic.

Answer: C

NEW QUESTION # 33 
Your organization has deployed an active-active high-availability (HA) FortiGate cluster in Google Cloud.
You have noticed a significant increase in asymmetrical traffic flow.
Which two actions can you take to mitigate the issue? (Choose two.)

A. Enable the layer 3 unified threat management (UTM) scanning feature if the FortiGate devices are on ForiOS 6.4 or later.
B. Enable destination NAT for ingress traffic.
C. Enable source NAT for ingress traffic.
D. Enable symmetric hashing on the external load balancer.

Answer: C,D

Explanation:
Enabling source NAT ensures consistent source IPs, promoting symmetric traffic flow.
Symmetric hashing on the load balancer helps distribute traffic flows evenly and consistently across cluster members, reducing
asymmetric routing.

NEW QUESTION # 34 
Refer to the exhibit.
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An administrator is troubleshooting network connectivity issues between two VMs deployed in Google Cloud.
One VM is a FortiGate located in the subnet "wan" that is part of the VPC "e-commerce". The other VM is a Windows server
located in subnet "servers", which is also in the "e-commerce" VPC.
What are two reasons you cannot pint the Windows server from FortiGate? (Choose two.)

A. ICMP traffic is blocked between Google Cloud subnets by default.
B. Add a Google Cloud firewall rule to allow ICMP traffic inbound to the Windows firewall VM.
C. The Windows firewall is blocking the traffic.
D. The default Google Cloud firewall policy does not allow this traffic.

Answer: B,C

Explanation:
Google Cloud firewall rules are stateful and, by default, do not allow ICMP traffic; you must explicitly allow ICMP inbound traffic to
the Windows VM.
The Windows VM's own firewall might block ICMP traffic, preventing ping responses.

NEW QUESTION # 35 
Refer to the exhibit.

Which action must the administrator take to route traffic from VPC B to VPC A?



A. The administrator must configure a custom route in VPC B and point the gateway to the VPC peering service.
B. The administrative must configure a custom route in VPC B and point the gateway to VPC A.
C. The administrator must create a new VPC peering connection between VPC A and VPC B.
D. The administrator must deploy a FortiGate VM with at least three network interfaces.

Answer: D

Explanation:
Because VPC peering is non-transitive, traffic cannot route from VPC B to VPC A via VPC C. To enable routing between VPC A
and VPC B through VPC C, a FortiGate VM with multiple network interfaces can act as a firewall/router to manage traffic between
the three VPCs.

NEW QUESTION # 36
......
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