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NEW QUESTION # 22
‘Which output was taken on a VM running in Azure?

C:\Users\azadmiryarp -3 =1
Interface: 192.168.0.5 --- @x2
Internet Address Physical Address Type
192.168.0.1 12-34-56-78-9A-BC dynamic
192.168.0.255 ff-ff-ff-ff-ff-ff static
224.9.0.2 21-00-85-00-00-82 static
° A
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C:\Users\azadmin>arp -a

Interface: 10.8.1.5 --- @x2
Internet Address Physical Address Type
10.0.1.1 dB-34-99-c5-0A-BC  dynamic
10.0.1.255 fF-FF-FF-Ff-FF-Ff static
224.8.90.2 . 21-80-85-00-28-82 static

C:\Users\azadmin>arp -a

Interface: 172.16.08.5 --- @x2
Internet Address Physical Address Type
172.16.0.1 AB-Ce-12-34-F6:78 1 TVfiEmiz
172.16.0.255 ff-ff-ff-ff-ff-¥f static
224.0.0.2 2l-ee-e5-00-00-02 static

|C:\Users\azadmin>arp -a

| Interface: 10.0.1.5 --- 0x2
Internet Address Physical Address Type

10.0.1.1 ©1-23-45-67-89-AB dynamic
10.6.1.255 ff-ff-ff-ff-ff-ff static
224.0.0.2 @l1-ee-e5-ee-ee-02 static
e D
Answer: B
Explanation:

Azure assigns MAC addresses in a specific Organizationally Unique Identifier (OUI) range. The MAC addressd8-34-99-c¢5-0A-
BCbegins withd8-34-99, which is a Microsoft-assigned OUI used in Azure virtual networks. This strongly indicates the output was
taken froma VM running in Azure.

NEW QUESTION # 23

A Linux server was deployed in a protected subnet with a dynamic IP address. A FortiGate VM in the internal subnet provides
traffic filtering to it. and you must implement a firewall policy using the IP address of the Linux server.

Which feature could help integrate FortiGate using Linux server tags?

A. Targets Management

B. Microsoft Entra ID

C. Service Fabric Cluster

D. Software-defined network (SDN) connector

Answer: D

Explanation:

TheSoftware-defined network (SDN) connectorallows FortiGate to dynamically pull metadata such astags, IP addresses, and
resource groupsfrom Azure resources. This enablesautomatic policy updatesbased on dynamic IP changes, such as those of a Linux
server in a protected subnet.

NEW QUESTION # 24
You want to take advantage of Azure availability zones for your cloud-based Fortinet deployment.
‘Which two benefits do Azure availability zones provide? (Choose two.)

¢ A Protect applications and data through high availability with fault isolation and redundancy
¢ B. Enhanced protection for application and data in a single Azure region
e C. Improve database performance and reliability



¢ D. Protect applications and data across muiltiple Azure regions
Answer: A,B

Explanation:

Enhanced protection for application and data in a single Azure region - Availability Zones provide physical separation of
infrastructure within a single Azure region, protecting against datacenter- level failures.

Protect applications and data through high availability with fault isolation and redundancy - They offer fault isolation and redundancy,
enabling high availability for applications and services by distributing them across muiltiple zones within the same region.

NEW QUESTION # 25
What is a key distinction between Azure Firewall and FortiGate VM in terns of their primary functions?

¢ A. Aare Firewall is designed exclusively for application layer filtering, while FortiGate VM is suitable for both on-premises
and cloud environments.

¢ B. Azure Firewall is a cloud-native network security service, while FortiGate VM is a network virtual appliance (NVA) that
provides comprehensive security fimctions.

¢ C. Aare Firewall focuses on network traffic inspection, while FortiGate VM is primarily a web application firewall.

¢ D. Azre Firewall and FortiGate VM have identical primary finctions, and no features differentiation.

Answer: B

Explanation:

Azre Firewallis acloud-native, fully managednetwork security servicedesigned to control and log network traffic using Azure
policies. In contrast, theFortiGate VMis anetwork virtual appliance (NVA)that delivers comprehensive security features, including
firewalling, IPS, antivirus, VPN, and application control, suitable forboth on-premises and cloud deployments.

NEW QUESTION # 26
What characterizes the branch-to-branch topology in an Azure virtual WAN?

A. Simplified network architecture with reduced hub dependencies

B. Enhanced security through centralized traffic management

C. Increased redundancy through multiple connections to the central hub
D. Improved scalability for branch offices connecting to Azure

Answer: D

Explanation:

Thebranch-to-branch topologyin Azure Virtual WAN is characterized bydirect connectivity between branchesthrough the Virtual
WAN backbone, whichreduces dependency on centralized hubs. This results in asimplified network architecture, lowering latency
and optimizing routing between branch locations.

NEW QUESTION # 27
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