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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q76-Q81):

NEW QUESTION # 76
Which Azure service provides distributed denial of service (DDoS) protection by monitoring and mitigating potential threats?
Response:

A. Azure Sentinel

B. Azure DDoS Protection

C. Azure Firewall

D. Azure Application Gateway

Answer: B

NEW QUESTION # 77
How do site-to-site VPN comnnections finction in Azure when tegrated with FortiGate appliances?
Response:

A. Through secure tunnels established between sites
B. By using public internet endpoints exclusively

C. By encrypting data at the application layer

D. Through API-based configuration updates

Answer: A

NEW QUESTION # 78
What feature of FortiGate"s Azure deployment is crucial for protecting against external threats?
Response:

A. Next-generation firewall capabilities
B. Virtual patching

C. Gateway antivirus

D. Load balancing

Answer: A

NEW QUESTION # 79
Refer to the exhibits.
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FortiGate sniffer output

Using Original Sniffing Mode
interfaces=[any]
filters=[port 88]

2.727149 sriovslve out 10.0.8.4.15848 -»

2.727141 port1 out 18.8.08.4.15848 -> 168.

2.727743 port1 in 168.63.129.16.88 -> 18.

FGTLab-FGT-A # diagnose sniffer packet any 'port 88" 4

63.129.16.808: syn 2787271889
168.63.129.16.88: syn 2787271009
B8.8.4.15848: syn 2252873112 ack 2787271818

22119 I, 5848 -> 168.
=g JF2779 F o E .8.4.15848
2,'??«%' poir quI j, "8.4.15848 -> 1681
2.727834 sriovslve out 10.8.8.4.15848 ->
2.729649 port1 in 168.63.129.16.88 =» 18.
2.729678 portl out 18.8.08.4.15848 -> 168.
2.729672 sriovslvB out 18.8,8.4.15848 ->
2.729678 portl in 168.63.129.16.88 -> 18.
2.729688 portl out 18.8.8.4.15848 -> 168.
2.729698 sriovslvl out 18.8.8.4.15848
2.729728 portl out 18.8.8.4.15848 -> 168.
2.7297308 sriovslvd out 18.8.8.4.15848 ->

63.129.16.80: ack 2252873113

168.63.129.16.88: ack 2252873113

63.129.16.88: psh 2787271818 ack 2252873113
168.63.129.16.80: psh 2787271818 ack 2252873113
B.8.4.15848: 2252873113 ack 2787271142
63.129.16.88: ack 2252874541

168.63.129.16.88: ack 2252874541

8.8.4.15848: psh 2252874541 ack 2787271142
63.129.16.88: ack 2252875391

168.63.129.16.88: ack 2252875391

63.129.16.88: fin 2787271142 ack 2252875391
168.63.129.16.88: fin 2787271142 ack 22528753M

-
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ForliGate sniffer output

FGTLab-FGT-A # diagnose sniffer packet any “port 22° 4
Using Original Sniffing Mode -
interfaces=[any) FisRATINEY
filters=[port 22]

*C

B packets received by filter
8 packets dropped by kerpel

FGTLab-FGT-A #
FGTLah-FGT-A #
FGTLab-FGT-A #
FGTLab-FGT-A #

A high availability (HA) active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed
with a default setup to filter traffic to a Linux server running Apache server.

Ports 80 and 22 are open on the Linux server, and on FortiGate a VIP and firewall policy are configured to allow traffic through
ports 80 and 22. Traffic on port 80 is successful, but traffic on port 22 is not detected by FortiGate.

What configuration changes could you perform to allow SSH traffic?

¢ A. Add a new Inbound NAT rule

¢ B. Add a new Azure load balancing rule

e C. Configure a customized port under the Frontend IP configuration
¢ D. Include the Linux server in the back-end pool options

Answer: A

Explanation:

Since port 80 traffic is reaching the FortiGate (as shown in the sniffer output) but port 22 traffic is not, the issue lies before the
FortiGate, at the Azure Load Balancer level. Azure Load Balancers require an Inbound NAT rule to forward specific ports (like
SSH on port 22) to a specific backend VM. Creating a new Inbound NAT rule for port 22 will allow SSH traffic to be properly
routed to the FortiGate VM.

NEW QUESTION # 80
‘Why would an organization use Azure Route Server in a hybrid cloud scenario?
Response:

e A. To ensure data compliance across borders

¢ B. To provide faster access to cloud resources

e C. To manage routing between Azure and on-premises environments
e D. To enhance the security of on-premises devices

Answer: C



NEW QUESTION # 81
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