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Fortinet FCSS_EFW_AD-7.4 Prüfungsplan:

Thema Einzelheiten

Thema 1

VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure IPsec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and
dynamic connectivity.

Thema 2

Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.
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Thema 3

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate communication between different networks, ensuring efficient traffic flow
across enterprise environments.

Thema 4

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systems (IPS) to monitor and
mitigate threats within enterprise networks.

Thema 5

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.
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Prüfungsfragen mit Lösungen (Q66-Q71):
66. Frage 
Which two statements about the Security Fabric are true? (Choose two.)

A. Only FortiGate devices with configuration-sync sel to Local receive and synchronize the global CMDB objects that the
root FortiGate sends.
B. FortiGate uses the FortiTelemetry protocol to communicate with FortiAnalyzer.
C. Each member of the Security Fabric maintains the shared Security Fabric map.
D. Only the root FortiGate collects network topology information and forwards it to FortiAnalyzer.
E. Each FortiGate device in the Security Fabric must have bidirectional FortiTelemetry connectivity.

Antwort: D,E

67. Frage 
Refer to the exhibit, which contains a partial command output.
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The administrator has configured BGP on FortiGate. The status of this new BGP configuration is shown in the exhibit.
What configuration must the administrator consider next?

A. Enable ebgp-enforce-multihop.
B. Configure the local AS to 65300.
C. Configure a static route to 100.65.4.1.
D. Contact the remote peer administrator to enable BGP

Antwort: A

Begründung:
From the BGP neighbor status output, the key issue is that BGP is stuck in the "Idle" state, meaning the FortiGate is unable to
establish a BGP session with its peer 100.65.4.1 (Remote AS
65300).
The output also shows:
"Not directly connected EBGP" This means the BGP peer is not on the same subnet, requiring multihop BGP.
"Update source is Loopback" Since a loopback interface is used, FortiGate must be configured to allow BGP neighbors over
multiple hops.
To resolve this issue, the administrator must enable ebgp-enforce-multihop, which allows BGP sessions to be established even when
the neighbors are not directly connected.

68. Frage 
Which security feature is most commonly enabled on DCFW firewalls to protect servers in a data center?

A. Antivirus
B. Web filtering
C. Application control
D. IPS

Antwort: D

69. Frage 
An administrator has configured a dial-up IPsec VPN with one phase 2, extended authentication (XAuth) and IKE mode
configuration.
The administrator has also enabled the IKE real time debug:
diagnose debug application ike-1
diagnose debug enable
In which order is each step and phase displayed in the debug output each time a new dial-up user is connecting to the VPN?

A. Phase1; XAuth; phase 2; IKE mode configuration.
B. Phase1; IKE mode configuration; phase 2; XAuth.
C. Phase1; IKE mode configuration; XAuth; phase 2.
D. Phase1; XAuth; IKE mode configuration; phase2.

Antwort: D



70. Frage 
Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.)

A. The FortiGuard license for the primary unit is updated.
B. A secondary unit is removed from the HA cluster.
C. Primary unit stops sending HA heartbeat keep alives.
D. One of the monitored interfaces in the primary unit is disconnected.

Antwort: C,D

71. Frage
......
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