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Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q74-Q79):

NEW QUESTION # 74

An administrator configured FGSP cluster members to encrypt the session synchronization. When the administrator takes a sniffer
trace on the dedicated interface for the synchronization, the sniffer trace shows UDP packets only.

Which two reasons could cause the sniffer to capture only UDP packets? (Choose two.)

® A encryption is not set to enable on both members.

¢ B. The encryption is encapsulated in UDP packets.

¢ (. The administration has not configured the SESSYNC 1 tunnel
¢ D. The psksecret value does not match.

Answer: A,D

NEW QUESTION # 75
Which two statements about OCVPN are true? (Choose two.)

A. Only root vdom supports OCVPN.

B. OCVPN offers only Hub-Spoke VPNS.

C. FortiGate devices under different FortiCare accounts can be used to form OCVPN.
D. OCVPN supports static and dynamic IPs in WAN interface.

Answer: A,D

NEW QUESTION # 76

A company that acquired multiple branches across different countries needs to install new FortiGate devices on each of those
branches. However, the IT stafflacks sufficient knowledge to implement the initial configuration on the FortiGate devices.

Which three approaches can the company take to successfully deploy advanced initial configurations on remote branches? (Choose
three.)

A. Apply Jinja in the FortiManager scripts for large-scale and advanced deployments.

B. Use provisioning templates and mstall configuration settings at the device layer.

C. Use the Global ADOM to deploy global object configurations to each FortiGate device.

D. Add FortiGate devices on FortiManager as model devices, and use ZTP or LTP to connect to FortiGate devices.
E. Use metadata variables to dynamically assign values according to each FortiGate device.

Answer: B,D,E

Explanation:

Use metadata variables to dynamically assign values according to each FortiGate device:

Metadata variables in FortiManager allow device-specific configurations to be dynamically assigned without manually configuring
each FortiGate. This is especially useful when deploying multiple devices with similar base configurations.

Use provisioning templates and mstall configuration settings at the device layer:

Provisioning templates in FortiManager provide a structured way to configure FortiGate devices.

These templates can define interfaces, policies, and settings, ensuring that each device is correctly configured upon deployment.
Add FortiGate devices on FortiManager as model devices, and use ZTP or LTP to connect to FortiGate devices:

Zero-Touch Provisioning (ZTP) and Local Touch Provisioning (LTP) help automate the deployment of FortiGate devices. By adding
devices as model devices in FortiManager, configurations can be pushed automatically when devices connect for the first time,
reducing manual effort.

NEW QUESTION # 77
Refer to the exhibits.



Network topology
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Output from the command config system ha

FortiGate_A # config system ha
FortiGate_A # show
config system ha
set group-name “Fortinet”

—~ e a-p Y
F '"Hrﬁﬁiﬁ?«fm_@ ENG /EXx5WiX6
set hbdev-‘port3” 0
set session-pickup enable
set override disable
set priority 200
set pingserver-monitor-interface "port4"

end

A network diagram and the output from the command config system ha are shown.
The administrator has configured the cluster with the commands shown in the exhibit.
‘Why is the HA cluster not forming?

¢ A. The administrator must reconfigure the cluster in FGSP mode.

¢ B. The admmistrator must reconfigure the heartbeat interface.

¢ (. The administrator must reconfigure the monitor interface.

¢ D. The administrator must reconfigure the cluster in active-active mode.

Answer: B

NEW QUESTION # 78
Refer to the exhibit, which shows a network diagram.
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FortiGate_2
An admmnistrator would like to modify the MED value advertised from FortiGate 1 to a BGP neighbor in the autonomous system
30.

‘What must the administrator configure on FortiGate 1 to implement this?

o A prefix-list-out



¢ B. network-import-check
e C. route-map-out
e D. distribute-list-out

Answer: C

Explanation:

TheMulti-Exit Discrimmnator (MED)is aBGP attributeused to influence the preferred path for incoming traffic from an external
autonomous system (AS). The diagram shows that FortiGate 1 advertisesMED 200, while FortiGate 2 advertisessMED 300,
meaningthe ISP will prefer the route through FortiGate 1because alower MED is preferredin BGP.

To modify theMED valueon FortiGate 1 for routes advertised to AS 30, the administrator must configure a route-map-out. A route
map canmatch specific routesandset the MED valuebefore sending themto the BGP neighbor.

NEW QUESTION # 79
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