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¢ VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure [Psec VPN with IKE version 2 to establish encrypted connections. The section also includes the

Topic 1
ol implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and
dynamic connectivity.
¢ Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
Topic 2 expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway

Protocol (BGP) to facilitate commumication between different networks, ensuring efficient traffic flow
across enterprise environments.

¢ System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Topic 3 Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

¢ Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain

Topic 4
ol consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.
o Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL. and SSH inspections. Candidates will learn to
Topic 5 apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance

network security. The section also covers integrating Intrusion Prevention Systens (IPS) to monitor and
mitigate threats within enterprise networks.

Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q16-Q21):

NEW QUESTION # 16

An admmnistrator is deploying APs that are connecting over an IPsec network. All APs have been configured to connect to FortiGate
manually. FortiGate can discover the APs and authorize them

However, FortiGate is unable to establish CAPWAP tunnels to manage the APs.

‘Which configuration setting can the admmistrator perform to resolve the problem?

A. Assign a custom AP profile for the remote APs with the set mpls-connection option enabled
B. Enable CAPWAP administrative access on the [Psec interface

C. Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation

D. Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version

Answer: D

NEW QUESTION # 17
Which two statements about the use of digital certificates are true?

A. The end entity's certificate can only be created by an intermediate C

B. An intermediate CA can sign server certificates

C. An intermediate CA can validate the end entity certificate signed by another intermediate CA
D. An intermediate CA can sign another intermediate CA certificate

Answer: C,D



NEW QUESTION # 18

A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when accessing any
website.

The admmnistrator executes the following debug commands and observes that the n-dns-timeout counter is increasing;

fdiagnose test application wad 2200
f#diagnose test application wad 104

R &

mﬁ%:bma = fails= 2 neodpos timeout=875

n_dns_success=0

n_snd_retries=0- n.snd_fails=0 n_snd_success=0 n_dns_overflows=)
n_build_fails=0

What should the administrator check to fix the problem?

A. That DNS traffic from client workstations is allowed by the explicit web proxy policies.
B. That DNS service is enabled in the explicit web proxy interface.

C. The connectivity between the client workstations and the DNS server.

D. The connectivity between the FortiGate unit and the DN'S server.

Answer: D

NEW QUESTION # 19
Refer to the exhibit.



Routing table on FortiGate_A

FortiGate A # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGP VPNv4
* - candidate default

Routing table for VRF=0
S*  0.0.0.0/0 [10/0] via 10.1.0.254, port1, [1/0]
C 10.1.0.0/24is directly connected, portl

ected, port3
F&: _@h /' [2 a 10.1.0.254 (recursive is directly connected, port1), 00:39:45, [1/0]

172.16.1.252/30 (200/0] via 10.1.0.1 (recursive is directly connected, port1), 00:42:48, [1/0]
C 172.16.100.0/24 is directly connected, port8

Routing table on FortiGate_B

FortiGate B # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, NZ - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i-1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGP VPNv4
* - candidate default

Routing table for, VRF=0

S* 0.0.0.0/0[10/0] via 10.1.0.254, portl, [1/0]

S 4.2.2.2/32[10/0] via 10.1.5.254, port4, [1/0]

10.1.0.0/24 is directly connected, port1

10.1.4.0/24 [200/0] via 10.1.0.100 (recursive is directly connected, port1), 00:41:02, (1/0]
10.1.5.0/24 is directly connected, port4

100.64.1.0/24 [200/0] via 10.1.0.254 (recursive is directly connected, port1), 00:38:14, [1/0]
172.16.1.248/30 is directly connected, CO

172.16.1.252/30 is directly connected, AQO

172.16.100.0/24 is directly connected, port8

NAONOeEMmoNn

The routing tables of FortiGate A and FortiGate B are shown. FortiGate A and FortiGate B are in the same autonomous system
The administrator wants to dynamically add only route172.16.1.248/300n FortiGate A.
‘What must the administrator configure?

A. The prefix 172.16.1.248/30 in the BGP Networks section on FortiGate B
B. Enable Redistribute Connected in the BGP section on FortiGate B.

C. A BGP route map in for 172.16.1.248/30 on FortiGate A

D. A BGP route map out for 172.16.1.248/30 on FortiGate B

Answer: D

Explanation:
FortiGate A and FortiGate B are in thesame autonomous system (AS), andFortiGate _Adoesnot currently have route
172.16.1.248/30in its routing table. However, FortiGate B has this routeas a connected route.




To dynamically advertiseonlyl 72.16.1.248/30 fromFortiGate B to FortiGate A, the administrator must configure aBGP route map
outonFortiGate Bthat specifically permitsonlythis prefix.

A BGP route map out on FortiGate Bcontrols which routes FortiGate B advertises to FortiGate A. Ifno filtering is applied,
FortiGate B might advertiseall BGP-learned and connected routes, which is not what the administrator wants. The route map should
include aprefix-listthat explicitlyallows only172.16.1.248/30 and denies everything else.

NEW QUESTION # 20
Which two tasks are autormated using the Install Wizard on FortiManager? (Choose two.)

A. Adding devices to FortiManager.

B. Importing interface mappings from managed devices.

C. Installing configuration changes to managed devices.

D. Previewing pending configuration changes for managed devices.

Answer: C,D

NEW QUESTION # 21
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