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Thema 1

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

Thema 2

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate comnumnication between different networks, ensuring efficient traffic flow
across enterprise environments.

Thema 3

Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.

Thema 4

VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure [Psec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and

dynamic connectivity.

Them 5

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systens (IPS) to monitor and
mitigate threats within enterprise networks.
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Priifungsfragen mit Losungen (Q74-Q79):

74. Frage
View the exhibit, which contains a session entry, and then answer the question below.

Antwort: B,C

What statements are correct regarding this session? (Choose two.)

1 tuples=2

A. This is a TCP session that was blocked by firewall policy ID 0.
B. This session terminates or originates in the FortiGate device.

C. Itis a TCP sessionin SYN SENT state.

D. It is an UDP session that has seen traffic flow both ways.



75. Frage
Refer to the exhibit, which shows a partial web filter profile configuration.
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Which action will FortiGate take if'a user attempts to access www.dropbox.com, which is categorized as File Sharing and Storage?

A. FortiGate will allow the connection, based onthe URL Filter configuration.

C. FortiGate will block the connection as an invalid URL.

Antwort: A

76. Frage

Examine the output of the 'diagnose sys session list expectation' command shown in the exhibit; then answer the question below.

B. FortiGate will exempt the connection, based on the Web Content Filter configuration.

D. FortiGate will block the connection, based on the FortiGuard category based filter configuration.




FTHA
- |

‘packets/allov @R :
->post el W - 3
ct=ghlal P10 . »1.121.38:0 e1.1:6042¢

dd mode=0

Which statement is true regarding the session in the exhibit?

A. it 1s for management traffic terminating at the FortiGate.

B. it was created by the FortiGate kernel to allow push updates from FortiGuard.
C. it is for traffic originated from the FortiGate.

D. it was created by a session helper or ALG.

Antwort: D

77. Frage
Which statements regarding banned words are correct? (Choose two.)

A. Content is automatically blocked if a single instance of a banned word appears.

B. The FortiGate updates banned words on a periodic basis.

C. Banned words can be expressed as simple text, wildcards and regular expressions.

D. The FortiGate can scan web pages and email messages for instances of banned words.

Antwort: C,.D

78. Frage
Refer to the exhibits. The exhibits show a network topology, a firewall policy, and an SSI/SSH inspection profile configuration.
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Firewall policy on FortiGate

DCFW ¢ sh firewall policy 3

config firewall polic

edic 3

set{game "To Linux Servers®™

set uuid bf77d5%e-5513-51ef-147d-e35066c267e9
set srcintf "porcl®™

set dstintf "porca"™

Set ACTion accept §“-H"|'|nE'|
set srcaddr "all"

set datadadri "10L1.%9."

set schedule "always”™

set serxvice "ALL"™

Set utm-status enable

set inspection-mode proxy

set ssl-ssh-profile “"deep-inspection”
set ips-senscr "IPS Monitor"™

set logtraffic all

nextc

end

Why is FortiGate unable to detect HTTPS attacks on firewall policy ID 3 targeting the Linux server?

¢ A. The administrator must enable SSL inspection of the SSL server and upload the certificate of the Linux server website to
the SSL/SSH inspection profile.

¢ B. The admmistrator must set the policy to inspection mode to analyze the HTTPS packets as expected.

¢ (. The administrator must enable HTTPS in the protocol port mapping of the deep- inspection SSL/SSH inspection profile.

e D. The administrator must enable cipher suites in the SSIL/SSH inspection profile to decrypt the message.

Antwort: A

Begrindung:

The FortiGate SSL/SSH inspection profile is configured for Full SSL Inspection, which is necessary to analyze encrypted HTTPS
traffic. However, the firewall policy is protecting an SSL server (the Linux server hosting the website), and currently, the SSL/SSH
profile only applies to client-side SSL inspection.

To detect HTTPS-based attacks targeting the Linux server:

FortiGate nust act as an SSL intermediary to inspect encrypted traffic destined for the web server. The admmistrator must upload
the SSL certificate of the Linux web server to FortiGate so that the server-side SSL inspection can decrypt incoming HTTPS traffic
before analyzing it.
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7.4 Zertifizierungspriifing von ZertFragen sind die Grundbedarfsbediirfnisse fiir jeden Kandidaten. Mit thr kénnen Sie alle Probleme
I6sen. Die Fragenpool zur Fortinet FCSS _EFW_AD-7.4 Zertifizierungspriifing von ZertFragen sind umfassend und zelgerichtet, am
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