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Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q31-Q36):

NEW QUESTION # 31
An administrator is extensively using VXLAN on FortiGate. Which specialized acceleration hardware does FortiGate need to
improve its performance?

A. NP7
B.0

C. NTurbo
D. SP5

Answer: A

Explanation:

VXLAN (Virtual Extensible LAN) is an overlay network technology that extends Layer 2 networks over Layer 3 infrastructure.
When VXLAN is used extensively on FortiGate, hardware acceleration is crucial for maintaining performance.

NP7 (Network Processor 7) is Fortinet's latest network processor designed to accelerate high- performance networking features,
including:

- VXLAN encapsulation/decapsulation

- IPsec VPN offloading

- Firewall policy enforcement

- Advanced threat protection at wire speed

NP7 significantly reduces latency and improves throughput when handling VXLAN traffic, making it the best choice for large-scale
VXLAN deployments.

NEW QUESTION # 32
Refer to the exhibit, which shows the output of a diagnose command.

bug rating

: english

: Web-filter

: Enable

: Contract

: Antispam

: Disable
Service : Virus Outbreak Prevention
Status : Disable
-=- Server List (Mon Apr 19 10:41:32 20xx} &$"-
IP Weight RTT Flags 1Z Packets Curr Lost Total Lost
64.26.151.37 10 45 262432 0 846
64.26.151.35 10 46 329072 0 6806
66.117.56.37 10 p o 71638 0 275
65.210.95.240 20 ol 36875 0 92
209.222.147. 36 20 103 34784 0 1070
208.91.112.194 (4 107 35170 0 1533
86.45.33.65 60 144 33728 0 120
80.85.69.41 71 226 33797 0 182
62.209.40.74 150 97 33754 0 145
121.111.236.179 45 44 F 2€410 2 26227

What can be concluded about the debug output in this scenario?

A. FortiGate used 64.26.151.37 as the mitial server to validate its contract.

B. Servers with a negative TZ value are less preferred for rating requests.

C. There is a natural correlation between the value in the Packets field and the value in the Weight field.

D. The first server provided to FortiGate when it performed a DNS query looking for a list of rating servers, was
121.111.236.179.

Answer: C



NEW QUESTION # 33
An administrator needs to install an IPS profile without triggering false positives that can impact applications and cause problems
with the user's normal traffic flow. Which action can the administrator take to prevent false positives on IPS analysis?

¢ A. Use an IPS profile with action monitor, however, the administrator must be aware that this can compromise network
integrity.

¢ B. Install missing or expired SSUTLS certificates on the client PC to prevent expected false positives.

e (. Use the IPS profile extension to select an operating system, protocol, and application for all the network internal services
and users to prevent false positives.

¢ D. Enable Scan Outgoing Connections to avoid clicking suspicious links or attachments that can deliver botnet malware and
create false positives.

Answer: C

Explanation:

False positives in Intrusion Prevention System (IPS) analysis can disrupt legitimate traffic and negatively impact user experience. To
reduce false positives while mamntaining security, administrators can:

Use IPS profile extensions to fine-tune the settings based on the organization's environment.

Select the correct operating system, protocol, and application types to ensure that IPS signatures match the network's actual traffic
patterns, reducing false positives.

Customize signature selection based on the network's specific services, filtering out unnecessary or irrelevant signatures.

NEW QUESTION # 34
View the exhibit, which contains the output of a debug command, and then answer the question below.

F 2T IQUTeI iNIQ0 OSPI inNterrace porcHy
sort4d is up, line protocol is up
Internet Address 172.20.121.23€6/24, Area 0.0.0.0, MTU 1500

Process ID 0, Router ID 0.0.0.4, Network Type BROADQAST, Cost: 1
Transmit Delay is 1 sec, State DROther, Prioxgiry'l
Designated Router (ID) 72.20.140.2, Ipt@rface Address 172.20.121.2

3ackup Designated Router (ID) 0.0.03k\Tntetrface Address 172.20.121.239
fimer intervals configured, Heldd\19:000, Dead 40, Wait 40, Retransmit !
Hello due in 00:00:05

Neighbor Count ig & -Adjacent neighbor count is 2

Crypt Sequencd Kamiber is 411

Hello received 10&, sent 27, DD received 7 sent 9

LS-Reg received 2 sent 2, LS-Upd 1 vadps
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Which of the following statements about the exhibit are true? (Choose two.)

A. Port4 is connected to the OSPF backbone area.

B. The local FortiGate's OSPF router ID is 0.0.0.4

C. The local FortiGate has been elected as the OSPF backup designated router.
D. In the network on port4, two OSPF routers are down

Answer: A,B

NEW QUESTION # 35
Refer to the exhibit, which shows an ADVPN network
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An administrator must configure an ADVPN using IBGP and EBGP to connect overlay network 1 with 2.
‘What two options must the admmnistrator configure n BGP? (Choose two.)

A. set ebgp-enforce-multrhop enable
B. set ibgp-enforce-multihop advpn
C. set attribute-unchanged next-hop
D. set next-hop-self enable

Answer: A,D

Explanation:

In thisSADVPN (Auto-Discovery VPN) network, there are two hubs (Hub A and Hub B) connected via EBGP, whileIBGPis used
within each overlay. To ensure proper BGP routing between the overlays, the administrator must configure specific BGP options..
set ebgp-enforce-multihop enable

By default, EBGP requires directly connected neighbors. Since Hub A and Hub B are not directly connected but reach each other
over an [Psec tunnel, multihop must be enabled for EBGP sessions to work.

set next-hop-self enable

In IBGP, the next-hop attribute does not change by default. When an IBGP route is advertised froma spoke to another hub or
spoke, the next-hop needs to be updated to ensure proper reachability. Enabling next-hop-self forces the BGP speaker to advertise
itself as the next-hop, ensuring that all spokes properly reach routes across the overlays.

NEW QUESTION # 36
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