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Fortinet FCSS_EFW_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate communication between different networks, ensuring efficient traffic flow
across enterprise environments.
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Topic 2

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

Topic 3

Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.

Topic 4

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systems (IPS) to monitor and
mitigate threats within enterprise networks.

Topic 5

VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure IPsec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and
dynamic connectivity.
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Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q17-Q22):
NEW QUESTION # 17 
Refer to the exhibit, which shows theADVPNIPsec interface representing the VPN IPsec phase 1 from Hub A to Spoke 1 and
Spoke 2, and from Hub # to Spoke 3 and Spoke 4.
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An administrator must configure an ADVPN using IBGP and EBGP to connect overlay network 1 with 2.
What must the administrator configure in the phase 1 VPN IPsec configuration of theADVPNtunnels?

A. set auto-discovery-crossover enable and set enforce-multihop enable
B. set auto-discovery-forwarder enable and set remote-as x
C. set auto-discovery-receiver enable and set npu-offload enable
D. set auto-discovery-sender enable and set network-id x

Answer: A

Explanation:
When configuringADVPN (Auto-Discovery VPN)to connectoverlay networks across different hubs using IBGP and EBGP, special
configurations are required to allow spokes from different overlay networks to dynamically establish tunnels.
#set auto-discovery-crossover enable
# Thisallows cross-hub tunnel discoveryin an ADVPN deployment where multiple hubs are used.
# SinceHub A and Hub Bbelong to different overlays, enablingcrossover discoveryensures that spokes from one overlay can
dynamically create direct tunnels to spokes in the other overlay when needed.
#set enforce-multihop enable
# This setting ensures thatBGP peers using loopback interfacescan establish connectivityeven if they are not directly connected.
#Multihop BGP sessionsare required when usingloopback addresses as BGP peer sourcesbecause the connection might need to
traverse multiple routers before reaching the BGP neighbor.
# This is especially useful inADVPN deployments with multiple hubs, where routes might need to cross from one hub to another.

NEW QUESTION # 18 
What action does FortiSwitch take when it receives a loop guard data packet (LGDP) that was sent by itself?

A. The receiving port is shut down
B. The receiving port is moved to the STP blocking state
C. The sending port is shut down
D. The sending port is moved to the STP blocking state

Answer: C

NEW QUESTION # 19 
Refer to the exhibit, which shows an ADVPN network.



The client behind Spoke-1 generates traffic to the device located behind Spoke-2. What is the first message that the hub sends to
Spoke-1 to bring up the dynamic tunnel?

A. Shortcut query
B. Shortcut reply
C. Shortcut forward
D. Shortcut offer

Answer: D

Explanation:
In an ADVPN (Auto-Discovery VPN) network, a dynamic VPN tunnel is established on-demand between spokes to optimize
traffic flow and reduce latency.
Process:
1. Traffic Initiation:
A client behind Spoke-1 sends traffic to a device behind Spoke-2.
The traffic initially flows through the hub, following the pre-established overlay tunnel.
2. Hub Detection:
The hub detects that Spoke-1 is communicating with Spoke-2 and determines that a direct shortcut tunnel between the spokes can
optimize the connection.
3. Shortcut Offer:
The hub sends a "Shortcut Offer" message to Spoke-1, informing it that a direct dynamic tunnel to Spoke-2 is possible.
4. Tunnel Establishment:
Spoke-1 and Spoke-2 then negotiate and establish a direct IPsec tunnel for communication.

NEW QUESTION # 20 
An administrator is setting up an ADVPN configuration and wants to ensure that peer IDs are not exposed during VPN
establishment.
Which protocol can the administrator use to enhance security?

A. Opt for SSL VPN web mode because it does not use peer IDs at all.
B. Stick with IKEv1 main mode because it offers better performance.
C. Choose IKEv1 aggressive mode because it simplifies peer identification.
D. Use IKEv2, which encrypts peer IDs and prevents exposure.

Answer: D

Explanation:
InADVPN (Auto-Discovery VPN) configurations, security concerns includeprotecting peer IDsduring VPN establishment. Peer IDs
are exchanged in theIKE (Internet Key Exchange) negotiation phase, and their exposure could lead toprivacy risks or targeted



attacks.
#IKEv2 encrypts peer IDs, making itmore securecompared to IKEv1, where peer IDs can beexposed in plaintextin aggressive
mode.
#IKEv2 also provides better performance and flexibilitywhile supporting dynamic tunnel establishment in ADVPN.

NEW QUESTION # 21 
Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details command.

Based on the output, which two statements are correct? (Choose two.)

A. Hub2Spoke1 is configured on interface wan2.
B. Phase 2 authentication is set to sha1 on both sides.
C. Hub2Spoke1 is a policy-based VPN.
D. Anti-replay is disabled.

Answer: A,B

NEW QUESTION # 22
......
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