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Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q41-Q46):

NEW QUESTION # 41

An admmistrator is setting up an ADVPN configuration and wants to ensure that peer IDs are not exposed during VPN
establishment.

‘Which protocol can the administrator use to enhance security?

A. Opt for SSL VPN web mode because it does not use peer IDs at all.
B. Stick with IKEv] main mode because it offers better performance.

C. Choose IKEv1 aggressive mode because it simplifies peer identification.
D. Use IKEv2, which encrypts peer IDs and prevents exposure.

Answer: D

Explanation:

In ADVPN (Auto-Discovery VPN) configurations, security concerns include protecting peer IDs during VPN establishment. Peer
IDs are exchanged in the IKE (Internet Key Exchange) negotiation phase, and their exposure could lead to privacy risks or targeted
attacks.

# IKEv2 encrypts peer IDs, making it more secure compared to IKEv1, where peer IDs can be exposed in plaintext in aggressive
mode.

# IKEV2 also provides better performance and flexibility while supporting dynamic tunnel establishment in ADVPN.

NEW QUESTION # 42
Refer to the exhibit, which shows a hub and spokes deployment.
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An administrator is deploying several spokes, including the BGP configuration for the spokes to connect to the hub.
Which two commands allow the administrator to minimize the configuration? (Choose two.)

A. route-reflector-client
B. ibgp-enforce-multihop
C. neighbor-group

D. neighbor-range

Answer: C,D
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Explanation:

neighbor-group:

# This command is used to group multiple BGP neighbors with the same configuration, reducing redundant configuration.

# Instead of defining individual BGP settings for each spoke, the administrator can create a neighbor-group and apply the same
policies, reducing manual work.

neighbor-range:

# This command allows the configuration of a range of neighbor IPs dynamically, reducing the need to manually define each spoke
neighbor.

# It automatically adds BGP neighbors that match a given prefix, simplifying deployment.

NEW QUESTION # 43
Refer to the exhibit, which shows a network diagram showing the addition of'site 2 with an overlapping network segment to the
existing VPN [Psec connection between the hub and site 1.
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Which IPsec phase 2 configuration must an administrator make on the FortiGate hub to enable equal-cost multi-path (ECMP)
routing when multiple remote sites connect with overlapping subnets?

A. Set net-device to ecimp

B. Set single-source to enable

C. Set route-overlap to allow

D. Set route-overlap to either use-new or use-old

Answer: D

Explanation:

‘When multiple remote sites connect to the same hub using overlapping subnets, FortiGate needs to determine which route should be
used for traffic forwarding. The route-overlap setting in IPsec Phase 2 allows FortiGate to handle this scenario by deciding whether
to keep the existing route (use-old) or replace it with a new route (use-new).

In an ECMP (Equal-Cost Multi-Path) routing setup, both routes should be retained and balanced, but FortiGate does not support
ECMP directly over overlapping routes in IPsec Phase 2. Instead, an administrator must decide which connection takes precedence
using route-overlap settings.

NEW QUESTION # 44

During the maintenance window, an administrator must sniff all the traffic going through a specific firewall policy, which is handled by
NP6 mterfaces. The output of the sniffer trace provides just a few packets.

Why is the output of sniffer trace limited?

e A inspection-mode is set to proxy in the firewall policy.

¢ B. The option npudbg is not added in the diagnose sniff packet command.
e C. The traffic corresponding to the firewall policy is encrypted.

e D. auto-asic-off load is set to enable in the firewall policy,

Answer: D

Explanation:

FortiGate devices with NP6 (Network Processor 6) acceleration offload traffic directly to hardware, bypassing the CPU for
improved performance. When auto-asic-offload is enabled in a firewall policy, most of the traffic does not reach the CPU, which
means it won't be captured by the standard sniffer trace command.

Since NP6-accelerated traffic is handled entirely in hardware, only a small portion of initial packets (such as session setup packets or



exceptions) might be seen in the sniffer output. To capture all packets, the administrator must disable hardware offloading using:
config firewall policy

edit <policy 1D>

set auto-asic-offload disable

end

Disabling ASIC offload forces traffic to be processed by the CPU, allowing the sniffer tool to capture all packets.

NEW QUESTION # 45

A company's guest internet policy, operating in proxy mode, blocks access to Artificial Intelligence Technology sites using
FortiGuard. However, a guest user accessed a page in this category using port 8443.

‘Which configuration changes are required for FortiGate to analyze HTTPS traffic on nonstandard ports like

8443 when full SSL inspection is active in the guest policy?

¢ A. Admmistrators can block traffic on nonstandard ports by enabling the SNI check in the SSIL/SSH Inspection Profile.

¢ B. In the Protocol Port Mapping section of the SSIL/SSH Inspection Profile, enter 443, 8443 to analyze both standard (443)
and non-standard (8443) HTTPS ports.

e (. To analyze nonstandard ports in web filter profiles, use TLSv1.3 in the SSI/SSH Inspection Profile.

¢ D. Add a URL wildcard domain to the website CA certificate and use it in the SSI/SSH Inspection Profile.

Answer: B

Explanation:

When FortiGate is operating in proxy mode with full SSL inspection enabled, it inspects encrypted HTTPS traffic by default on port
443. However, some websites may use non-standard HTTPS ports (such as 8443), which FortiGate does not inspect unless
explicitly configured.

To ensure that FortiGate nspects HTTPS traffic on port 8443, administrators must manually add port 8443 in the Protocol Port
Mapping section of the SSL/SSH Inspection Profile. This allows FortiGate to treat HTTPS traffic on port 8443 the same as traffic
on port 443, enabling proper inspection and enforcement of FortiGuard category-based web filtering,

NEW QUESTION # 46
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