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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q22-Q27):
NEW QUESTION # 22 
Which CLI automation action on FortiGate is used to define automatic quarantine based on event logs?
Response:

A. config automation-stitch → set action-type quarantine-host
B. config user quarantine → set auto-log enable
C. config system automation-action → set action quarantine
D. config log setting → set quarantine enable

Answer: A

NEW QUESTION # 23 
Which data sources does FortiAIOps use for correlation and anomaly detection?
(Choose three)
Response:

A. FortiSwitch and FortiAP telemetry
B. FortiAnalyzer logs
C. DNS zone files
D. FortiGate performance metrics
E. FortiManager change history

Answer: A,B,D

NEW QUESTION # 24 
Which features does FortiAuthenticator support when acting as a certificate authority (CA)?
Response:

A. It can issue and revoke digital certificates but cannot act as an OCSP server.
B. It functions solely as a CRL repository and does not support certificate signing requests (CSR).
C. It can integrate with third-party certificate authorities to validate external certificates.
D. It can act as a self-signer for issuing and revoking digital certificates.

Answer: D

NEW QUESTION # 25 
You're configuring FortiAuthenticator to authenticate users via LDAP. Which syntax correctly defines the LDAP query filter to
retrieve users from a specific OU named "Engineering"?
Response:

A. (ou=Engineering)
B. (&(objectClass=person)(ou=Engineering))
C. (cn=Engineering)
D. (OU=Engineering,DC=example,DC=com)

Answer: B

NEW QUESTION # 26 
Which configuration file or setting should be modified to enable OCSP checking for certificate revocation on FortiAuthenticator?
Response:
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A. LDAP bind profile
B. syslog.conf
C. Certificate Validation Policy
D. radiusd.conf

Answer: C

NEW QUESTION # 27
......
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