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Topic 1

¢ Authentication: This section evaluates the proficiency of Fortinet network and security professionals in
resolving both local and remote authentication issues.

Topic 2

¢ Routing: This part of the exam examines the expertise of Fortinet network and security professionals, in
routing enterprise traffic effectively.

Topic 3

o Security Profiles: This segment of the exam tests the skills of IT professionals, such as network
admunistrators in handling and troubleshooting security profile-related challenges.

Topic 4

¢ System Troubleshooting; This part of the exam assesses the ability of Fortinet network and security
professionals to diagnose and fix typical system-related problems within Fortinet solutions. It involves
troubleshooting FortiGate-to-FortiGate Security Fabric issues, addressing automation stitch concerns, and
detecting resource-related problems using integrated tools.

Topic 5

¢ VPN: This section tests the knowledge of IT professionals, such as system engineers in diagnosing and
resolving VPN-related issues. It emphasizes troubleshooting IPsec IKE versions 1 and 2 to ensure secure
and reliable comnumication between networks or remote users.

Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions

(Q51-Q56):

NEW QUESTION # 51

Refer to the exhibit, which shows the partial output of a real-time OSPF debug,
Real-time OSPF debug output

OSPF: RECV[Hello]: From 0.0.0.112 via port2:192.168.37.114 (192.168.37.115 -> 224.0.0.5)

| OSPF 1 i o o o o o o o o o e e
! OSPF: Header

OSPF: Version 2

OSPF: Type 1 (Hello)

OSPF; Packet Len 48

OSPF: Router ID 0.C.0.112

OSPF: Area ID 0.0.C.0

OSPF: Checksum OxZ2fB5

OSPF: AuType 0

OSPF: Hello
OSPF: NetworkMask 255.255.255,0

OSPF: Hellclnterval 10
OSPF: Options 0x2 (*|fl®| TW=I=]E|-)
OSPF: RtrPricrity 1
OSPF: RtrDeadInterval 40
OSPF: DRouter 192.168.37.114
OSPF: BDRouter 192.168.37.115
OSPF: # Neighbers 1
SPF: Neighbor 0.0.0.111
OSPF: = e e e e

Why are the two FortiGate devices unable to form an adjacency?

A. One FortiGate device is configured to require authentication, while the other is not.
B. The passwords on the FortiGate devices do not match.

C. The two FortiGate devices attempting adjacency are in area 0.0.0.0.

D. The Hello packet is being sent from an OSPF router with ID 0.0.0.112.

Answer: A

NEW QUESTION # 52
Refer to the exhibit, which shows partial outputs from two routing debug commands.

OSPF: RECV[Hello]: From 0.0.0.112 via port2:19F8.3?.1HAF.hlrnE1 Iype mismatch



routing-table all

‘Which change must an administrator make on FortiGate to route web traffic from internal users to the internet, using ECMP?

A. Set the priority of the static default route using port1 to 10.
B. Set preserve-session-route to enable.

C. Set the priority of the static default route using port2 to 1.
D. Set snat-route-change to enable.

Answer: A

NEW QUESTION # 53
Exhibit.

R -0
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Refer to the exhibit, which shows the output of a session. Which two statements are true? (Choose Iwo.)

A. The session is being offloaded.

B. The session is being inspected using flow inspection.
C. The TCP session has been successfully established.
D. The session was initiated from an authenticated user.

Answer: C,D

NEW QUESTION # 54

Exhibit.

FGT # diagnose debug rating
: english

: Web-filter
: Enable
: Contract

: Antispam
: Disable

: Virus Outbreak Prevention
: Disable

1

https

443

Enable
Default servers : Included

Server List (Mon May 1 03:47:52 2023)

Weight RTT Flags TZ FortiGuard-requ “u Lost Tot Los Updated Time
26.151.37 10 45 C 4 1 03:4 3 2023
10 46 L 329072 | | 03: 3 2023
10 75 71 ) 2 03: 3 2023
20 71 7 i fay J 2023
20 103 DI 7 0 2023
20 107 ) 53 i May H 4 2023
3 2023
3 2023
2023
2013




Refer to the exhibit, which shows the output of a diagnose command.
‘What can you conclude about the debug output in this scenario?

¢ A Servers with a negative TZ value are less preferred for rating requests.

¢ B. FortiGate used 64.26.151.37 as the initial server to validate its contract.

e (. The first server provided to FortiGate when it performed a DNS query looking for a list of rating servers, was
121.111.236.179.

e D. There is a natural correlation between the value in the FortiGuard-requests field and the value in the Weight field.

Answer: D

NEW QUESTION # 55
Exhibit 1

11

Refer to the exhibits, which show the configuration on FortiGate and partial internet session information from a user on the internal
network.

An admmistrator would like to lest session failover between the two service provider connections.

Which two changes must the administrator make to force this existing session to immediately start using the other interface? (Choose
two.)

A. Configure unset snat-route-change to return it to the default setting.
B. Configure set snat-route-change enable.

C. Change the priority of the port2 static route to 5.

D. Change the priority of the port! static route to 11.

Answer: B,D

NEW QUESTION # 56
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