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Fortinet FCSS - Network Security 7.6 Support Engineer Sample Questions
(Q10-Q15):

NEW QUESTION # 10
Refer to the exhibit, which shows the omitted output of a session table entry.
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Which two statements are true? (Choose two.)

e A. NP7 is handling offloading of this session.

e B. The session has been offloaded.

e C. The traffic matches Policy ID 1.

e D. The traffic has been tagged for VLAN 0000.

Answer: A,.B

NEW QUESTION # 11
Exhibit.

: Antispam
: Disable

: Virus Outbreak Prevention
: Disable

: https

servers : Included

Server List (Mon May 1 03:47:52 2023)

RTT Flags T Curr Lost Total Lc¢ Updated Time
45 5 2 | 6 M May 43 2023
46
75
71
103 DI
107 D

Refer to the exhibit, which shows the output of a diagnose command.
‘What can you conclude about the debug output in this scenario?

e A There is a natural correlation between the value in the FortiGuard-requests field and the value in the Weight field.

e B. FortiGate used 64.26.151.37 as the mitial server to validate its contract.

e C. Servers with a negative TZ value are less preferred for rating requests.

e D. The first server provided to FortiGate when it performed a DNS query looking for a list of rating servers, was
121.111.236.179.

Answer: A

NEW QUESTION # 12
In IKEv2, which exchange establishes the first CHILD SA?

e A.CREATE CHILD SA
e B.IKE SA INIT

e C.IKE Auth

e D.INFORMATIONAL

Answer: A

NEW QUESTION # 13



‘Which statement about IKEv2 is true?

A. Both IKEv1 and IKEv2 share the feature of asymmetric authentication.

B. IKEv1 and IKEv2 share the concept of phasel and phase2.

C. IKEv1 and IKEV2 use same TCP port but run on difterent UDP ports.

D. IKEv1 and IKEv2 have enough of the header format in common that both versions can run over the same UDP port.

Answer: D

NEW QUESTION # 14
Refer to the exhibit, which contains partial output from an IKE real-time debug,

Debug output

ike 0:624000:98: responder: main mode get 1st message...
ike 0:624000:98: VID DPD AFCAD7136BR1F1C96BB696FCTI570100
ike 0:624000:98: VID FRAGMENTATION 4048B7DS6EBCEE8BS525E7 @%
ike D:624000:9B8: VID FRAGMENTATION 4048B7DS6EBCEBBS2SE7 @ D! ¥i}| IE
ike 0:624000:98: VID FORTIGATE 8299031757A36082C6A621DEJ000dBi0™
ike 0:624000:98: incoming proposal:
ike 0:624000:98: proposal id = Q:
ike 0:624000:98: protocol id = ISAKMP:
ike 0:624000:98: trans _id = KEY_ IKE.
ike 0:624000:98: encapsulation = IKE/none
ike 0:624000:98: type=CAKLEY ENCRYPT ALG, val=AES CBC, key-len=256
ike 0:624000:98: type CAKLEY HASH ALG, val=SHAZ_ 256.
ike 0:624000:98: type=AUTH_METHOD, val=PRESHARED KEY.
ike 0:624000:98: type~CAXKLEY GROUP, val~-MODP2048.
ike 0:624000:98: ISAKMP SA lifecrime=86400
ike 0:624000:98: proposal id = D3
ike 0:624000:98: protocol id = ISAKMP:
ike 0:624000:98: trans_id = KEY IKE.
ike 0:624000:98;: encapsulation = IKE/none
ike 0:624000:98: type CAXKLEY ENCRYPT ALG, val=AES CBC, key-len=256
0:624000:98: type=CAKLEY HASH ALG, val=SHA2 256.
0:624000;:98; type-AUTH METHOD, val=PRESHARED KEY.
0D:624000:98: type=OAXLEY GRCUP, val=MODP1536.
0:624000:98: ISAKMP SA lifetime=86400
0:624000:98: my proposal, gw Remotesite:
0:624000:%98: proposal.id = 1:
0:624000:98: protocol id - ISAKMP:
0:624000:98: transﬁ_id = KEY IKE.
0:624000:98; encapsulation = IKE/none
0:620000:98: type=0AKLEY ENCRYPT ALG, val=AES CBC, key-len=128
0:624000%98: type=CAKLEY HASH ALG, val=SHA.
0:624000:98: type=AUTH_METHOD, wval=PRESHARED KEY.
0:624000:98: type~OAKLEY_GROUP, val~-MODP2048.
0:624000:98: ISAKMP SA lifetime=86400
0:624000:98: proposal id = 1l:
0:624000:98: protecol id = ISAKMP:
0:624000:98: trans_id = KEY_ IKE.
0:624000:98: encapsulation = IKE/none
0:624000:98: type~OAKLEY_ ENCRYPT_ALG, val~-AES _CBC, key-len-128
0:624000:98: type=0AKLEY HASH ALG, wval=SHA.
0:624000:98: type=AUTH_METHCD, val=PRESHARED KEY.
0:624000:98: type=CAKLEY_GRCUP, val=MODP1536.
0:624000:98: ISAKMP SA lifetime=86400
0:624000:98: negotiation failure
Negot:: 624eaTblbba276fb/0000000000000000:98: no SA proposal chosen

The administrator does not have access to the remote gateway.
Based on the debug output, which configuration change the administrator make to the local gateway to resolve the phase 1
negotiation error?

A. Inthe phase 1 proposal configuration, add AES256-SHA256 to the list of encryption algorithis.
B. In the phase 1 proposal configuration, add AES128-SHA128 to the list of encryption algorithirs.
C. Inthe phase 1 network configuration, set the IKE version to 2.

D. In the phase 1 proposal configuration, add AESCBC-SHA?2 to the list of encryption algorithims.



Answer: A

NEW QUESTION # 15
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