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two.)

A. Zero trust network access (ZTNA)

B. Cloud access security broker (CASB)
C. SD-WAN

D. Thin edge

Answer: A,C

NEW QUESTION # 12
Which command is used in FortiOS to generate a report on real-time security events in FortiSASE?
Response:

A. diagnose sys security-event report
B. get security-event report

C. execute report generate

D. get system status

Answer: A

NEW QUESTION # 13
Which statement applies to a single sign-on (SSO) deployment on FortiSASE?

A. SSO identity providers can be integrated using public and private access types.
B. SSO is recommended only for agent-based deployments.

C. SSO users can be imported into FortiSASE and added to user groups.

D. SSO overrides any other previously configured user authentication.

Answer: C

Explanation:

In a Single Sign-On (SSO) deployment on FortiSASE, SSO users can be imported into FortiSASE and added to user groups . This
allows administrators to manage SSO users within FortiSASE, enabling them to apply policies, permissions, and group-based
access controls. By integrating SSO with FortiSASE, organizations can streamline user authentication and simplify access
management while maintaining security.

Here's why the other options are incorrect:

A . SSO overrides any other previously configured user authentication: This is incorrect because SSO does not automatically
override other authentication methods. FortiSASE supports multiple authentication mechanisms, and SSO is just one of them.
Administrators can configure fallback authentication methods if needed.

B. SSO identity providers can be integrated using public and private access types: While FortiSASE supports integration with
various identity providers (e.g., SAML, LDAP, OAuth), the concept of "public and private access types" is not applicable to SSO
configurations.

C . SSO is recommended only for agent-based deployments: This is incorrect because SSO can be used in both agent-based and
agentless deployments. It is not limited to environments where agents are installed.

Reference:

Fortinet FCSS FortiSASE Documentation - Single Sign-On (SSO) Integration FortiSASE Administration Guide - User
Authentication and SSO

NEW QUESTION # 14
When you configure FortiSASE Secure Private Access (SPA) with SD-WAN integration, you must establish a routing adjacency
between FortiSASE and the FortiGate SD-WAN hub. Which routing protocol must you use?

A. EIGRP
B. IS-IS
C. BGP
D. OSPF

Answer: C



Explanation:

‘When configuring FortiSASE Secure Private Access (SPA) with SD-WAN integration, establishing a routing adjacency between
FortiSASE and the FortiGate SD-WAN hub requires the use of the Border Gateway Protocol (BGP).

BGP (Border Gateway Protocol):

BGP is widely used for establishing routing adjacencies between different networks, particularly in SD-WAN environments.

It provides scalability and flexibility in managing dynamic routing between FortiSASE and the FortiGate SD-WAN hub.

Routing Adjacency:

BGP enables the exchange of routing information between FortiSASE and the FortiGate SD- WAN hub. This ensures optimal
routing paths and efficient traffic management across the hybrid network.

NEW QUESTION # 15
‘Which technique is essential for maintaining user productivity during the rollout of a new SASE solution?
Response:

A. Gradual onboarding with capability testing

B. Immediate full-scale implementation

C. Limiting access to critical applications only

D. Temporary suspension of all security measures

Answer: A

NEW QUESTION # 16
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