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NEW QUESTION # 36

Refer to the exhibits. The exhibits show two IPsec templates to define Branch IPsec 1 and Branch IPsec 2. Fach template defines
a VPN tunnel. The error message that FortiManager displayed when the admmistrator tried to assign the second template to the
FortiGate device is also shown. Which statement best describes the cause of the issue?
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IPsec template for Branch_IPsec_1

IPsec Template - Branch_IPsec_1
Name
Description
4+ Create New ] [# Edit | | & Delet [ ’___v
: W uteot .
[0 Namesz » Outgoing Interface
O HUuB1¥PNI Static $(1S5P1)
-mw ® N
IPsec template for Branch_|Psec_2
lemplate - Branch_IPsec_2
& Create New | [ Edit | B Delets | { Morev '
0O Names Type = Outgoing Interface
0 HUB1-VPN2 Static $(15P2)

ghiment scope: device branch1 fgt, vdom root

x

IBranch' IPsec 2

A. You should use the same outgoing interface of both templates.

B. You can assign only one [Psec template to each FortiGate device.

C. You can assign only one template with a tunnel type of static to each FortiGate device.

D. You should review the branchl_fgt configuration for configured tunnels in the rootVDOM.

Answer: B

Explanation:
FortiManager allows only one [Psec template to be assigned per FortiGate device. The error indicates a conflicting template
assignment, meaning assigning both Branch [Psec 1 and Branch [Psec 2 to the same device (branchl _fgt) is not permitted.

NEW QUESTION # 37
‘When you use the command diagnose sys session list, how do you identify the sessions that correspond to traffic steered according
to SD-WAN rules?



A. You identify sessions steered according to SD-WAN rules with the flag vwl.

B. You cannot identify SD-WAN sessions. You must use the sdwar. session filter.

C. You identify sessions steered according to SD-WAN rules with the data sdwan_service id.
D. You identify sessions steered according to SD-WAN rules with the data vwl_mbr_seq.

Answer: C

Explanation:
The sdwan_service id field in the output of diagnose sys session list indicates that the session was selected based on an SD-WAN
rule, allowing admmnistrators to trace which SD-WAN service (rule) steered the traffic.

NEW QUESTION # 38

Refer to the exhibit. The exhibit shows output of the command diagnose sys adwan aervice4 collected on a FortiGate device.
The admmnistrator wants to know through which interface FortiGate will steer traffic from local users on subnet
10.0.1.0/255.255.255.192 and with a destination of the social media application Facebook. Based on the exhibits, which two
statements are correct? (Choose two.)



Diagnose output

fgt_1 ¢ diagnose sys sdwan serviced

Service(l): Address Mode (IPV4) flage=-0x4200 use-shortcut-sla use-shortcut

Tie break: cfg
Shortcut priority: 2
Gen(l)., TOS(0x0/0x0), Protocol(Q): src(l=>&5535) rdat (1->65535), Mode(priority).
link-cost-factor(latency), link-cost-threshold(10), heath-check(Corp_HC)
Members (2) 2

11 Seq_num(2 portl underlay), alive, latency: 0.5%06, selected

21 Seq_num(l portl underlay), alive, latency: 1.07%, selected
Application Control(2): Microsoft.Portal (414E€5,0) Business(0,29)
Src addresa(l):

10.0.1.0-10.0.1.255%

Sarvice(l): Address Mode (IFVH) flage=0xd200 use-shortcut-sla use-ahortcut
Tis break: cfg
Shortcout priority: 2
Gen(l), TOS(0x0/0x0), Protocol(Q): arc(l->85535) tdat (1->65635), Mode (manual)
Membars(l):
11 Seq num(2 port? underlay), alive, selected
Application Comtrol(2): Social.Media(0,2)) General.Interest(0,12)
Src addreasa(l):
10.0.1.0-10.0.1.255

Service (1)t Address Mode (IFVH) flage=0x4200 use-shorte
Tis break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), ProtocoliD): arc{l-> 5) tdat 35), Mode(priority).
link-coat-factor(latency), link-coat-thr 1.‘aatn-cmcllcorp_uc:
Members(2) 2
11 Seq_num(2 portd underlay), a a 0.%0&, selected
21 Seq num(l portl underl £ 1 1.07%, selected
Application Comtrol (2): Mic ft. { »0) Business(0,29)

Src addresa(l):
10.0.1.0-10.0.
hrvlca[ﬁ flage=0x4200 use-ahortocut-sla use-shortout

xEl.n'IZI:l:U!. Protocol (0): arc(l=>65535) :dat (1->65535), Mode (manual)

rlay), alive, selected
1z Social .Media(0,23) General.lntereat(0,12)

10.0.1.0-10.0.1.255

Src addreas(l):

Service ()1 Address Mode (IFVI) flags=0x4200 use-shortcut-sla use-shortcout
Tie break: cfg
Shortecut priority: 2
Gen(l)., TOS(0x0/0x0), Protecel(0): src(l->65535) :dat (1-265535), Mode(sla
hash-mode=round-robin)
Membera(l):
1: Seq num(4 BQ_T1 overlay), alive, ala(0x1d), gid(0), cfg_order(0),
local coat(0), selected
2: Seq num(5 BO_TZ overlay), alive, sla(0x3), gidi(0), cfg_order(l),
local coat(0), selscted
3t Seq _num(é HQ_TI overlay), alive, sla(0x)), gidi0), ctfg_order(2),
local cost(0), selected
Src addresa(l):
10.0.1.0-10.0.1.255

Dat addresa(l):
0.0.0.0-255.255.255.255

e A. When FortiGate cannot recognize the application of the flow, it steers the traffic through the preferred member of rule 3,

HQ TI.

e B. There is no service defined for the Facebook application, so FortiGate appliesservice rule 3 and directs the traffic to
headquarters.

e C. When FortiGate cannot recognize the application of the flow, it load balances the traffic through the tunnels HQ T1,
HQ T2,HQ T3.

e D. FortiGate steers traffic for social media applications according to the service rule 2 and steers traftic through port2.

Answer: C,D

NEW QUESTION # 39
Refer to the exhibit.



SD-WAN Network Topalogy

Refer to the exhibit.

You want to configure SD-WAN on a network as shown in the exhibit.

The network contains many FortiGate devices. Some are used as NGFW, and sone are installed with extensions such as
FortiSwitch. FortiAP. or Forti Ex tender.

‘What should you consider when planning your deployment?

A. You can build an SD-WAN topology that includes all devices. The hubs can be FortiGate devices with Forti Extender.
B. You can build an SD-WAN topology that includes all devices. The hubs must be devices without extensions.

C. You nust use FortiManager to manage your SD-WAN topology.

D. You must build multiple SD-WAN topologies. Each topology must contain only one type of extension.

Answer: B

NEW QUESTION # 40
You manage an SD-WAN topology. You will soon deploy 50 new branches.
Which three tasks can you do in advance to simplify this deployment? (Choose three.)

A. Update the DHCP server configuration.

B. Create model devices.

C. Create a ZTP template.

D. Create policy blueprint.

E. Define metadata variables value for each device.

Answer: B,C,D

NEW QUESTION # 41
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