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¢ Initiating Integration Solutions on Anypoint Platform: Summarizing MuleSoft Catalyst and Catalyst
=x 1 Knowledge Hub, differentiating between functional and non-functional requirements, selecting features for

designing and managing APIs, and choosing deployment options are its sub-topics.

¢ Designing Integration Solutions to Meet Security Requirements: This topic emphasizes securing access to
=x 2 the Anypoint Platform and APIs, using Anypoint Security, counteracting security vulnerabilities, and
understanding audit logging capabilities.
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¢ Designing Architecture Using Integration Paradigims: This topic focuses on creating high-level integration
architectures using various paradigis. It includes API-led connectivity, web APIs and HTTP, event-driven

=3
T APISs, and message brokers, and designing Mule application using messaging patterns and technologies.

¢ Designing Integration Solutions to Meet Performance Requirements: This topic covers meeting
=M 4 performance and capacity goals, using streaming features, and processing large message sequences.

¢ Applying DevOps Practices and Operating Integration Solutions: Its sub-topics are related to designing CI
¢ CD pipelines with MuleSoft plugins, automating interactions with Anypoint Platform, designing logging

F=H 5
T configurations, and identifying Anypoint Monitoring features.

¢ Designing Integration Solutions to Meet Persistence Requirements: It addresses the usage of VM queues
FH 6 and connectors, object stores and services, and stateful components configured with object stores.

¢ Designing for the Runtime Plane Technology Architecture: It includes analyzing Mule runtime clusters,
=x 7 designing solutions for CloudHub, choosing Mule runtime domains, leveraging Mule 4 class loader
isolation, and understanding the reactive event processing model.
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EE #34

A leading eCommmerce giant will use MuleSoft APIs on Runtime Fabric (RTF) to process customer orders.

Some customer-sensitive information, such as credit card information, is required in request payloads or is included in response
payloads in some of the APIs. Other API requests and responses are not authorized to access some of this customer-sensitive
mformation but have been implemented to validate and transform based on the structure and format of this customer-sensitive
information (such as account IDs, phone numbers, and postal codes).

What approach configures an API gateway to hide sensitive data exchanged between API consumers and API implementations, but
can convert tokenized fields back to their original value for other API requests or responses, without having to recode the API
implementations?

Later, the project team requires all API specifications to be augmented with an additional non-finctional requirement (NFR) to
protect the backend services froma high rate of requests, according to defined service- level agreements (SLAs). The NFR's SLAs
are based on a new tiered subscription level "Gold", "Silver", or

"Platinum'" that must be tied to a new parameter that is being added to the Accounts object in their enterprise data model.

Following MuleSoft's recommended best practices, how should the project team now convey the necessary non-functional
requirement to stakeholders?

e A Update each API specification with a shared RAML fragment required to implement the NFR and publish the RAML
fragment and each modified API specification to Exchange

¢ B. Create a shared RAML fragment required to implement the NFR, list each API implementation endpoint in the RAML
fragment, and publish the RAML fragment to Exchange

e C. Update each API specification with comments about the NFR's SL.As and publish each modified API specification to
Exchange

e D. Create and deploy API proxies in API Manager for the NFR, change the baseurl in each API specification to the
corresponding API proxy implementation endpoint, and publish each modified API specification to Exchange

HE: A

=R

To convey the necessary non-functional requirement (NFR) related to protecting backend services froma high rate of requests
according to SLAs, the following steps should be taken:

* Create a Shared RAML Fragment: Develop a RAML fragment that defines the NFR, including the SLAs for different subscription
levels ("Gold", "Silver", "Platinum'"). This fragment should include the details on rate limiting and throttling based on the new
parameter added to the Accounts object.

* Update API Specifications: Integrate the shared RAML fragment into each API specification. This ensures that the NFR is
consistently applied across all relevant APIs.

* Publish to Exchange: Publish the updated API specifications and the shared RAML fragment to Anypoint Exchange. This makes
the NFR visible and accessible to all stakeholders and developers, ensuring compliance and implementation consistency.



This approach ensures that the NFR is clearly communicated and applied uniformly across all API implementations.
References

* MuleSoft Documentation on RAML and API Specifications

* Best Practices for API Design and Documentation

HEE #35
Which of the below requirements prevent the usage of Anypoint MQ in a company's network? (Choose two answers)

A. single message payload can be up to 15 MB

B. ability for a third party outside the company's network to consume events from the queue
C. the message broker must be hosted on premises

D. support for point-to-point messaging

E. payloads must be encrypted

He: Cb

HE #36

A system API EmployeeSAPI is used to fetch employee's data from an underlying SQL database.

The architect must design a caching strategy to query the database only when there is an update to the employees stable or else
return a cached response in order to minimize the number of redundant transactions being handled by the database.

‘What must the architect do to achieve the caching objective?

e A. Use a Scheduler with a fixed frequency every hour triggering an invalidate cache flow Use an object store caching strategy
and expiration interval to empty

¢ B. Use an on table rule on employees table call invalidate cache and said new employees data to cache Use an object store
caching strategy and set expiration interval to 1-hour

e C. Use a Scheduler with a fixed frequency every hour triggering an invalidate cache flow Use an object store caching strategy
and set expiration interval to 1-hour

¢ D. Use an On Table Row on employees table and call mvalidate cache
Use an object store caching strategy and expiration nterval to empty

HE. D

HE #37
Why would an Enterprise Architect use a single enterprise-wide canonical data model (CDM) when designing an integration solution
using Anypoint Platform?

¢ A. To automate Al-enabled API implementation generation based on normalized backend databases from separate vendors
B. To remove the need to perform data transformation when processing message payloads in Mule applications

C. To leverage a data abstraction layer that shields existing Mule applications from nonbackward compatible changes to the
model's data structure

D. To reduce dependencies when integrating nuiltiple systemns that use different data formats

He:. D

EE #38
An XA transaction Is being configured that involves a JMS connector listening for Incoming JMS messages.
What is the meaning of the timeout attribute of the XA transaction, and what happens after the timeout expires?

e A The time that is allowed to pass between committing the transaction and the completion of the Mule flow After the timeout,
flow processing triggers an error

e B. The time that Is allowed to pass between receiving JMS messages on the same JMS connection After the timeout, a new
JMS connection Is established

e (. The time that Is allowed to pass without the transaction being ended explicitly After the timeout, the transaction Is
forcefully rolled-back

e D. The time that Is allowed to pass for state JMS consumer threads to be destroyed After the timeout, a new JMS consumer



thread is created
Y. C

Y.

* Setting a transaction timeout for the Bitronix transaction manager

# Set the transaction timeout either

- In wrapper.conf

- In CloudHub in the Properties tab of the Mule application deployment

# The default is 60 secs. It is defined as

mule.bitronix. transactiontimeout = 120

* This property defines the timeout for each transaction created for this manager.

Ifthe transaction has not terminated before the timeout expires it will be automatically rolled back.

Additional

Info around Transaction Management:

Bitronix is available as the XA transaction manager for Mule applications

# To use Bitronix, declare it as a global configuration element in the Mule application

<btitransaction-manager />

# Each Mule runtime can have only one instance of a Bitronix transaction manager, which is shared by all Mule applications
# For customer-hosted deployments, define the XA transaction manager in a Mule domain

- Then share this global element among all Mule applications in the Mule runtime Graphical user interface, table Description
automatically generated with medium confidence
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